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Abstract
In wireless sensor networks (WSNs), faults may occur
through malfunctioning hardware, software errors or by external causes such as fire and flood. In business applications where WSNs are applied, failures in essential parts
of the sensor network must be efficiently detected and automatically recovered. Current approaches proposed in the
literature do not cover all the requirements of a fault tolerant system to be deployed in an enterprise environment
and therefore are not suitable for such applications. In
this paper we investigate these solutions and present FTCoWiseNets, a framework designed to improve the availability of heterogeneous WSNs through an efficient fault tolerance support. The proposed framework satisfies the requirements and demonstrates to be more adequate to business scenarios than the current approaches.

1. Introduction
Wireless Sensor networks (WSNs) represent an emerging field of small, networked, and low-power devices that
can be used in a wide spectrum of applications [1][6]. These
networks can be used for collecting sensor data from environment conditions such as temperature, humidity and light.
As the technology of WSNs evolves the interest for integrating such devices with enterprise applications increases.
These devices have the potential to improve business processes by reducing the gap between the real and digital
worlds. Nevertheless, the diversity of the hardware platforms of sensor networks imposes a variaty of proprietary
protocols to communicate within sensor networks and with
the back-end system. Although many routing protocols, especially in the sensor network area, propose different solutions to deliver collected data to the back-end, little work
has been done to transparently couple sensor networks with
business-oriented back-end systems.
In enterprise scenarios it is important to hide the details
of the underlying sensor networks from the applications and

to guarantee a minimum level of reliability of the system.
One of the challenges faced to achieve this level of reliability is to overcome the failures frequently faced by sensor
networks due to their tight integration with the environment.
Failures can generate false information, which may trigger incorrect business processes, resulting in addtional
costs. As one of the main goals of enterprise applications
is to reduce the costs of business processes, we propose a
Fault Tolerance framework to mittigate the propagation of
failures in a business environment. Our approach envisions
a separation in layers of the system, which would allow the
implementation of different techniques for fault tolerance
despite the diversity of hardware platforms currently available. The requirements of the proposed framework are derived from previous experiences of a real world application
trial in an enterprise environment [3] and is now being pursued within the EU funded project SOCRADES[25].
The approach proposed presents a novel concept for a
structured management of failures, focusing on extensibility
and transparency which are key requirements for enterprise
applications.
The paper is structured as follows: section 2 presents
related work followed by section 3 where a research of frequent failures encountered in real world deployments is presented. Section 4 describes the architecture of the proposed
framework. Finally, section 5 concludes the paper and highlights future work.

2

Related Work

Several research fields in the area of wireless sensor networks provide techniques that can be applied to fault tolerance although not necessarily focused to this end.
In network fault detection seeks to define algorithms that
run within the WSN to identify failed or misbehaving nodes.
The techniques in this field achieve their goal either through
collaboration between nodes [12][5][16][22], or through a
self-diagnosis performed by the sensor nodes [9]. Performing in network detection has the advantage of scaling well
with the number of nodes due to the distribute nature of

these techniques, nevertheless it presents the disadvantage
of consuming resources of the network.
In contrast to these solution other approaches
[26][20][21][23] propose to shift the fault detection
task to a more powerful device. The approaches proposed
in SNIF [21] and Sympathy [20] are the solutions that
are mostly related to the work presented in here. These
two solutions propose a framework to identify failures
happening within the WSN. In Sympathy however, they
require additional traffic to be transported through the
network, while SNIF uses only the data normally generated
in the network. Nevertheless, both approaches do not
apply recovery techniques based on the fault detection
information.
Fault recovery techniques enable systems to continue operating according to their specifications even if faults of a
certain type are present. Different fault tolerance techniques
have been proposed to increase the reliability of WSNs. The
most common of these techniques is the replication of components. Although redundancy has several advantages in
terms of high reliability and availability, it also increases the
costs of a deployment. As an alternative, [11] proposes to
apply one single resource as backup to several components.
Several solutions to provide fault tolerance make use of
the replicated nature of sensor networks. Sensor fusion
techniques [18][4] can aggregate or merge different sensor
readings taking into consideration outlier readings. Multipath routing [8] and techniques to guarantee k-connectivity
between nodes [14][2] can be applied to increase the reliability of message delivery in the WSN.
Different techniques exists to identify, correct or prevent
malfunctions of the WSN. Nevertheless none of them provide a complete framework to identify and recover failures
in different levels of the network. Our work presents the
design of a framework based on Web Services that covers
these techniques combining different approaches proposed
in the literature and proposing improvements for existing
ones.
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Faults in WSNs

Wireless sensor networks are commonly deployed in
harsh environment and are susceptible to innumerous faults
in several layers of the system. Figure 1 depicts the source
of these failures and demonstrates the potential for propagation to the above layers. The source of failures in this classification is divided in four layers: Node, Network, Sink and
Back-end.
Node Layer: Nodes have several hardware and software
components that can produce malfunctions. For example,
the enclosure can suffer mechanical stress [17], allow contact with water [17][30][28], exposed electronic parts as antennas [13]. In addition other failures such as software bugs

Figure 1. Fault classification and propagation

[31] or wrong sensor readings due to low battery power [32]
may occur that will cause the node to not behave as expected.
Network Layer: Routing is one of the fundamental
building blocks in a WSN. Faults on the routing layer can
lead to dropped or misguided messages[27] [24], collision
of messages [28] or unacceptable delays. In other situations, however, nodes may have perfect link connections
but the messages are not delivered to their destination due
to path errors. A software bug in the routing layer can generate circular paths or simply deliver messages to the incorrect destination. Finally in scenarios where the nodes have
a certain degree of mobility the nodes might go to a region
where it is simply out of range [17].
Sink Layer: On a higher level of the network a device
(sink) that collects all the data generated in the network
and propagates it to the back-end system is also subject to
faults of its components. The sink can be deployed in areas
where no permanent power supply is present. In such applications batteries together with solar cells are commonly
applied [17][13][31] to provide the amount of energy necessary. In these applications the sink is subject to battery
failures due to natural material such as snow covering the
power cells [17], or become unreachable as consequence of

severe thunderstorms [15].
Back-end Layer: If the application in the back-end
which presents the WSN data to the users suffers a fault due
to some software bug or hardware failure the entire system
is considered faulty.

inated. Therefore it is also necessary to provide recovery
techniques that seek to automatically heal the network when
possible.
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The architecture proposed for this framework is divided
in three layers: Device, Middleware and Application. The
design of the architecture of this framework and all its components is depicted in Figure 2.
In the device layer different sensor network platforms
are operating providing constant information such as sensor
readings or business processes related events.
Focusing on providing transparent access for applications to all the functionality of FT-CoWiseNets, all components in the Middleware Layer provide a Web Service interface. This layer is divided in two sublayers Platform Abstraction Layer and Fault Management Layer. The former
provides mechanisms for coupling heterogeneous WSNs
with the back-end and the later handles the failures generated in the WSN.
The Application Layer contains all business applications
that make use of the functionality provided by the WSNs.

FT-CoWiseNets Framework

FT-CoWiseNets is a framework focused on provide fault
tolerant support to heterogeneous WSNs in enterprise environments. The framework proposed considers requirements
derived from a real world application trial in an enterprise
environment [3]. These requirements have not been fully
addressed yet by the current solutions proposed in the literature having their focus on the integration of WSNs with
back-end systems and on the reduction of costs derived
from failures in the WSN.
The adoption of this framework has the potential to reduce the threat of failures being propagated to upper layers
of the system and to reduce the chances of the same error
happening frequently.

4.1

Requirements

The design of the FT-CoWiseNets framework was based
in six major requirements which reflect the need to provide
a higly available WSN to be applied in business scenarios.
Extensibility: Given the rapid development of new techniques for fault tolerance in WSNs, the framework must be
extensible to allow for new techniques and approaches to be
easily integrated.
Transparency: As business applications are programed
with a higher view of the business processes of an enterprise, the use of different fault tolerant techniques and diversification of hardware platforms must be transparent to
these back-end applications.
Support to heterogeneous WSNs: Following the transparency requirement, the framework must provide support
to integrate different hardware platforms. This requirement
comes from the industry were frequently the devices from
different providers are applied.
Identify crash, omission, value and arbitrary failures: To provide the necessary input for the fault isolation
and recovery mechanisms it is necessary to correctly identify crash, omission, value and arbitrary failures as defined
in [29] taking into consideration the scalability of WSNs.
Isolate failures: With automatic identification of the
cause of the failures, there is the potential to reduce the
costs with maintenance and improve the performance of automatic recovery processes. Therefore effective fault isolation is also a requirement for the framework.
Provide automatic recovery techniques: Some failures
in the WSNs do not require a physical interaction to be elim-

4.2

4.2.1

Architecture

Device Layer

In this layer of the system, in network algorithms for fault
management are applied.
Group fault detection is one of these techniques, it uses
the idea of collaboration between nodes to identify, outlier
readings and crash failures. In addition nodes can perform
self-diagnosis to identify possible failures such as impossible readings (e.g. humidity above 100%) and imminent
battery failures.
Fault recovery techniques in this layer of the system include fault tolerant sensor fusion techniques [4][18], role assignment [7] and leader election as applied in LEECH [10].
These in network techniques seek to extend the life-time of
the network and to provide a precise sensor reading even if
failures are present.
4.2.2

Platform Abstraction Layer

The Platform Abstraction Layer provides a transparent access to all functionality of the WSN. For each communication protocol a Message Handler and a Code Injector component is provided to perform the conversion of the protocol used in the back-end and the one used in the WSN.
The Message Handler converts requests and events while
the Code Injector provides an interface to reprogram sensor nodes. The distribution of the events converted by the
Message Handlers is managed by the Notification Broker, a
component that follows the web services specification WSBrokeredNotification [19].

Figure 2. Fault Tolerance Framework for Collaborative Wireless Sensors Network
Finally to provide a complete transparent interface to
applications, all requests to the WSN are delivered to the
Request Processor component, which makes the sellection
of the appropriate Message Handler. This component also
provides the possibility of buffering requests for assynchronous invocations. This is specially interesting for scenarios where nodes can stay out of reach for some period.
4.2.3

Fault Management Layer

The two main functionalities of the Fault Management
Layer are the diagnosis of failures and the automatic recovery.
To support these functionalities two components provide
the information about the network: System State and Device Manager. The former maintains a database with all
the events generated in the network and the later contains
detailed information about the hardware of sensor nodes
present in the network.
The diagnosis process starts with the detection of failures followed by a fault isolation process where the fail-

ure is precisely identified. For instance, the Fault Detection
component would identify outlier readings from a sensor
node, while the Fault Isolation component based on this information and additional inputs could determine that there
is a loose connection between the node and the sensor.
The results of the fault isolation process is forwarded to
the Fault Recovery module where it evaluates which action
must take place to recover the failure. The component responsible for this task is the Decision Making, as output it
can trigger a workflow to phisically repair the failure or start
a automatic recovery process when it is possible.
Automatic recovery mechanisms include the restructuring of the routing tree as proposed in [26], sensor fusion
[4][18], or alternative solutions as the assignment of roles
to different nodes as proposed in this paper. As assigning
roles to different nodes may involve reprograming them, the
Code Injector and Mapping components work together to
define which is the node that will have its role re-assigned
and reprogram it.

4.3

Discussion and Evaluation

The application scenario for which FT-CoWiseNets was
envisioned is derived from previous experiences in a real
world deployment [3]. There, drums containing hazardous
materials were equipped with sensor nodes programmed
with information on their specific content, both chemical
composition and volume.
These nodes were used to control storage regulations of
hazardous materials in a chemical plant, preventing reacting
chemicals from being stored together (e.g. inflammable and
oxidizing), see Figure 3. In such scenario failures in the
sensor network must be efficiently detected and recovered.
The lessons learned from this application trial and the
challenges faced with failures occurring in the sensor network motivated the investigation of fault tolerance techniques for WSNs and the further development of FTCoWiseNets discussed in this paper.
As result of this research we have identified that none
of the current solutions satisfy the needs of a fault tolerant
framework for enterprise environments.
Transparency and extensibility has not been the focus
of fault tolerance research for wireless sensor networks so
far. Most approaches propose solutions for specific hardware platforms and fail to provide a transparent platform
abstraction as proposed in this framework through Message
Handlers and Conde Injectors.
Scalable centralized fault detection algorithms are still
a challenge not solved for WSNs. Nevertheless such approach is valuable to correctly identify failed nodes without
reducing the lifetime of the sensor network. We are currently investigating the applicability of neural networks for
pattern recognition and data mining to identify outlier sensor readings, which has the potential to scale well with the
size of the network.
The literature in fault isolation for WSNs proposes binary decision trees [20][21] to determine the cause of the
failures identified. Rule based approaches allow for a
broader solution enabling more complex evaluations. The
use of such techniques will also be evaluated in future research performed by this project.

5

Conclusions and Future Work

This paper presented a framework for the management of
failures in WSNs, focusing on fault diagnosis and recovery
techniques for heterogeneous networks. To our knowledge
this is the first framework proposed for WSNs that covers
these both techniques.
The framework proposed fulfills the requirements defined in 4.1, presenting a novel concept for a structured
management of failures. Extensibility and transparency
were requirements that received focus on this work, which

Figure 3. Experimentation at a chemical plant

were fully achieved since it is built on top of open standards such as Web Services and the design provides a uniform access to different hardware platforms. As result the
framework creates the possibility of integrating the different technologies proposed in the literature and apply them
to heterogeneous WSNs in a transparent way.
As future work we will implement the framework for
evaluation in an application trial to monitor the WSN and
guarantee a higher level of availability of the in network
functionality. Through this process we will evaluate different approaches and compare them to identify the best techniques that should be integrated for this experiment.
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