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1. Introduction
The goal of the SOCRADES project is to create new methodologies, technologies and tools for the modelling,
design, implementation and operation of networked hardware/software systems embedded in smart
physical objects. Currently, it can be noted that wireless technology conquers the embedded systems field in
a wide range of applications. As one of these application areas, the domain of industrial communication
follows this trend and adopts the investigated wireless technologies for networked embedded automation
devices. Against this background, especially solutions for the very special conditions in the harsh
environment of automation installations are of high interest – wireless industrial communications based on
IEEE 802.11 and IEEE 802.15 standards are in the focus of this kind of research and development. Combining
this with SOCRADES’ objective of distributed smart embedded systems to be applied in perception and
control systems in intelligent environments – enhanced with system intelligence achieved by co‐operation of
smart embedded devices towards common goals – especially wireless sensor/actuator networks (WSNs) are
a research area to be investigated more closely: The mobility and flexibility required in most application
fields nowadays (e.g. industrial communication) is fostered by WSN very well. The natural features of
wireless technologies enable higher opportunities for reconfiguration/upgrading, maintenance, and fault
tolerance.
This report focuses mainly on two subjects. Firstly, relevant technologies and standards as well as available
solutions and approaches are analysed. Furthermore, key elements of WSNs are addressed such as node
operating systems, self‐x capabilities and node power supply. The second subject is related to the
requirements specific to industrial applications. This chapter is divided into two parts addressing the fields
of factory and process automation.
The document is structured into the following main chapters:
•

CH1: Introduction

•

CH2: Wireless Communication – An Overview

•

CH3: State‐of‐the‐Art and Trend Analysis

•

CH4: WSN Requirements for Industrial Applications

•

CH5: Summary, Conclusion and Outlook

The present report represents the basis to develop the architecture and functional specification of wireless
DPWS‐oriented sensor/actuator networks in the following task.
The content of this document is a compilation of contributions from ABB, Schneider Electric, Siemens, and
ifak. The task leader was ifak. The document structure and compilation was performed by ifak.
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2. Wireless Sensor/Actuator Networks in Industrial Automation
2.1. General Aspects
The “intelligence” of contemporary automation solutions normally is based on a central control which
collects information from relevant sensors, evaluates this information and sends back corresponding
orders/messages to the relevant actuators.
For future automation solutions it is envisioned that each individual sensor and actuator be quipped with a
freely programmable processor. They all use the same communication medium and protocols and are able to
communicate directly with each other in a peer‐to‐peer manner. This communication is event driven, e.g.
rather than being polled periodically, sensors announce their new measurements only in case of changes or
if they exceed a given threshold or ceiling value.
This decentralised/distributed way of automation differs substantially from the customary characteristics of
intelligent field devices; it induces a paradigm shift with two dimensions:
1.

from centralised automation to decentralised automation;

2.

from a cyclic, polling based way of automation to an event based automation.

A central control and de‐centralised periphery will be superfluous in such kind of scenario. In fact,
conventional automation will be based on so called “sensor/actuator networks” (cf. figure 1). From this, the
following definition for sensor/actuator networks can be derived:
“A sensor/actuator network is a network of equal participants without any central control,
in which sensors and actuators directly interact with each other with the objective to
commonly solve day‐to‐day automation tasks.”
Industrial Ethernet

…Transition to
the Office

Figure 1‐ Industrial Wireless Sensor/Actuator Network
Almost inescapable in context with these sensor/actuator networks, wireless technologies have to be
mentioned. Although, in theory, these are not imperative for sensor/actuator networks, wired
sensor/actuator networks would be of no practical relevance as the wiring of a high amount of sensor and
actuator nodes would be difficult and not economic. Furthermore, a wired solution would obstruct many
advantages of a sensor/actuator network as e.g. the flexibility and mobility of the single nodes.
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Because of their small size, the nodes of a WSN are often referred to as ʺmotesʺ: electronic communication
devices meant to be the size of a particle of dust.
The following design issues [1] [2] are present in many WSNs, depending on the actual application:
•

Type of service ‐ Compared to a data communication network, the purpose of a WSN is to provide
meaningful information rather than transporting data from location A to location B. A typical task for a
WSN is “report all locations with temperature higher than 25°”.

•

Fault tolerance ‐ The WSN needs to be resilient against node and link failures. Therefor redundant
nodes and algorithms are needed.

•

Limited energy supply ‐ Due to a limited energy supply, all application areas have to be optimised with
regard to energy consumption;

•

Small resources ‐ Only a small amount of computing power and memory are available on typical
sensors;

•

Scalability, network density – WSN network deployments will vary widely with respect to node
density and size of the network.

•

Autonomy ‐ The coordination of sensor nodes happens without intervention from the outside. The
objective is to fulfil the respective tasks while staying functional over a maximum amount of time. This
includes a nodeʹs ability to monitor its own status and to react to changing conditions.

•

Multi‐functionality – Sensor nodes measure data, process these and transmit them to other nodes; each
node simultaneously has to act as router for multi‐hop connections;

•

Quality of service – Instead of optimising the network for bandwidth or delay, the QoS of a sensor
network depends on the application, i.e. reliable delivery of information or polling in fixed intervals.

•

Low priced – To enable an economic application, sensor nodes have to be relatively low priced.

Besides the choice of the most appropriate (wireless) technology to be applied, unresolved (technical) issues
in this context are especially the following:
•

Multihop wireless communication – a direct communication between sender and receiver is often not
possible due to the extent of the network and limitations in the transmission power. Thus nodes in
WSNs have to relay messages of other nodes, i.e. the network performs multi‐hop communication.

•

Energy efficient operation – To deal with the limited energy supply the protocols have to operate
energy efficient. This addresses the coordination of the network, the efficient data transmission as well
as the avoidance of inhomogeneous energy hotspots.

•

Auto‐configuration – The potentially large number of wireless sensor nodes prohibits manual
configuration. The nodes should be able to configure their operational parameters, routing behaviour
and location in the network (location awareness).

•

Collaboration and in‐network processing – The nodes should be able to aggregate data or decide about
events that affect several sensors without relaying all data to a single sink.

•

Attribute based addressing – ʺWhere is the temperature higher than 20°C?ʺ NOT: ʺWhich temperature
do we have at node xyz?ʺ The WSN operates in a data centric way instead of the address‐centric
approach in data communication systems.

•

Locality – All algorithms in a WSN should operate on local information. Central control induces
overhead and higher energy consumption.

•

Trade‐offs – WSN algorithms need to find the trade‐offs between conflicting requirements and to adapt
the algorithms – if possible also in reaction to changing conditions.
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2.2. Differences between
Communication Systems

Wireless

Sensor/Actuator

Networks

and

Wireless

In some cases, wireless sensor networks utilise the RF technology and/or protocols used in data
communication networks. But in most cases, wireless sensor networks differ from traditional wireless
communication networks in many aspects. Exceptions might be some large sensors with wired power
supply, which make use of wireless technologies such as WLAN or GSM and provide their data directly in
the form of IP based web services.
We summarise those differences in the following:
•

Infrastructure – wireless data communication systems rely on an infrastructure, such as base stations or
wireless routers. This infrastructure is centrally administrated and planned. In contrast, WSNs are
intended to work on a more self‐organising basis.

•

Energy – is an issue for all wireless devices, but in a WSN recharging of batteries is no option. The
lifetime of wireless communication devices is counted in hours or days while WSNs should have a
lifetime of years.

•

Equipment – data communication devices are much more powerful than wireless sensors. This is
determined by the applications, users’ needs and cost of the devices.

•

Traffic profile – the traffic characteristic of WSNs is much less bursty than that of data communication
networks; especially if the data communication is triggered by humans.

•

TCP/IP – is the predominant network protocol stack in communication networks. It offers an abstraction
from underlying RF technology and hardware. Due to the need for efficiency and scarce resources, such
an abstraction is not available in WSNs.

There is also the class of mobile ad‐hoc networks (MANETs) which represent a class of infrastructure‐less
data communication networks and share some properties with WSNs. Many WSN routing algorithms are
based on the research done for MANETs. Currently (as of 2007), the standardisation of MANETs is done
mainly in the IETF (L3 routing, auto configuration); while many principles of MANETs are also present in
802.11s – the L2 mesh extension of the WLAN standard.
The main differences between MANETs and WSNs are as follows, besides the differences already stated
above:
•

Mobility – MANETs are designed for mobility while WSNs are often assumed to be static. There are
some WSN applications, such as tracking, intrusion detection or the observation of moving fluids, that
will also require support for mobility.

•

Generality – WSNs are mainly designed for a single application and might be reconfigured, while
communication devices in a MANET are mostly multi purpose devices.

•

Address vs. data centric – MANETs follow the address centric approach while the data centric approach
is attractive for WSNs.

•

Dependability – Individual devices in a WSN may fail while the network is still able to fulfil its task. In
a MANET the single device interacts with the user and thus a failure will obstruct the user from the
network. In terms of network resilience, MANETs and WSNs are similar.

9/63

D3.1 Report on Trend Analysis and Requirements for
Wireless Sensor/Actuator Networks

3. State-of-the-art and trend analysis
One of the most important steps for engineering, building and deploying a wireless sensor network is the
selection of the technologies to be used for communication and for building the network. Success or failure
depend upon these choices, so, an engineer has to know enough about them in order to choose the right one.
This chapter presents an overview of the state‐of‐the‐art in order to help in this decision process.

3.1. Selected communication standards
The communication technique defines the way data is transmitted from one node to another. In wireless
networks, this can be visual (light, infrared, ultra‐violet), or by some means of radio frequency (RF). In this
document, we focus on RF based solutions.
There are already some standards available, with new standards emerging at a really fast pace. This is an
additional burden when selecting the “right” communication technology. Of course, there is also the
possibility to use some home‐made communication techniques, but this is out of the scope of this document.
In this section, a selection of contemporary communication standards is presented. Note that the focus is
mainly on near‐field communication; thus, some solutions are left out; e.g., DECT is not presented. Note that
GSM and UMTS based approaches are still presented, as they seem to have much potential for industrial
uses, and they are often used.

3.1.1. IEEE 802.11
IEEE 802.11 based wireless LANs (WLAN) have enjoyed tremendous growth in both home and enterprise
markets in the last years and therefore, WLAN adoption in industrial networks is gaining momentum in
some part due to this success.
IEEE 802.11 standard defines the media access control (MAC) and physical (PHY) layers for a LAN with
wireless connectivity whereas the media access is realised via CSMA/CA – Carrier Sense Multiple Access /
Collision Avoidance. In CSMA/CA, a station wishing to transmit has to first listen to the channel for a
predetermined amount of time so as to check for any activity on the channel. If the channel is sensed ʺidleʺ
then the station is permitted to transmit. If the channel is sensed as ʺbusyʺ the station has to defer its
transmission. This is the essence of the ʺcollision avoidanceʺ part of the protocol.
Today, WLAN is well standardised in IEEE 802.11 [3] by the IEEE 802 LAN/MAN (Local Area
Network/Metropolitan Area Network) Standards Committee. The technology is developed and standardised
further in a number of working groups. Table 1 gives an overview of sub‐standards.
IEEE 802.11a

This standard enables the transmission of voice and data with high data rates (up to
54 Mbps). The devices operate in frequency bands from 5150 MHz to 5350 MHz and
5470 MHz to 5725 MHz. The Orthogonal Frequency Division Multiplexing (OFDM)
transmission technique is used to minimise signal delay spread which is caused by multi
path propagation especially in indoor scenarios with many reflecting surfaces. The
maximum range is around 50 m. However, in the given frequency range, problems arise
because of noise, obstacles, and undesired effects. The frequencies are also used by other
applications such as satellites, amateur radio and radar. The latter have priority over data
communications. Applications for IEEE802.11a can mostly be found in the US. In Europe,
special constraints have to be taken into account, for example, those concerning power
control.
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IEEE 802.11b This standard was ratified in 1999 and specifies systems with a data rate of up to 11 Mbps in
the frequency range of 2400 MHz to 2483.5 MHz. During the initial implementations the
DSSS coding scheme was used. The compatibility to older IEEE 802.11 devices is defined.
Because of a higher data rate, a higher signal to noise ratio is necessary. This leads to higher
noise sensitivity or a lower transmission range. Because of a bandwidth of 22 MHz per
channel, only 3 independent non‐overlapping networks can be used within the total
bandwidth of 83.5 MHz.
IEEE 802.11g

Using this standard, the transmission speed of the 5 GHz frequency band shall be transferred
to the 2.4 GHz band. The maximum transmission speed is 54 Mbps per channel. The
IEEE 802.11g standard also specifies the OFDM transmission scheme. Because of a high data
rate and compatibility with IEEE 802.11b, this standard is very interesting to be considered
for the project. The disadvantages of IEEE 802.11b concerning non‐overlapping networks
and noise sensitivity are also valid for devices built using this standard.

IEEE 802.11h In this standard, the enhancements are described which have to be taken into account to
implement IEEE 802.11a in Europe. The European rules require transmit power control
(TPC) and dynamic frequency selection capabilities (DFS). TPC limits the transmission
power to the minimum which is necessary to reach the farthest node. DFS chooses the radio
channel in order to avoid interference to other users in the same frequency band, especially
radar applications.
IEEE 802.11e

This standard is an enhancement to the MAC layer of IEEE 802.11a, b and g standards to
implement the quality of service functionality. The objective is to provide service classes of
managed QoS‐levels for data, voice, and video applications. For the project, the planned
improvements of the point coordination functions (PCF) are of interest. The aim is to provide
a deterministic media access in the range of 10 ms.

IEEE 802.11f

This standard is a common practice to get inter‐access‐point interoperability between devices
of different vendors. In the document, the registration of access points in a network as well
as the data transfer between access points during roaming of a device is defined.

IEEE 802.11i

This standard defines enhancements of the MAC layer of IEEE 802.11a, b and g standards to
implement improved security features. IEEE 802.11i provides an alternative to Wired
Equivalent Privacy (WEP) with new encryption and authentication methods. IEEE 802.1x is
an important part of IEEE 802.11i.

IEEE 802.11k This working group defines prerequisites to provide the higher layers with the current
values of the quality of radio propagation. Up to now, this information was available only in
the lower layers. In the future, these values shall be used for roaming purposes and to ensure
coexistence with other radio technologies.
IEEE 802.11n The objective of this standard is to extend the data rate to 100 Mbps and above. The
standards IEEE 802.11a/b/g shall be replaced by more efficient protocols, by compression
methods, and by an improved dynamic of the receivers.
IEEE 802.11s

This standard deals with auto configuration of transmission between access points.
Broadcast‐, multicast‐ and unicast transmissions shall be used to implement a self
configuring multi‐hop topology.
Table 1: WLAN Standards

WLAN is a mature technology and it is implemented in PCs, laptops and PDA. WLAN can be used almost
world wide. Off‐the‐shelf modules are available with a PC card or a PCI interface. Therefore, an operating
system is almost necessary. WLAN enables wireless access to Ethernet based LANs and is helpful for the
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vertical integration in automation fields. It offers high speed data transmission which can be used to
transmit productive data and management data in parallel. The WLAN propagation characteristics fit into a
number of possible automation applications. WLAN enables more flexibility and a cost effective installation
in automation associated with mobility and localisation. The transition to Ethernet is simple and other
gateways are possible. However, there are no further standards for transitions. The largest part of the
implementation is realised in hardware, however improvements can be made above the MAC layer. The ʺI
featuresʺ of Industrial Wireless LAN (IWLAN) are eminently suitable for establishing wireless networks
with reliable communication and for use in PROFINET environments. Besides reliable data communication,
features such as robust construction, data security, antenna diversity, reservation of data rate will be
provided to meet industrial needs.

3.1.2. IEEE 802.15.4
IEEE 802.15.4 defines a standard for low‐rate wireless personal area networks (LR‐WPAN). A LR‐WPAN is a
simple, low‐cost communication network that is formed by wirelessly connected mobile devices with limited
power. The main objectives of an LR‐WPAN are ease of installation, reliable data transfer, short‐range
operation, extremely low cost, and a reasonable battery life.
IEEE 802.15.4 specifies the physical layer and medium access control (MAC) sub‐layer. IEEE 802.15.4 has two
physical layers that operate in two separate frequency ranges. The MAC sub‐layer controls access to the
radio channel using a CSMA/CA (carrier sense multiple access with collision avoidance) mechanism.

Frequency bands
IEEE 802.15.4 operates in the unlicensed ISM (industrial, scientific, and medical) frequency band (see table 2
below). Depending on the used frequency band, data rates from 20 to 250 kb/s can be achieved. The
transmission range is typically lower than 100 metres. Table 2 summarises the frequency data of
IEEE 802.15.4.
Physical Layer

Frequency Band (MHz)

Region

Channel Number

Bit rate (Kbit/s)

868/915 MHz

868 ‐ 868.6

Europe

0

20

902 – 928

North America

1‐10

40

2400 – 2483.5

Worldwide

11‐26

250

2.4 GHz

Table 2: IEEE 802.15.4 Frequency bands and data rates

Components of the IEEE 802.15.4 WPAN
IEEE 802.15.4 specifies two different types of devices: reduced function devices (RFDs) and full function
devices (FFDs). RFDs are extremely simple (e.g. a light switch) and have no need to send large amounts of
data. Furthermore, RFD may only associate with a single FFD at one time. FFDs can operate both as
coordinator and normal device. Essentially, RFD and FFD differ in that the RFDs can only communicate with
FFDs, whereas FFDs can communicate with RFDs and FFDs.
A system conforming to IEEE 802.15.4 consists of at least one FFD, operating as the PAN coordinator. The
PAN coordinator is the primary controller of the PAN and may be mains powered.
The network formation is performed by the network layer that is not part of the IEEE 802.15.4 standard.

Network topologies
IEEE 802.15.4 supports both star and peer‐to‐peer (“mesh”) topology. A star network relies on a single
central controller, called the PAN coordinator, and devices. Each device can just communicate with the PAN
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coordinator that forwards all data passing to and from them. By contrast, in a peer‐to‐peer network, all
devices can communicate directly with each other within their radio sphere of influence. Nevertheless, RFDs
can only communicate with FFDs. Thus, a peer‐to‐peer network can be ad hoc, self‐organising and self
healing. Figure 2 presents the topologies.. A more detailed survey on topologies can be found in section 3.3.3
“Wireless network topology” on page 37.
PAN-Coordinator

FFD

RFD

Figure 2: IEEE 802.15.4 Network topologies: star and peer‐to‐peer

3.1.3. ZigBee
The ZigBee Alliance is an association of companies working together to develop a very low‐cost, very low
power consumption, wireless communications standard. The main focus is the definition of the network,
security and application layers.

Stack Architecture
The ZigBee stack architecture is based on the standard Open Systems Interconnection (OSI) seven‐layer
model but defines only the physical, medium access control, network and application layers as depicted in
figure 3.
Application Layer (APL)

Endpoint 1
APSDE-SAP

ZigBee Device
Object
(ZDO)
Endpoint 1
APSDE-SAP

Application Support Sublayer (APS)
APS Message
Broker

Reflector
Management

NLDE-SAP

Network Layer (NWK)
NWK Security
Management

NWK Message
Broker

Routing
Management

MLDE-SAP

Network
Management

NLME-SAP

Security
Service
Provider

APS Security
Management

ZDO Management
Plane

Endpoint 240
APSDE-SAP

...

Application
Object
1

APSME-SAP

Application
Object
240

ZDO Public
Interfaces

Application Framework

MLME-SAP

Medium Access Control Layer (MAC)

IEEE 802.15.4
ZigBee

PD-SAP

PLME-SAP
End Manufacturer

Physical Layer (PHY)
2,4 GHz

Layer Interface

868/915 MHz

Layer Function

Figure 3: ZigBee stack architecture
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ZigBee utilises the IEEE 802.15.4 physical and medium access control layers. The ZigBee network layer
provides the functionality to join and leave a network, to apply security mechanisms (e.g. encryption,
authentication) and to route packets to their intended destinations. The network layer also discovers and
maintains the routes between the devices. Furthermore it is responsible for starting a new network.
The ZigBee application layer consists of several components including the application support sub‐layer
(APS), the ZigBee device object (ZDO) and the manufacturer‐defined application objects. The APS maintains
tables for binding, which is the ability to match two devices together based on their services and their needs
(e.g. a light switch and a lamp). Furthermore, the APS forwards messages between bound devices. The ZDO
defines the role of the device within the network (e.g. ZigBee coordinator, router, end device). The ZDO is
also responsible for discovering devices on the network and determining which application services they
provide.

Components of a ZigBee network
A ZigBee network consists of several components that can be classified as RFDs and FFDs according to IEEE
802.15.4. RFDs are typically end devices whereas FFDs are the ZigBee coordinator and routers. Both the
coordinator and the routers can act as end devices. Each ZigBee network must have one coordinator that
starts and maintains the network.

Network topologies
In addition to the star and peer‐to‐peer topology, which are defined in the IEEE 802.15.4 specification,
ZigBee introduces the tree (also called cluster‐tree) topology, as depicted in figure 4. In tree networks routers
move data and control messages through the network using a hierarchical routing strategy.
PAN-Coordinator

FFD

RFD

Figure 4: ZigBee network topology: tree

3.1.4. ISA-SP 100
The goal for SP100.11a is a reliable wireless network solution for monitoring and control applications. SP100
has defined a set of application classes, as shown below:
•
•
•
•
•
•

Class 0 – Emergency action.
Class 1 – Closed loop regulatory control.
Class 2 – Closed loop supervisory control.
Class 3 – Open loop control.
Class 4 – Alerting.
Class 5 – Monitoring.

SP100.11a will support applications ranging from class 1 to class 5.
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Although a first draft is available, the standard is still in its early phase of specification, so exact details on
what kind of update rates, latency, and reliability it will support, and how, cannot be given reliably.
Extensive work has been, and is still being done, in collecting user input on applications and use cases,
which will be used to guide the committee when specifying the standard. In contrast to WirelessHART,
SP100.11a aims at a much wider and more generic solution for the wireless automation and control
environment. So far, there has been no effort to collect and include factory automation requirements for the
specification of the standard.

Technology
So far, it has been decided that SP100.11a will support at least two PHY layers, namely the IEEE 802.15.4‐
2006 2.4 GHz PHY standard, and a narrowband PHY layer solution, which has not been defined yet.
But, in order to focus the specification effort, the work group has decided that the first version of the
standard will only use the IEEE 802.15.4‐2006 2.4 GHz PHY layer. Later version will use other PHY layers, or
even support multiple PHY layers in parallel. Currently, the higher layers, MAC, NWK, etc., has not yet
been defined by the work group, thus no details are available.

Background
The ISA SP100 standards committee on wireless systems for automation was formed in 2005 to establish
standards, recommended practices, technical reports, and related information that will define procedures for
wireless systems in the automation and control environment. ISA SP100.11a is one of several workgroups
under the SP100 umbrella. Example work groups are: integration, Co‐existence, interoperability, use‐case,
marketing, user’s guide, etc.
More information on ISA SP100 is available at [4].

3.1.5. UWB
The world of ultra‐wideband has changed dramatically in very recent history. In the past 20 years, UWB was
used for radar, sensing, military communications and niche applications. A substantial change occurred in
February 2002, when the FCC [5] issued a ruling that UWB could be used for data communications as well as
for radar and safety applications. A UWB radio emitter was defined as follows: ʺan intentional radiator that,
at any point in time, has a fractional bandwidth equal to or greater than 0.20 or has a UWB bandwidth equal
to or greater than 500 MHzʺ
As illustrated below, the band allocated by FCC to communications is a staggering 7.5 GHz, by far the
largest allocation of bandwidth to any commercial terrestrial system.
If the entire 7.5GHz band is optimally utilised, the maximum power available to a transmitter is
approximately 0.5mW. Practically, the FCC power spectral density emission limit for UWB emitters
operating in the UWB band is ‐41.3 dBm/MHz. This is the same limit as the one that applies to unintentional
emitters in the UWB band, the so called Part 15 limit. However, the emission limit for UWB emitters can be
significantly lower (as low as ‐75 dBm/MHz) in other segments of the spectrum. This is a tiny fraction of
what is available to users of the 2.45 GHz ISM (Industrial, Scientific and Medical) bands such as the IEEE
802.11 b/g standards. This effectively relegates UWB to indoor, short‐range communications for high data
rates (IEEE 802.15.3a not finished and stopped in 2006 but on December 9, 2005 ECMA International
approved two standards for UWB technology based on the WiMedia Ultra‐Wideband (UWB) Common
Radio Platform: ECMA‐368 and 369), or very low data rates for substantial link distances (IEEE 802.15.4a still
not finished). One of the enormous potentials of UWB, however, is the ability to move between the very high
data rate, short link distance and the very low data rate, longer link distance applications.
Using pulse modulation, one of the valuable aspects of UWB radio technology is the ability for a UWB radio
system to determine ʺtime of flightʺ of the direct path of the radio transmission between the transmitter and
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receiver to a high resolution. With a two‐way time transfer, technique distances can be measured to high
resolution as well as to high accuracy by compensating for local clock drifts and inaccuracies.

Figure 5: FCC Spectrum allocation for UWB

3.1.6. Bluetooth
Bluetooth is a standard started by the Bluetooth Special Interest Group (Bluetooth SIG), founded in 1998. Up
to version 1.1 of the specification, Bluetooth defined the low‐level network layers as well as the higher layers
and some of the application profiles. After version 1.1, the lower layers were moved out of the Bluetooth
Specification into the IEEE 802.15.1 task group. That task group is part of the IEEE 802.15 working group for
Personal Area Networks (PAN), which itself is part of the IEEE 802 LAN/MAN Standards Committee
(LMSC).
A large number of Bluetooth products are available today for home and office applications. Examples are PC
cards, USB dongles and RS232 modems. Additionally, Bluetooth can be found more and more integrated
into mobile phones, PDAs and notebooks. Originally, the Bluetooth SIG planned a price tag of 5 US$ per
component. This price tag has not yet been met, although a decreasing tendency is visible.
With Bluetooth, the transmission operates in the frequency range of 2.400 MHz to 2.483 5 MHz. A Frequency
Hopping Spread Spectrum (FHSS) scheme with 80 channels of 1 MHz each is used. Depending on the
transmission power, the maximum transmission range can be 10 m to 100 m. Solutions with greater coverage
are known. Bluetooth supports asynchronous data connections with asymmetric transmissions up to
723.2 Kbit/s downstream and 57.6 Kbit/s upstream, as well with symmetric transmission with up to
433.9 Kbit/s for down‐ and upstream, respectively.
Bluetooth specifies a star topology, a so‐called Piconet, with one master node and up to 7 active slave nodes.
All slaves are synchronised with the master. Additionally to this, up to 256 slaves can be held inactive in the
so called park mode. In this mode, they keep synchronised to the master. At any point of time, the master
can only communicate with the active nodes. Parked nodes allow them to start communicating rather
quickly. This is important as nodes which enter new into the network need a noticeable time for
synchronisation before they can actively take part in the communication. As the parked nodes keep
synchronised, they do not need this extra time.
Compared to Wireless LAN, the diversity of products for industrial applications is much higher for
Bluetooth. One reason may be that the required hardware was not only available for large OEM customers
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but also for small companies and institutes. Therefore a number of radio modules were developed that could
easily be integrated into automation devices. Related services are also offered. Therefore, remote
input/output devices, as well as industrial devices like modems and gateways to fieldbus systems are
available. Bluetooth is also attractive since its components are integrated in many devices which can be used
as a portable human machine interface such as pocket PCs, handhelds and mobile phones. This enables
numerous applications of mobile data acquisition and visualisation. Since there is a huge mass market for
Bluetooth devices, it can be expected that related components will be available in the next ten years.
For industrial automation purposes, two functionalities of the current Bluetooth specification are of
particular interest. The Adaptive Frequency Hopping contributes to a better coexistence to WLAN systems
since WLAN channels can be avoided by the frequency hopping schema. And, by Enhanced Data Rate
(EDR), the gross data rate at the air interface is trebled. Further improvements are under definition.
However, even if the Bluetooth SIG were to make first steps into the direction of automation applications,
there is no related profile available today. The enhancements of the Bluetooth specification provide
beneficial features for industrial automation. However, the special requirements of this application area are
still out of the scope.

3.1.7. GSM, GPRS, HSCSD, UMTS, EDGE, HSDPA
Global System for Mobile Communications (GSM) is a standard for mobile phone systems of the 2nd
generation specified by European Telecommunications Standards Institute (ETSI). Today, GSM is available
almost world‐wide and still the most successful mobile phone standard in the world. There are different
frequency ranges specified for GSM which are 900 MHz, 1800 MHz in Europe and 1900 MHz in North
America. One connection uses one frequency channel of a set of frequency channels (Frequency Division
Multiple Access) and one time slot of a number of time slots (Time Division Multiple Access). The maximum
speed for data transmission using GSM is 9.6 Kbit/s.
Several technologies have been developed to increase the data rate over GSM networks. One of these
technologies is High Speed Circuit Switched Data (HSCSD) which bundles several GSM channels by
assigning the user a number of time slots. The possible data rates are between 38.4 Kbit/s and 57.6 Kbit/s.
The advantage of HSCSD is that during the entire connection a constant data rate is available. The
disadvantage is that the costs are related to connection time and independent of the transmission time
actually used.
Another wireless technology is called General Packet Radio Service (GPRS). It uses channel bundling
together with a packet oriented data transmission. Packets are transmitted whenever time slots are available.
Thus, GPRS is packet‐switched. The maximum data rate that can be achieved via GPRS is 53.6 Kbit/s. The
advantage is that no time slots are blocked when no packets are transmitted. This also means that only the
transmitted packets are paid for. The time consuming connection establishment is necessary only once.
Afterwards, the device is ʺalways onʺ and able to transmit data packets immediately. The disadvantage is
that packets are only transmitted if free channels (time slots) are available. This means the timely behaviour
is difficult to predict. The same applies to Enhanced Data rates for GSM Evolution (EDGE), which is an
enhanced superset to GPRS. It achieves a higher data rate, as well as more robustness to transmission errors
by introducing a mechanism for data correction. In practice, EDGE achieves a data rate of up to 236.8 Kbit/s.
Universal Mobile Telecommunications System (UMTS) is the successor technology of GSM, also called 3rd
generation mobile phone technology (3G). Higher data rates are achieved by a more capable radio
technology using e.g. Code Division Multiple Access (CDMA). The data rates specified for UMTS start at
144 Kbit/s for highly mobile users with a speed of up to 500 km/h, or up to 2 Mbit/s for stationary users.
High Speed Downlink Packet Access (HSDPA) tries to increase the bandwidth in the downlink. Currently,
there are HSDPA variants of 1.8 Mbit/s, 3.6 Mbit/s, 7.2 Mbit/s, and 14.4 Mbit/s available. Further speed
upgrades are planned for the near future.
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GSM, GPRS as well as HSCSD are established technologies based on stable standards and are wide spread.
Components are available for the integration into automation devices as well as universal data modems.
EDGE, on the other hand, is not supported by all providers yet.
UMTS is an emerging technology with a still small market relevance compared to GSM based systems.
Currently it can not be assessed which influence the standards IEEE 802.16 (WiMAX) and IEEE 802.20 will
have on the dissemination of data transmission based on UMTS.
The disadvantage of all these technologies is that the user is technically and economically dependent on a
provider. Therefore it is difficult to estimate the quality of service of the data communication.
There are GSM/GPRS based products for industrial use available. This means they meet the requirements
concerning mechanical robustness, temperature range and security. These products are used for tele‐
monitoring or tele‐control of systems and devices e.g. of water supply systems. Measurement data is
transmitted packet oriented by SMS, e‐mail or fax to a remote operator or critical states are transmitted if
certain limits are violated. Modules are also available for Programmable Logic Controller (PLC) and
Supervisory Control and Data Acquisition (SCADA) systems.
The communication via GSM/GPRS and HSCSD is widely used for industrial applications. However, it is to
be taken into account that with the expansion of UMTS systems, the GSM infrastructure will slowly
disappear. The general public expectation is that GSM will be replaced by UMTS in about 10 years.

3.1.8. WirelessHART
The goal of the development of WirelessHART is to establish a wireless communication standard for process
automation applications. WirelessHART will also be an extension of the wired HART protocol, enhancing it
by allowing new applications while still preserving backwards compatibility. WirelessHART is a very
focused effort, in contrast to SP100.11a, and the main guideline for the development is that it must be as
HART‐like as possible, i.e., simple, reliable, and easy‐to‐use. HART applications should not have to
distinguish between a wired HART and a WirelessHART device.
Wired HART supports 2 updates per second, but HART applications typically have cycle times in the order
of seconds. WirelessHART will support these applications as well as applications with cycle times as long as
days or even weeks.

Technology
WirelessHART will be a secure, time‐synchronised, ultra low‐power, mesh network for process automation.
The WirelessHART specification follows the OSI layers, and will contain a Physical, Medium access,
Transport, and Network layer. The Application layer is the same for both wired and WirelessHART. Details
of the WirelessHART layers are shown below:
•
•
•

The PHY layer is the same as the IEEE 802.15.4‐2006 2.4GHz PHY layer
The MAC layer is a modified version of the IEEE 802.15.4‐2006 MAC layer with support for channel
hopping.
The Transport and Network layers are based on TSMP (Time Synchronised Mesh Protocol), developed
by Dust Networks.

WirelessHART communication is time slotted, where each slot is 10ms. Slots can be either dedicated to one
node or shared by several nodes. Dedicated slots use TDMA for medium access, while shared slots use
CSMA/CA for access.
Latency requirements are addressed by scheduling the communication in such a way that packets will reach
their destination in time, considering multiple hops, possible retransmissions, and alternate routes through
the network.
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Reliable packet delivery is also important, good reliability is achieved with several different means:
•
•
•

Redundant paths, e.g., mesh networking, if one path fails another one can be used (avoids spatial
interference).
Redundant gateways, avoids that the gateway is a single point of failure.
Retransmission of packets, along the same route or possibly another one (avoids temporal interference).

The packet delivery reliability that WirelessHART will achieve is 99.9%.

Background
HART is an acronym for Highway Addressable Remote Transducer, and is a protocol that superimposes
digital information, device variables, information, and configuration data, on top of the analog, 4‐20mA,
signal that connects field devices. The HART Communication Foundation (HCF) manages training and
specification of the HART protocol, as well as certification of HART devices.
More information on HART and HCF is available at [6].

3.1.9. 6LoWPAN (IPv6 over IEEE 802.15.4 networks)
IPv6 over, designated as 6LoWPAN, is an emerging standard for communication across wireless networks
comprising devices that conform to the IEEE 802.15.4‐2003 standard and are characterized by short range,
low bit rate, low power and low cost.
The 6LoWPAN initiative originated at the beginning of 2005 in the context of an IETF working group.
6LoWPAN leverages IPv6 as the network protocol technology, an approach that offers many advantages,
such as:
• IP‐based technologies already exist, are well known and proven to be working.
• The pervasive nature of IP networks allows use of existing infrastructure:
Established naming, addressing, translation, lookup, discovery and routing mechanisms
Established security (authentication, access control and firewall) mechanisms
Established proxy architectures for higher‐level services (e.g., load balancing and caching)
Established tools for management, diagnostics and commissioning of IP networks
• Intellectual property conditions for IP networking technology are either more favourable or at least
better understood than proprietary and newer solutions.
• IP‐based devices can be connected readily to other IP‐based networks, without the need for intermediate
entities like translation gateways or proxies. Hence, 6LoWPAN devices can easily interoperate not only
with other wireless embedded 802.15.4 network devices, but also with devices on other IP network links
(WiFi, GPRS, Ethernet …).
• IPv6 has ready solutions for network auto‐configuration and statelessness, a highly desirable
characteristic in the presence of a large number of networked devices.
• The large number of networked devices poses the need for a large address space, one of the primary
motivations for designing IPv6.
The application of IPv6 on low bit rate networks governed by IEEE 802.15.4 introduces some particular
challenges including the following:
• Header size: the standard IPv6 header is 40 bytes long, whilst the entire 802.15.4 message transfer unit is
just 127 bytes; header compression is therefore mandatory.
• Packet size: compared to the maximum 802.15.4 frame size, IPv6 packets are large (all IPv6 links must
support 1280 byte packets); consequently, an adaptation layer that performs packet fragmentation and
reassembly must be introduced between the network layer and the link layer.
• Mesh routing: although 802.15.4 networks are expected to commonly use multi‐hop mesh routing, the
IEEE 802.15.4‐2003 specification does not define such capability. In such cases, intermediate devices
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(typically FFDs) act as packet forwarders at the link layer. IP routing should be possible across a mesh of
802.15.4 nodes.
The 6LoWPAN working groupʹs latest Internet‐draft document, entitled ʺTransmission of IPv6 Packets over
IEEE 802.15.4 Networksʺ (http://www.ietf.org/internet‐drafts/draft‐ietf‐6lowpan‐format‐13.txt), published in
April 2007, proposes solutions for each of the above issues.
Given its potential to turn IEEE 802.15.4 into the next IP‐enabled link, this emerging standard holds the
promise of unifying the communication functions among low‐power, low‐memory, low‐bandwidth devices
like WSN nodes, leveraging the huge body of IP‐based operations, management and communication
mechanisms and tools. Most importantly, 6LoWPAN also promises to leverage the higher‐level protocols
already running on top of IP, including Web Services protocols, provided that their message structure lends
itself to a compression ratio consistent with the low bit rates of wireless networks; the upcoming W3C
standard for binary encoding of XML messages is expected to deliver this capability for Web Services
protocols. Thus, 6LoWPAN introduces a substantially more powerful value proposition than that delivered
by initiatives like ZigBee, which defines its own upper protocol layers, all the way to the application layer,
thus creating yet another technology island and the concomitant necessity of introducing gateways and
translation mechanisms.

3.2. Selected existing solutions and approaches
Many companies offer commercial solutions for different kinds of wireless sensor networks. This section
summarises some of them to give an overview.

3.2.1. Crossbow
This chapter gives an overview of Crossbow as a company and describes two products Crossbow offers for
the wireless sensor network market. Note that the name “Crossbow” is often referred to as “XBow”.

The Company
The following information is taken from the Crossbow website and gives a brief overview over the
companyʹs history and its mission.
About Crossbow6 Technology
Founded in 1995, Crossbow Technology, Inc. is a leading end‐to‐end solutions supplier in wireless
sensor networks and the largest manufacturer of wireless sensor networks. Crossbow has for years been
at the forefront of creating and deploying smaller, smarter, wireless sensing devices and mesh
networking platforms for large‐scale defense, environmental, agricultural, industrial monitoring and
control, building automation, security and asset tracking applications.
Crossbowʹs open architecture, TinyOS‐based platform enables highly intelligent multi‐sensing devices to
dynamically and reliably self‐organise to efficiently capture and send detailed physical data anywhere,
anytime. Crossbow is also a leading supplier of inertial sensor systems for aviation, land and marine
applications and other instrumentation sensors. The company has shipped more than 500,000 of its
Smart Dust and other advanced sensors to more than 1,000 customers, including select Fortune 100 and
other leading industrial, defence, technology, civil engineering and manufacturing companies. The
companyʹs strategic partners include Intel Corporation.
Headquartered in San Jose, Calif., Crossbow has distributors in 24 countries worldwide. The company
received its ISO 9001/2000 Certification in May 2002, its FAA Certification for the AHRS500GA in
January 2003 and its FCC Certification for the MicaZ in October 2004.
6

Crossbow Technology is a registered trademark of Crossbow Technology, Inc. All other corporate names or
trademarks stated herein are the property of their respective companies. ©2004 Crossbow Technology, Inc.
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Crossbow products
Crossbow provides a broad portfolio of wireless modules to meet specific application needs for either end‐
user or OEM designs. A variety of development kits are designed to provide customers with all of the tools
needed to evaluate, design and develop a wireless sensor network.
The MICAz OEM and the IRIS OEM Modules enable OEM designs through high integration, designed to
optimize the addition of wireless mesh networking technology to a wide variety of both new and existing
custom sensing applications. The IRIS and MicaZ modules work on the global 2.4 GHz ISM band with
support for IEEE802.15.4/ZigBee.
All modules include a fully programmable microcontroller, two‐way ISM band radio transceiver, and flash
memory for over‐the‐air‐programming and data logging of up to 100,000 measurements.
The Imote2 is an advanced wireless sensor node platform. It is built around the low power, 32 bit PXA271
XScale processor with 32MB of RAM and 32 MB of Flash, an integrated 802.15.4 radio with a built‐in 2.4GHz
antenna, and extension board interfaces.
Some of these products are described in the following.

MicaZ
The MicaZ has resulted from the Open source for platform TelosB of the University of Berkeley like the
TmoteSky. Figure 6 shows the MicaZ in its basic configuration.

Figure 6: A MicaZ module
Figure 7 shows the principle construction of the MicaZ with its main elements. The most important
properties of the individual system parts are described in the following.
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Figure 7: Block diagram of MicaZ
The CPU of the system is the microcontroller ATMega128L from Atmel. This is a Low power microcontroller
with a 8 bit RISC architecture. It needs a maximum electrical power of 5.5 mA at a clock frequency of 4 MHz
which goes down to 15 μA in stand‐by. The change between stand‐by and active mode needs approx. 15 μs.
In addition, the microcontroller has 4 Kbyte SRAM, 4 Kbyte EEPROM and 512 Kbyte flash memory. Eight
10 bit ADC channels are available for connecting sensors. In addition, the microcontroller still offers six
programmable PWM channels for the connection of actors. For debugging purposes, the microcontroller has
a JTAG interface. Thus, it is possible to access directly the register values of the system during the runtime.
Using a special module, every node can be identified by a 64 bit ID.
The programming of the node is carried out via a special extension board in which the node is connected
with the programming interface. The connection to the PC and the programming itself are carried out via the
serial interface.
The system builds up on a module structure. In the basic configuration different sensor boards can be
connected.

Figure 8: Sensor module MicaZ
The communication between the motes is done by a CC2420 from Chipcon. The power supply is carried out
by two batteries; however the processor works up to a minimum supply voltage of 2.7 V.
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IRIS platform
On April 25th, 2007, Crossbow announced immediate availability of its new IRIS motes, a family of ultra low‐
power, long‐range wireless sensor network products. The IRIS platform features the following:
•
•
•
•

Excellent RF range up to three times that of comparable devices using IEEE 802.15.4 compliant radios
Ultra low‐power consumption down to half the sleep current of previous products (~8uA)
Twice the program memory of MicaZ (8 KB)
Compelling new low price points

A member of this family, the IRIS OEM Module is a 24mm x 24mm ʺpostage stampʺ module optimised for
fast, seamless integration of low‐power, wireless mesh‐networking into OEM hardware designs.
The IRIS Mote includes an IRIS OEM Module in a MicaZ form factor with compatible 51‐pin connector that
can attach to existing and new sensor boards. The IRIS runs TinyOS 1.x based MoteWorks which can be
downloaded free for non commercial use.

Imote2 platform
In January 2007, Crossbow announced its Imote2 product, a high‐end next‐generation hardware platform for
advanced, compute‐intensive wireless sensor network applications including digital imaging and industrial
machine condition monitoring such as vibration monitoring. Imote2 is a licensed commercial release of the
Intel Mote 2 design. It is built around the low power PXA271 XScale processor and integrates an 802.15.4
radio (CC2420) with a built‐in 2.4 GHz antenna. The 256 KB of on‐chip SRAM, 32 MB of SDRAM and 32 MB
of Flash memory provide orders of magnitude more resources for memory‐intensive applications than
previous wireless sensor network hardware platforms. Power consumption is sufficiently low to authorise
battery‐powered operation.
The Imote2 is a modular stackable platform and can be expanded with extension boards to customize the
system to a specific application. Through the extension board connectors, sensor boards can provide specific
analogue or digital interfaces. A battery board is provided to supply system power, or it can be powered via
the integrated USB interface.
On June 5th, 2007, Crossbow announced the Imote2.Builder development kit, based on Microsoftʹs .NET
Micro Framework. The latter will include Web Services for Devices, Microsoftʹs implementation of DPWS.
Imote2.Builder will simplify and accelerate the design of wireless sensor applications and will allow proof of
concept of wireless sensor applications to be completed more quickly and easily. Thus, Imote2.Builder will
reduce the complexity of the sensor development environment and greatly increase the productivity of
developers resulting in the proliferation of robust, powerful wireless sensor applications.

3.2.2. Millenial Net
Background
Founded in 2000, Millennial Net [7] develops products, OEM applications and enterprise solutions for
wireless sensor networks used in commercial and industrial markets. To offer comprehensive solutions
based on wireless mesh networks, Millennial works with partners who provide complementary technologies
and applications, as well as implementation and support expertise.
Millennial Net, Inc. is a privately held company, headquartered in Burlington, MA, USA, and owned by
PHC Holding, GmbH, a privately held company headquartered in Esslingen, Germany. PHC makes
strategic investments with an operative focus in several companies to provide products, technologies and
services in the medical, healthcare and wellness industry.
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Technology
MeshScape, Millennial Net’s core technology, aims at addressing several requirements critical to wireless
sensor networking applications: reliability of data transmission, responsiveness to adapt to dynamic
environments, power efficiency, and scalability. The MeshScape platform includes:
•

•
•

•

Persistent Dynamic Routing – a set of patented techniques for reliable and scalable ad‐hoc networking.
Millennial Net claims that when forming an ad‐hoc sensor network this routing mechanism requires
minimal overhead for requesting and establishing connectivity without relying on flooding.
Support for various topologies – including star, mesh, and hybrid star‐mesh.
Data models – built‐in support for data movement profiles to speed development. These data models
optimise the network for an application’s specific data requirements and support a variety of classes for
collection and bi‐directional dialogue data models.
APIs – providing input/output functions for sensor and application integration (on Windows and Linux
platforms).

Millennial Net’s offering also includes hardware coming with either a 916 MHz narrow‐band radio or a
2.4 GHz DSSS radio based on IEEE 802.15.4. Building on these radio options MeshScape modules include:
•

•
•

MeshGate – a gateway to aggregate data from the network, configure network parameters, enable
network features, and act as a portal to monitor network performance. MeshGate has data ports for RS‐
232 and RS‐485, as well as a console port for network configuration and monitoring.
End Nodes – for integration with sensors and actuators to capture data in star and hybrid star‐mesh
configurations.
Mesh Nodes – for extending network area coverage, routing around obstacles, and providing backup
routes in case of network congestion or device failure. Mesh nodes can also integrate directly with sensor
and actuators in mesh and hybrid star‐mesh topologies.

3.2.3. Dust Networks
Background
Dust Networks [8] was founded in 2002 by a team coming from the University of Berkeley to provide
embedded wireless sensor networking products to OEMs in the industrial automation, building automation
and defence markets. Dust Networks’ SmartMesh family of products combines time‐synchronised mesh
networking technology and standards‐based motes that focus on transmission reliability and very low
power consumption. The company partners with industry and standards groups such as ISA, the HART
Foundation, the ZigBee Alliance, and WINA (Wireless Industrial Networking Alliance).

Technology
The main features of Dust Networks’ SoC‐based SmartMesh technology are:
•
•
•
•
•
•
•
•
•
•
•

High reliability
Measurable, predictable and reliable data throughout the network
Increased network redundancy from “mesh‐to‐the‐edge” architecture
Greater than 99.9% end‐to‐end reliability
Ultra low power
5‐10 year lifespan using off‐the‐shelf batteries
All motes are routing nodes
Lower maintenance costs
Customisation of trade‐off between power consumption and latency
Scalability
Up to 10,000 motes per entire network
24/63

D3.1 Report on Trend Analysis and Requirements for
Wireless Sensor/Actuator Networks
•

Up to 250 motes per SmartMesh Manager

SmartMesh systems are comprised of:
•

•

Motes – components that are embedded into field devices, sensors, or actuators. Mote‐on‐Chip (MoC)
combines low‐power Dust Networks SoC technology with completely pre‐engineered RF capabilities,
robust networking, and well‐defined interfaces.
Managers – devices embedded into gateways or controllers that manage a network of motes and provide
a bridge to an outside network.

SmartMesh products are built on the legacy Time Synchronized Mesh Protocol (TSMP), which serves as the
foundation for Dust Networks’ reliable and low‐power mesh architecture. TSMP provides:
•
•
•
•
•

Time synchronised communication
Frequency hopping
Automatic node joining and network formation
Fully‐redundant mesh routing
Secure message transfer

Both motes and managers are offered in the narrow‐band 916 MHz and the global license‐free 2.4 GHz
bands. The latter makes use of an IEEE 802.15.4 radio.

3.2.4. ArchRock
Background
ArchRock [9] is a systems and software company that builds products and technology for wireless sensor
networks. The companyʹs mission is to bridge the physical and digital worlds by bringing data gathered by
wireless sensor networks into the enterprise IT infrastructure, where it can be easily viewed, analyzed and
managed. ArchRock envisions that, as critical as immediate access to sensory information is the integration
of the collected data into Internet and Web technologies. While focusing on highly scalable network
architectures, Arch Rock initially targets the following applications:
•
•
•
•

Environmental Monitoring
Industrial Automation
Location and Proximity Services
Control

Technology
ArchRock systems and software are centred on three major technology advancements:
•
•
•

Powerful embedded systems
Self‐organised multi‐hop networking
Flexible Web services computing architectures

The ArchRock architecture allows for every node to serve as a small router, relaying data hop‐by‐hop along
a reliable path. Networking services continuously monitor the state of the network and adapt the routing
paths. Reliability is further enhanced by link, network, and transport level techniques. Novel power
management techniques are used to minimise the energy spent in communication, without relying on
complex preplanning and scheduling that reduce the flexibility of the network. ArchRock has deployed
these technological enhancements on top of industry standards, including IEEE 802.15.4. ArchRock is also
among the driving forces of the 6LoWPAN initiative and has implemented the draft specification of this
emerging standard.
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ArchRock technology provides access to the wireless sensor network as well as to individual sensor nodes
using IP methods, services and tools. Each ArchRock sensor node can be configured with an IP address, a
DNS name, and accessed using a node‐specific Web page using standard HTTP over TCP/IP protocols.
Additionally, embedded sensor network parameters are represented as MIBs (Management Information
Bases) for access via standard SNMP and integration into pervasive enterprise management platforms such
as HP OpenView. ArchRock technology also enables to monitor the sensor networks using the Ganglia
resource monitoring infrastructure and tools.
ArchRock ties wireless sensor networks into the Internet through Ethernet, WiFi, GPRS and GSM links. The
information provided by these networks will integrate with a wide variety of applications and enterprise
data management infrastructures through auto‐generated Web services. Each node, or even entire networks,
can be viewed as a Web‐based application server. Application services can be built by authoring simple
business logic and pushing it into the appropriate tiers of the ArchRock embedded network infrastructure.
The ArchRock solution builds upon TinyOS. Using the open standard interfaces developed within the
TinyOS alliance the ArchRock embedded operating system works across a wide range of leading hardware
platforms, while preserving the full capabilities of each platform. ArchRock also provides a simple driver
framework to support the incorporation of new sensors across multiple platforms.

3.2.5. Sun SPOT
Sun SPOT (Sun Small Programmable Object Technology) is a wireless sensor network mote developed by
Sun Microsystems.
The Sun SPOT processor board has a 2.4 GHz radio with an integrated antenna on the board. The radio is a
TI CC2420 (formerly ChipCon) and is IEEE 802.15.4 compliant.
A completely assembled device should be able to fit in the palm of a hand.
The SPOT mote comprises a 180 MHz 32 bit ARM920T processor with 512 KB of RAM and 4 MB of Flash
and has a USB interface. It operates from a 3.6 V rechargeable 750 mAh lithium‐ion battery. It consumes
30 μA in deep sleep mode. Automatic battery management is provided by the software.
The initial sensor board has
• a 3‐axis accelerometer (with two range settings: 2G or 6G)
• a temperature sensor
• a light sensor
• 8 tri‐colour LEDs
• 6 analogue inputs readable by an ADC
• 2 momentary switches
• 5 general purpose I/O pins and 4 high current output pins
The motes communicate using the IEEE 802.15.4 standard including the base‐station approach to sensor
networking. The SPOT supports the IEEE 802.15.4 MAC layer, on top of which e.g ZigBee could be built.
Thus far, there are no plans for making available a ZigBee‐compliant protocol stack.
For security purposes, Sun has reported highly optimised implementations of RSA and Elliptic Curve
Cryptography (ECC) that can be used on small embedded devices.
Unlike other available mote systems, the Sun SPOT is built on the Java Micro Edition Virtual Machine (JVM),
of which it uses the Squawk implementation, which supports the CLDC 1.1 and MIDP 1.0 profiles and runs
directly on the processor without an OS.
Standard Java IDEs (e.g. NetBeans) can be used to create SunSPOT applications.
The first limited‐production run of Sun SPOT development kits were released April 2nd, 2007, after months
of delays. This introduction kit contains two complete, free‐range Sun SPOTs (with processor, radio, sensor
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board and battery) and one base station Sun SPOT (with processor and radio). Also included are all the
software development tools and cables required to start developing applications for your Sun SPOT.
A full, free‐range Sun SPOT device is built by stacking a Sun SPOT processor board with a sensor board and
battery. It is packaged in a plastic housing. The smaller base station Sun SPOT consists of just the processor
board in a plastic housing.
The base station connects (via its USB port) to a development machine (a PC) and allows writing programs
that can run on the PC and use the base stationʹs radio to communicate with remote Sun SPOTs. The
development tools also make use of the base station to deploy and debug applications on remote Sun SPOTs.
A full Sun SPOT can also be used as a base station, but in doing so its sensor board would not be used.
The software is compatible with Windows XP, Mac OS X 10.4, and most common Linux distributions.

3.2.6. WISA
The ABB wireless technology [10] is based on IEEE 802.15.1 (physical layer) and is called WISA ‐ Wireless
Interface to Sensors and Actuators. WISA basically consists of two main parts:
•
•

Communication (WISA‐COM)
Power supply (WISA‐POWER)

Both are generic technologies and not limited to WPS ‐ Wireless Proximity Switches ‐ where ABB has
applied them to a first product. The WPS is completely wireless sensor, both for the communication as well
as for the power supply. The WISA product portfolio is growing and has been expanded to devices using up
to 32 bits payload and higher power wireless receivers (up to 100mW), showing the scalability of the WISA
technologies.
The WISA wireless communication links the sensors and actuators to a so‐called input/output module,
(“base station”). It satisfies the rigorous demands of an industrial environment, i.e. it has high reliability, fast
response time, it serves a large number (hundreds) of sensors and actuators located in a range of several
metres radius. It guarantees high data transmission integrity, even where radio propagation may be affected
by obstacles and interference. The sophisticated base station module designed by ABB ensures that the
complexity resides in the input module rather than in the SA. One such module can handle up to 120 devices
(sensors). Three base stations can be closely located with acceptable self‐interference.
Although similar to a WLAN access point in many respects, the ABB design has several features that clearly
set it apart:
• Simultaneous transmission and reception of radio signals; i.e. full‐duplex operation.
• Simultaneous reception of strong and weak signals. The difference in power between a strong signal and
a weak one may be as much as a million to one.
• Interference suppression. Reception of a very weak sensor signal is possible even though a large
interfering signal may exist at some adjacent frequency.
• Transmit and receive antennas at the input module are swapped every 2 ms to provide a diversity of
radio propagation paths against fading and shadowing effects.
• Deterministic frequency hopping to combat broad band interferers
• Efficient frequency use: Only changes are transmitted combined with discrete presence/status
monitoring of the devices (at ~ 500ms intervals).
• Five simultaneous communication channels for free access and immediate acknowledgement of 120
devices.
The devices communication hardware is based on an IEEE 802.15.1 compatible standard transceiver (radio)
in order to benefit from economies of scale, component integration (small size) and low power consumption.
The integrated radio antenna in the devices has been carefully designed. Its radiation characteristic is nearly
omni‐directional in order to achieve uniform transmission performance irrespective of the devices
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orientation. The communication protocol provides sensors with collision‐free air access by allocating each
sensor a specific time slot and frequency for its transmission. The content of the WISA protocol is chosen to
meet the requirements of a large number of sensors, it ensures a short response time and makes full use of
the available radio bandwidth. A frequency hopping scheme, combined with error detection and automatic
message retransmission in case of transmission errors, ensures that the messages from the sensors are
reliably delivered, even in the presence of interfering systems such as Bluetooth, WLAN, microwave ovens
and electronic tagging systems.
To reduce the power consumption, the sensors communication module hibernates until a change in the
sensor state occurs. When an event takes place at the sensor, the sensor quickly establishes the radio link by
means of a pilot signal from the input module, before transmitting the message. Typically this air interface
handling takes 5 ms, with worst‐case scenarios of up to 20 ms if the message must be re‐transmitted several
times. This also helps for coexistence with other systems as the frequency use is always minimised. The
design target was a Telegram Error Rate TER of less than 10‐9, which is comparable to a wired or field‐bus
connection in industrial operation. Compared to standard Bluetooth, the WISA In‐Output module (base
station) has practically in total a fivefold data rate, cf. table 3.
Requirement

WISA

802.11

Bluetooth

ZigBee

+

++

++

+

++

++

++

+

++

++

++

++

++

++

++

+

++

++

++

+

++

‐‐

‐

‐

++

‐‐

‐

++

++

‐‐

‐

++

Global Standard
Build on a standard to shorten time‐to‐market and minimise in‐
house development
License Free Operating Band
Avoid license costs and administration
Operating Frequency
Operate above 1 GHz to sustain frequency noise introduced by
welding equipment
Industrial Strength
Proven in typical industrial environments (performance as well
as reliability)
Communication Bandwidth
Medium bandwidth requirements
Communication Latency
Low and deterministic communication delays
Node Density
Serve a large number of sensor/actuators located in a cell
Power Consumption
Low power consumption to enable wireless power supply
systems

Table 3: Functionality comparison of different communication systems
(Legend: ++: well suited; +: partly suited; ‐: bad ; ‐‐: unsuited )
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3.2.7. WiBree
The origin of WiBree [11] was the alternative proposal for the radio and Media Access Controller (MAC) for
the 802.15.4 standard. The goal of the development of WiBree is to establish an open standard of wireless
communications designed for ultra low power consumption within a short range based around low‐cost
transceiver microchips in each device.
The intended main applications for WiBree include devices such as Wrist Watches, wireless Computer
keyboards, and toys and sports sensors where low power‐consumption is a key design requirement. The
technology was announced in 2006 Nokia. Partners that currently license the technology and cooperate in
defining the specification are Nordic Semiconductor, Broadcom Corporation, CSR plc, and Epson. The first
commercial version of the interoperability specification will be available during the Q1 2008.
The WiBree radio specification allows Bluetooth‐WiBree dual‐mode implementation and also enables ultra
low power consumptions in stand‐alone implementations. WiBree and Bluetooth are complementary
technologies. Bluetooth is well‐suited for streaming and data‐intensive applications, while WiBree is
designed for applications where low power consumption, small size and low cost are the critical
requirements. WiBree technology can be easily integrated in Bluetooth devices and allow them to connect to
a wide range of tiny, button‐cell battery devices. On June 12th 2007, the Bluetooth SIG as well as the WiBree
forum announced that WiBree will be merged with Bluetooth as an ultra low power Bluetooth technology
[12].
The WiBree link layer specifies the following services:
•
•
•
•
•

Low power idle mode advertisement service: make local devices visible to other devices
Scan service: searches for other devices in range
Connection set‐up service: provides fast connection establishment with parameter exchange
Data exchange service: ensures reliable point‐to‐multipoint data transfer with advanced power save and
encryption functionalities
Traffic scheduling service: schedules WiBree traffic in between Bluetooth transmissions

WiBree operates in the 2.4 GHz ISM band with a physical layer bit rate of 1 Mbps. The link distance is 5 to 10
meters.
WiBree includes AES encryption and a privacy scheme, which disables undesired person tracking.

3.2.8. Particle Computer
Background
Particle Computer GmbH (http://www.particle‐computer.com/) develops tailor‐made solutions for
customers in the building automation, security and industrial monitoring markets. It was founded in
September 2005. The company headquartered in Karlsruhe (Germany) is a spin‐off from TecO
(www.teco.edu), a department of the University of Karlsruhe with close links to SAP Research. Back in 1999,
the founding team members started research in the area of wireless sensor networks. The Particle platform
was the first European platform commercially available already in 2002. The core team possesses more than
30 man‐years hands‐on experience in the design and development of sensor networks.

Technology
The Particle Computer wireless sensor network platform was developed with the goal to achieve a very
flexible platform, which can be used in highly‐mobile settings. Flexibility is achieved by a hardware
component concept separating communication and sensing concerns. The variety of different sensor and
communication boards available prove the success of this approach. In order to cope with the conditions of
highly mobile scenarios, Particle Computer contain a series of optimisations, particularly in the radio
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protocol. Optimised on localised communication, highly mobile scenarios, and given the availability of
various pluggable sensors, they present an ideal platform for executing local business intelligence.
The m‐series of products (mPart, mGate) are based on the mHop stack which is a low‐power multihop mesh
ad‐hoc wireless protocol running at both mPart and mGate. An mPart sensor node is a low power
computing device with integrated sensors and radio communication capabilities used to gather and analyze
relevant data from the physical world. Embedded with the mHop stack, the mParts build an ad‐hoc network
with multihop, mesh, self‐organising and self‐healing properties. These properties enable a reliable wireless
communication in harsh RF environments like in production facilities or manufacturing plants, because
communication links are automatically discovered (self‐organising), alternative links are established when
the main link goes down due to dynamic RF environments (self‐healing), data packets can be relayed over
several hops until they reach their destination (multihop), and every mPart has several communication
partners, therefore obstacles in the propagation path can be avoided (mesh). The mGate is a gateway linking
over standard interfaces the wireless sensor network in the physical world with other remote IT systems in
the back‐end. Information from the wireless sensor network can be transported to remote IT systems back
and forth over different telecommunication networks like Ethernet, wireless LAN or GPRS. The mGate is an
extendible device that can be easily enhanced through other interfaces – e.g. Web Services, OSGi framework
or an OPC server – to facilitate the integration of the wireless sensor network in an IT infrastructure. A Web
server is included in the mGate; thus information from the wireless sensor network can be accessed from any
Internet enabled device over a standard Web browser without the need of any additional software.

3.3. Selected technologies for WSNs
Engineering a wireless sensor network, there are decisions affecting the architecture of the nodes and the
network. In this section, an overview will be given of available node architectures, operating systems, the
network topology and its implications, and the power supply. Finally, some example hardware platforms
will be looked at in a bit more detail.

3.3.1. Node architecture
In order to build wireless nodes, an architecture for the node must be found that fits in the proposed
application. Currently, two architectures are state of the art:
•
•

The first is an RF front‐end connected to an extra μC via SPI. This is a very flexible solution, since the μC
can be chosen to fulfil the application’s needs.
The second architecture is a System‐on‐Chip (SoC) design, where the μC and the RF front‐end are
integrated within the same chip. This is a compact and cheap solution, but less flexible.

The first solution is used in many projects like TMote from Motive or MICA2 from Crossbow. Both projects
use the CC2420 in combination with an MSP430 μC from Texas Instrument. These chips are ideal for low
power applications, e.g. low‐cost energy autarkic sensor networks.
There are different architecture trends in the field of wireless sensor networks. Some groups develop a 2‐
chip solution, where all the network‐related tasks are done in the RF front‐end (Ember). Other groups
concentrate their development on the miniaturisation of the nodes (Smart Dust or eGrain) and not on the
functionality, whilst others develop a new PHY layer for robustness and localisation (Nanotron,
IEEE802.15.4a).
In the field of antenna design there are basically three ways to go:
•

PCB antenna. In this concept, the antenna is integrated on the PCB as a metallization. Typical antenna
forms are folded dipoles or inverted F antennas. This is a very low‐cost solution since no extra parts
(plugs, chip antenna) are required. It is a common solution, whenever there are no special requirements
concerning range and performance.
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•

•

Chip antenna. A chip antenna is a very compact solution. A chip has to be assembled on the PCB. If size
is a critical requirement this solution is used. Due to physics, the performance of chip antennas is
relatively poor.
External antenna. This is a very flexible solution. When RF performance is a critical requirement, this
solution is used.

In the area of the μC, there are many companies developing ultra low power designs like TI or Atmel. The
trend is to have more memory and higher clock frequencies.
Most of the sensor nodes have a serial or USB communication and a programming interface. Sometimes
there is an ISP interface for debugging purposes. The nodes are often equipped with sensors like
temperature‐, light intensity‐, humidity‐ or acceleration sensors. These sensors are low cost and low power
sensors. There are many different interfaces to connect sensors with a μC like SPI, I2C, analogue or
proprietary digital interface.
Figure 9 depicts a common Mote architecture.

SPI

CC2420

MSP430
F1611

RS232

USB

↔
RS232

Analog

Digital I/O
SPI
Hum.

Temp.

Light

Mote
Figure 9: Common Mote architecture
Figure 10 presents the protocol stack for wireless sensor networks, which is made up of physical layer, data
link layer, network layer, transport layer, application layer, power management plane, mobility
management plane, and task management plane. The physical and medium access layer coordinates the
access to the wireless communication interface and provides time critical operations. The network layer
takes care of routing the data supplied by the transport layer. The transport layer helps to maintain the flow
of data if the wireless sensor network application requires it. Depending on the sensing tasks, different types
of application software can be set up and used at the application layer.
The power management plane manages how a sensor node uses its power and manages its power
consumption among the three operations (sensing, computation, and wireless communications). For
instance, to avoid getting duplicate messages, a sensor node may turn on its receiver after receiving a
message from one of its neighbours. Also, a sensor node broadcasts to its neighbours that it is low in power
and cannot take part in routing messages. The remaining power is reserved for sensing and detecting tasks.
The mobility management plane detects and registers the movement/mobility of sensor nodes as a network
control primitive. The task management plane (i.e., cooperative efforts of sensor nodes) balances and
schedules the tasks sensing and detecting of events from a specific area. Hence; not all of the sensor nodes in
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that specific area are required to carry out the sensing tasks at the same time. Depending on their power
level, some nodes perform the sensing task more than others.

Transport Layer
Network Layer
Data Link Layer
Physical Layer

Figure 10: The wireless sensor networks
protocol stack
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In the field of protocol stacks for wireless sensor networks proprietary protocol stacks can be found based on
IEEE 802.15.4 standardised medium access and physical layer. For example the Jennic JN‐SW‐4025,
Microchip “MIWI™” [13], TI‐MAC 1.0.1, Freescale 802.15.4 MAC/PHY.

User defined

ZigBee PROFILES
APPLICATION FRAMEWORK

ZigBee Stack

ZigBee NETWORK LAYER
IEEE 802.15.4 MAC
IEEE 802.15.4
IEEE 802.15.4 PHY

Figure 11: ZigBee Protocol stack

(source: [1])

The ZigBee protocol stack is a fully standardised protocol stack (cf. figure 11). ZigBee compliant platforms
(ZCP) and stacks can be found on the ZigBee Alliance homepage [14]. Examples include the following:
•
•

•

•

The Z‐Stack developed by Figure8Wireless. The Z‐Stack includes the ZigBee Network Layer, ZigBee
Application Framework, Security Tool Box and ZigBee Profiles.
Airbee’s ZNS 2006 protocol stack, a rigorously tested and field proven software stack that is now ZigBee
2006 compliant. Airbee has been awarded the certification on a hardware platform consisting of the TI
2420 radio and TI’s latest microcontroller, the MSP430F4618.
The III ZigBee Stack: Complete ZigBee protocol including ZigBee Application Profile (Home Control,
Lighting), ZigBee Device Objects Module, ZigBee Application Support Sub‐Layer Module, ZigBee
Network Protocol Module, ZigBee Security Suite, IEEE 802.15.4 MAC Layer Protocol Module
(Beacon/non‐beacon) and proprietary OS Kernel.
Emberʹs rigorously tested and field‐proven EmberZNet ZigBee stack sets the bar for ZigBee stack
performance. EmberZNet offers complete ZigBee compliance with additional enhancements for
robustness and ease‐of‐use that maintain compliance while offering developers an edge over standard
ZigBee implementations. Solutions using EmberZNet today span home automation, building
automation, asset tracking, security, and consumer applications.

3.3.2. Operating Systems
The operating system is the part of the node architecture which decides how easy it is to build each node.
Thus, an improper choice can result in delayed shipment, increased maintenance costs, or even the failure of
a project. A selection of contemporary operating systems is presented here.
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TinyOS
The TinyOS operating system [15] [16] is the de‐facto standard in the area of sensor networks at the moment.
Most of the other systems available build upon this operating system. The development of this open source
operating system is carried out at the University of California in Berkeley. In addition, a large open source
community and different large enterprises like Intel or Bosch participate in the development. To guarantee
TinyOS programs to be extremely small, the following approaches are used by the operating system:
•
•
•
•

Memory efficient: the system kernel needs about 3 KB of program memory.
Energy efficient: the microcontroller is automatically switched to Idle mode in order to save energy.
System interfaces: the system provides hardware independent system APIs to allow software to be
ported to different platforms.
Simple task‐model: TinyOS allows tasks to be processed using a FIFO‐scheduler

TinyOS features a component‐based architecture which enables rapid innovation and implementation while
minimising code size as required by the severe memory constraints inherent in sensor networks. The
component library of TinyOS includes network protocols, distributed services, sensor drivers, and data
acquisition tools – all of which can be used as‐is or be further refined for a custom application. The event‐
driven execution model enables fine‐grained power management yet allows the scheduling flexibility made
necessary by the unpredictable nature of wireless communication and physical world interfaces.
All programs run in tasks that are processed by a scheduler. Currently, only a FIFO scheduler is
implemented. Therefore always the task at the very front of the FIFO queue is executed. For this reason tasks
can only be prioritised outside the schedulers. If no tasks are in the schedulerʹs task queue, the processor is
put into the sleep mode. This mode is left as soon as an event, e.g. external interrupt, appears. The programs
are built up in modules the interfaces of which are connected to each other. This process is called ʺwiringʺ.
This enables making highly specialised slim modules to avoid unnecessary burden. In case of increasing
requirements on the hardware, it is possible to realise hardware solutions for single modules in order to save
system resources. This flexibility is a particular strength of TinyOS. Components of higher layers always call
commands provided by components of lower layers. In principle, an application is built up as represented in
figure 12. The individual elements are explained more exactly in the following.

Figure 12: Basic architecture of a TinyOS Application
•

Hardware Abstraction
The hardware abstraction layer provides a hardware independent interface for the upper layers. This
includes connecting the hardware ports of the microcontroller with system compatible names.

•

Actuators
This module defines upper layer functions for actuators. One example is the function „red_led_on“ that
can be called from a higher layer.

•

Sensors
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The module defines functions for reading, especially analogue, sensor values. If a function of the sensor
layer is called from a higher layer only the sensor value is passed.
•

Communication
The communication module handles access to the communication interfaces, e.g. UART or radio of the
sensor node. The data is processed in a way that can be routed to upper layers.

•

Applications (Anwendungen)
This layer is for the application programmer. It can be further divided into sub‐layers.

•

MAIN
This module implements the scheduler itself.

The software development for TinyOS is carried out using the programming language NesC, which is an
extension of the C programming language for TinyOS as of version 1.0. The name “Nested” shall express
that the language shows the nested structure of TinyOS. A basic concept of NesC is the partitioning of the
individual program parts in interfaces, components and modules. The real functionality of the program part
is implemented in the modules. Connecting the modules is then carried out within a NesC component. The
data interchange is regulated through interfaces. The modular structure is aimed to develop solid and
reusable software. Of course all this is particularly difficult if the restricted system and energy resources of
the hardware platforms must be taken into account. Therefore NesC was developed under consideration of
these challenges as an event controlled system based on components.
The TIMER module represented in figure 13 may help to explain the functioning of the modular structure, in
particular since this module is already implemented in TinyOS.

Figure 13: Example module Timer in TinyOS
The TIMER module is an access function of the microcontrollerʹs hardware timer. The arrows indicate
interfaces to the higher‐ or deeper‐seated layers. For example, the TIMER module is connected with the
lower layer HWClock. The TIMER module can adjust the frequency of the hardware timer through the
“SetRate” interface und gets notified of a timer expiration through the “Fire” Event.

MANTIS
The MANTIS operating system is developed at the University of Colorado at Boulder. It is not under a
Public License, and therefore can be used freely for research purposes in the non commercial area. The
development of MANTIS is mainly conducted by the university, however, is also supported by voluntary
developers.
Similar to TinyOS, MANTIS purports to fulfil the basic requirements of sensor/actor networks, namely
memory and energy efficiency. At its core, MANTIS follows a different approach. Since sensor networks
must realise more and more complex tasks, MANTIS has a UNIX‐like multi‐threading scheduler. It is
therefore possible to let several user applications occur on the node at the same time. The communication is
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done through a proprietary network stack which, however, is based on the IEEE 802.15.4 standard. The
structure of a MANTIS program is represented in figure 14.
MANTIS must, however, be ported to different platforms. The platforms Mica2, MicaZ and Telos/Tmotesky
are supported at present.
The software development for MANTIS is carried out completely in C. For accessing the operating system
functions, different libraries are provided. Since the programming is strongly in line with the UNIX software
development style, training shall be very easy for users with a corresponding background.

Figure 14: MANTIS operating system architecture
An implementation of a NesC compiler is being worked on at present. So it shall soon be possible to port
applications developed for TinyOS to MANTIS and then to use the advantages of multi‐threading.

SOS
SOS was developed by the NESL School of the University of California at Los Angeles. The system is offered
under the Intel Public License for research and development for free download. At present, the development
is only done by the university. The operating system consists of three functional levels as represented in
figure 15:
•
•
•

platform specific hardware abstraction layer
independent system kernel
dynamic program modules for user applications
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Figure 15: SOS‐Application architecture
The operating system was inspired by TinyOS and also pursues a modular structure of the programs. SOS
follows the approach of dynamic code as mentioned already. This means that the compiling of the operating
system kernel is independent of the usersʹ application. The application modules can then dynamically be
tied or exchanged during runtime into the system. This is realised by a table of the modules with the
addresses managed by the system dynamically. The operating system has a scheduler in order to manage
prioritised tasks. Another quality of the system is dynamic memory management. The SOS operating system
currently only supports the Mica2 platform. At present there are no plans to port the system to other
hardware platforms.

Contiki OS
Another Operation System is Contiki OS [17] [18], an open source, highly portable, multi‐tasking operating
system for memory‐constrained networked embedded systems. Contiki is designed for embedded systems
with small amounts of memory. Version 2.0 was released on April 2nd, 2007. A typical Contiki configuration
consists of 2 KB of RAM and 40 KB of ROM. Contiki consists of an event‐driven kernel on top of which
application programs are dynamically loaded and unloaded at runtime. Contiki contains two
communication stacks: uIP and Rime, cf. figure 16. uIP is a small RFC‐compliant TCP/IP stack that makes it
possible for Contiki to communicate over the Internet. Rime is a lightweight communication stack designed
for low‐power radios. Rime provides a wide range of communication primitives, from best‐effort local area
broadcast, to reliable multi‐hop bulk data flooding. Currently, 14 platforms running with 5 CPUs are
supported. Contiki runs on a variety of platform ranging from embedded microcontrollers such as the
MSP430 and AVR to old home computers. In fact, the very first implementation of Contiki ran on a
Commodore 64 with networking card.
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Figure 16: The Contiki protocol stack architecture
Contiki has two different kinds of thread, both implemented using events. There are classical threads, which
can be used like in any other system, and protothreads. Protothreads are an extremely lightweight, stack‐less
type of threads that provides a blocking context on top of an event‐driven system, without the overhead of
per‐thread stacks. The purpose of protothreads is to implement sequential flow of control without complex
state machines or full multi‐threading. Protothreads provide conditional blocking inside of functions. As
protothreads are stack‐less, the values of local variables are not preserved.

3.3.3. Wireless network topology
A wireless sensor network is composed of nodes. Each node can transmit and receive messages over the
wireless interface. Nevertheless, wireless sensor net nodes are often divided into two different types:
Wireless nodes with routing mechanism coordinate the wireless infrastructure, while wireless nodes without
routing mechanism are working as end nodes in the wireless network. Note that the roles may not be fixed,
but may change at run‐time. Nevertheless, due to some constraints, there are often nodes that cannot act as
router, as they do not possess enough memory, enough processing power, enough energy, or other resources
are missing.
Depending on Quality of Service, the installation environment, economic considerations, and the
application, one of several basic network topologies may be used. Examples of the basic network topologies
are shown in the figures 17, 18, 19, 20, 21 for the star, tree, mesh and hybrid and clustered topologies,
respectively.
The star topology (cf. figure 17) is the simplest topology of all. Here, there is one central node, and all other
nodes are within direct range of it. The central node is the only routing node, that is, all communication is
done using it. Of course, for this to work, all nodes have to be directly reachable from the central node. This
topology is very easy to establish, and it allows for easy control of the communication, even for the non‐
functional parameters like time, as the central node functions as coordinator.
The tree topology (cf. figure 18) is another topology often used. Here, the nodes and their interconnections
form a tree. The net effect is that there is always exactly one path from one node to another without visiting a
node more than once. That is, whenever there is something to route, the routing nodes do not have to decide
between different paths, because there is only one. In a tree topology, all nodes but the leaf nodes have to be
routing nodes.
A mesh topology (cf. figure 19) is a generalisation of a tree or a star, in that it provides redundant
connections. Generally, in a mesh, there is more than one path from one node to another. Thus, nodes have
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to decide which path to use to reach the destination. In general, a mesh is not even loop‐free. The routing
algorithm has to make sure data is not sent in a circle, which would waste processing power, energy,
airtime, and it would delay the data on its way to the destination.
The hybrid star‐mesh architecture (cf. figure 20) comes into play when a mesh network contains nodes that
cannot act as router. Here, the routing algorithm has to take into account that some nodes cannot forward
data. Apart from this, a hybrid star‐mesh is very similar to a mesh network.
A clustered architecture (cf. figure 21, which shows one variant, a cluster‐tree architecture) is used for
different purposes. Generally, it is used to improve scalability when networks grow larger. In a clustered
architecture, a control structure is superimposed, that is, a higher abstraction level is created. Nodes are
combined into clusters of nodes, for example, to decrease the size of the routing tables. The concept is similar
to that used in IP networking, where special class A, B, C, and D IP addresses are used to combine IP
addresses into bigger “clusters”, so the routing tables can be smaller.
Several clusters can be combined into super‐clusters, resulting in multi‐level clustered architectures. This
allows for increasing the scalability even more. Unfortunately, this cannot be extended ad infinitum for
maximum scalability, as the clusters, themselves, have to be managed, too.
Other uses for clustering involve managing the transmission in order to reduce channel contention or energy
consumption, forming routing backbones, or abstracting network state information to reduce its quantity
and variability [19].
The best approach to establish a robust, reliable wireless network is to use the mesh topology. Every wireless
sensor node includes the same routing functionality. Should one wireless sensor node have a failure, only
this node will drop out and the other nodes keep continuing working. Thus, a mesh network can be self‐
healing. A clustered topology is often used when the network grows bigger, as mesh topologies do not scale
very well.

Routing node
Non-routing node

Routing node
Non-routing node

Figure 17: Network topology: Star

Figure 18: Network topology: Tree

Routing node

Routing node
Non-routing node

Non-routing node

Figure 19: Network topology: Mesh

Figure 20: Network topology: Star‐mesh hybrid
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Non-routing node

Figure 21: Cluster‐Tree topology

3.3.4. Self-X capabilities
The term self‐* (“self‐star”, “self‐X”) has been introduced to describe a collection of capabilities of technical
systems implying a certain degree of autonomy. These capabilities are described in the following.
Self‐organisation/‐configuration: This denotes the process of internal organisation of a system without
guidance by an external authority. Typically one observes emergent properties. An example is wireless
sensor network self‐organisation: wireless sensors are able to build a communication network by themselves
without any central control authority. Wireless sensors can discover neighbours, can organise medium
access and network topology and can determine the routing of messages.
The main benefit is a simplified installation and management of such systems, robustness against failures of
components and flexibility with respect to changes in the environment. A characteristic feature of typical
self‐organising systems is a more or less local interaction between components thus improving the scalability
of this approach. For large systems to stay manageable self‐organisation is a must.
Self‐stabilisation/‐healing: A self‐healing network can detect failures of nodes or links and can compensate for
or repair them by itself. Such networks are also called self‐stabilising. In general, a system may be driven
into an invalid state by external influences; however, it is able to reach a valid and thus stable state without
any external intervention. An example is rerouting due to strong fading on individual links in wireless
networks.
Self‐optimisation: A self‐optimising system tries to optimise permanently its performance (and efficiency)
according to defined requirements without being triggered or guided by an external control authority.
Self‐describing: Self‐describing systems are able to exchange their specification data autonomously with other
systems. They know for example their abilities, their identity and their location. Within the automation
domain this functionality is described by the standard IEEE 1451 [20]. This standard is only slowly accepted
by industry due to its complexity. Within this context transducer electronic data sheet (TEDS) are one of the
key components. For example, these electronic data sheet also contains calibration data simplifying the
exchange of components drastically.
Self‐monitoring/‐diagnosis: This describes the ability of the system or components thereof to classify the state
of the system or components autonomously. This is a necessary component of self‐healing systems.
Self‐monitoring means the autonomous identification of critical events, while self‐diagnosis also includes the
identification of the cause of a failure.
Self‐management: This is the process by which computer systems manage their operation without human
intervention. The first prominent industrial initiative towards a realisation of this goal is IBM’s Autonomic
Computing Initiative (ACI [21]). This defines the four functional areas self‐configuration, self‐healing, self‐
optimisation and self‐protection.
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Related research activities
BISON: [22] Biology‐Inspired techniques for Self‐Organisation in dynamic Networks. This project was
focusing on algorithms for self‐organisation in general dynamic networks. One example of such an
algorithm is the AntHocNet routing algorithm inspired by the route finding mechanism in ant colonies.
WINSOC: [23] Wireless sensor networks with self‐organisation capabilities for critical and emergency
applications. This project focuses on wireless sensor networks. It follows a hierarchical approach with two
layers: a lower level, composed of the low cost sensors, responsible for gathering information from the
environment and producing locally reliable decisions, and an upper level, composed of more sophisticated
nodes, whose goal is to convey the information to the control centres. The key point is the interaction among
the low cost sensors increasing the network reliability and reducing congestion.
EYES: [24] Energy Efficient Sensor Networks. This project has delivered a wireless sensor platform and a
couple of algorithms for decentralised medium access control, routing and aggregation.
AWARE: [25] Platform for autonomous self‐deploying and operation of wireless sensor/actuator networks
cooperating with aerial objects. This project focuses on the design, development and experimentation of a
platform providing the middleware and the functionalities required for the cooperation among aerial flying
objects, e.g. autonomous helicopters, and a ground sensor/actuator wireless network, including mobile
nodes carried by people and vehicles. The platform will enable the operation in sites with difficult access and
without communication infrastructure.

3.3.5. Routing
Whenever network nodes are not in the coverage area of each other, direct communication between nodes is
not possible. In this case, forwarding is required, that is, nodes forward the data for other nodes. Routing is
the selection of the paths, the so‐called routes, the data will take through the network.
There are many routing protocols available for wireless networks. Perkins [26] presents a good overview of
different approaches.
Routing is nothing completely new. Most cable‐driven networks already have some routing facility. In
wireless networks, the environment changes, however. In a wired network, one can expect that stations are
stationary, that is, they do not move with time. Additionally, most routing protocols for wired networks use
a hierarchical approach, where the address of a node is characterised by its location. This simplifies routing
and reduces the size of the routing tables.
With wireless nodes, things change dramatically. Even if the wireless nodes are not mobile, the connectivity
changes over time. There are some sources for these changes:
1.

RF‐interferences by other networks, cordless or cellular telephones, or even the micro‐wave oven
influence the quality of a connection. As these other devices might move, the connectivity changes,
too.

2.

Obstacles like metal fences, delivery trucks, or even human beings move, too. All of these obstacles
change parameters of the communication, influencing the quality of the connection.

3.

Node loss is another important factor. Nodes may disappear because they have run out of battery
power, they may be damaged, removed, or destroyed.

Thus, a routing protocol for WSN has to take changes into account.
There are many different classifications for handling the routes. One classification is proactive vs. reactive. A
proactive approach makes sure that at any instant of time, all nodes in the network know where to forward a
packet whenever they have to send one, that is, the routing tables are always up‐to‐date. This has the
advantage that there is a minimal initial delay when a route is needed, while it has the disadvantage that
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much information has to be shared in order to get this data. If this data is needed only infrequently, the
overhead can be very high, as the overhead is constant, regardless of whether this data is needed or not.
Additionally, if the routes change rather frequently because of connectivity changes, the update period of the
protocol has to be rather small.
A reactive (or on‐demand) protocol tries to minimise this data acquisition overhead. The routing tables are
only generated when they are needed. Of course, the latency increases drastically compared to proactive
protocols, as the data acquisition for computing a route take considerable time. Additionally, as the network
load increases, the management overhead increases too, up to a break‐even point, where the management
overhead is even higher than in a proactive approach.
While proactive routing protocols are the choice for wired networks, for wireless networks, this is not as
clear. It depends upon the application if the high overhead of a proactive protocol, which also results in less
energy saving, can be tolerated, or if less overhead with high latency is the better choice. There are also
hybrid protocols available like Zone Routing Protocol (ZRP) [27] and Fisheye routing [28], which use a
proactive approach in the neighbourhood and a more and more reactive approach in the areas farther away.
These hybrid approaches try to solve another aspect of wireless routing protocols: scalability. In wired
networks, hierarchical routing approaches are omnipresent, resulting in an aggregation of nodes. A router
only has to know the other “higher level” routers, as well as all the nodes it is responsible for, minimising
network traffic as well as memory usage. In a wireless network, this approach is not always possible,
although the Zone Routing Protocol (ZRP) [27] and Fisheye routing [28] try to achieve this up to a limited
extent. Clustering in wireless networks [19] is another approach to achieve this.
In the scientific world, Ad‐Hoc On‐Demand Distance Vector (AODV) routing [29], [30] as well as its
successor DYnamic Manet On‐demand Routing (DYMO) [31], and Dynamic Source Routing (DSR) [32] for
reactive protocols, and Optimized Link State Routing protocol (OLSR) [33] for a proactive approach are the
de‐facto reference protocols every protocol has to compare with. Although there are reference
implementations of all of these protocols available, they are not used very frequently. Nevertheless, the
upcoming standard IEEE 802.11s [34] for wireless mesh networking based on IEEE 802.11 uses a slightly
modified version of AODV. A variant of OLSR is specified as optional. It is very likely that these protocols
will make it into the final version of the standard.
In practice, the Time‐Synchronized Mesh Protocol (TSMP) [35] from Dust Networks seems to be the protocol
used most often, especially in industrial domains. It utilises a combined Time‐Division Multiple Access
(TDMA) / Frequency Division Multiple Access (FDMA) approach. Unfortunately, not many details are freely
available, as it is a proprietary, licensees‐only protocol.

3.3.6. Power supply for network nodes
A long‐life autarchic power supply is a very important aspect for a stable and reliable operation of wireless
network nodes without frequent change of batteries or recharge of accumulators. Only by energy self‐
sufficient radio sensors with low maintenance effort will the benefits of RF technology be maximised as, e.g.
lower effort and therefore also lower cost both at the mechanical installation and at commissioning, a high
degree of flexibility during changes, and the possibility of the assembly on moving parts.
Basically, there exist two methods for power supply [36]:
•

internal energy sources, e.g. primary batteries, accumulators, capacitors, micro fuel cells, and

•

external energy sources, e.g. power from light, mechanical energy (vibrations), temperature gradient or
electro‐magnetic fields.
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Figure 22: Energy Sources for WSN nodes
The generation of electrical energy from external sources is also called energy harvesting. Energy harvesting
devices which convert mechanical energy into electrical energy have attracted much interest in both the
military and commercial sectors. Some systems convert random motion, such as that of ocean waves, into
electricity to be used by oceanographic monitoring sensors for autonomous operation. These devices must be
sufficiently robust to endure long‐term exposure to hostile environments and have a broad range of dynamic
sensitivity to exploit the entire spectrum of wave motions. On the other hand, energy can also be harvested
to power network nodes and small autonomous sensors such as those developed using MEMS (Micro‐
Electro‐Mechanical Systems) technology. These systems are often very small and require little power, but
their applications are limited by the reliance on battery power. Scavenging energy from ambient vibrations,
temperature or light could enable smart sensors to be functional indefinitely.
Hybrid systems as a combination of different techniques for power supply, e.g. solar cells in combination
with capacitors also have to be considered.
Figure 22 presents an overview of the different methods of power supply. It is divided into internal and
external sources.

Internal energy source
As the name already suggests, internal energy sources will be found inside a network node, as an integral
(battery case) or exchangeable part. They are not able to generate electrical energy from an external source;
instead energy will be stored internally in various forms.
Usually, the first choice of an internal energy source is the usage of a battery (primary cell) or an
accumulator (secondary cell) which can be recharged, unlike batteries. The voltage of a single cell of
commercially available systems reach 1.2 V (nickel metal hydride, NiMH) to approximately 4.2 V (li‐ion,
maximum charged), the specific energy density ranges from about 300 mWh/cm³ up to 1000 mWh/cm³. A
simple ranking of battery types regarding energy density or lifetime is not reasonable, since the choice of the
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optimal battery system depends on the specific application requirements. In general, the lifetime of a
rechargeable system can reach up to 5 years (depending on the application and the amounts of discharge
and recharge cycles), whereas a primary battery can be available more than 10 years (depending on the
application). These figures decrease dramatically down to a couple of weeks, e.g. for a fast cyclic
communication in the micro‐ or millisecond range.
These considerations about the lifetime of a network node are true for all presented technologies. The
needed power of a network node is strongly dependent on the application, e.g. cyclic vs. event‐triggered
communication, with or without sleeping mode.
Another possibility of an internal energy source is the usage of a capacitor. There are different kinds of
capacitor technologies whereas their names are derived from the quality of the electrolyte, e.g. ceramic, foil,
polymeric or electrolyte capacitor. Normally, a typical capacitor cannot be used for energy storage, but one
exception is the double layer capacitor or super‐capacitor. Such a system provides voltages in the range of 1
up to 2.7 V and a specific energy density of (4…8) mWh/cm³ which is rather low in comparison to a battery.
A micro fuel cell is an electrochemical energy converter that generates electrical energy from fuel, the
construction of such a cell is similar to that of a battery. But in comparison to a battery, the energy source of
a micro fuel cell will be added from outside. The voltage ranges from 0.5 V up to 0.7 V, the specific energy
density from 20 mWh/cm³ to 160 mW/cm³.
Radioactive sources are controversially discussed in public but several systems/technologies do exist, such
as radio nuclide battery or an atomic battery (about 0.05 V per pn‐transition), beta‐voltaic batteries,
radioactively piezoelectric systems or radioisotope thermoelectric energy.

External energy source
The network node contains a converter to generate electric energy from external sources. For automation
applications most interesting application areas are the usage of mechanical energy (e.g. vibration), light or
temperature gradient.
The usage of mechanical energy for the generation of electric energy in general is based on three physical
principles: inductive, capacitive and/or piezoelectric. Energy converters based on MEMS technology mostly
use piezoelectric and capacitive principles.
Capacitor based systems (with an energy density of 44 mJ/cm³) could be used for higher‐frequent vibrations
and piezoelectric systems (with an energy density of 335 mJ/cm³) for a lower frequency range. The provided
output voltage is in the range of some hundreds mV to 2 V. Such a system should be able to provide a
network node (RF sensor) with electric energy. Prototypes and early products have been presented by e.g.
Perpetuum Ltd. [37] during Hanover Fair in April 2007. Perpetuum’s PMG17‐100 energy harvesting
microgenerator converts machine and plant vibration into electricity, enabling wireless sensors to transmit
large amounts of critical data. It can be used to power condition monitoring systems enabling end‐users to
continually monitor plant and equipment allowing them to make significant cost savings. The system
operates on vibration from plant or machinery running on mains frequency at 50 Hz. It transforms the
kinetic energy of vibration into an electrical current, producing ample power, for a wireless transmitter to
send 6 Kbyte of data (i.e. a vibration spectrum), every few minutes, or smaller amounts of data several times
a second. Installation is easy, efficient and virtually instantaneous: it is simply placed on the piece of
equipment without the need for a timely and costly plant shut‐down.
Solar cells are components which convert light energy into electrical energy by means of photovoltaics. The
basic technology is known and has been improved more and more in the last years. Beside of the silicon
based components, several other components such as gallium arsenide, copper indium diselenid and
cadmium tellurid cells can be used but such components exist mostly as lab prototypes. Currently, organic
solar cells and Grätzel cell are not important yet. The provided energy density of a solar cell is in the range of
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5 to 20 Mw/cm² and is strongly depending on the available lighting conditions. The output voltage is in the
range of 0.5 V. It is obvious that for an uninterruptible power supply an adequate storage (e.g. battery) is
necessary = hybrid system as already mentioned.
A constant or an intermittent available temperature difference between two components or between one
component and the ambient air provides also a possibility for the generation of electrical energy of a
network node. Thermoelectric generators produce electrical energy from a temperature gradient without
any moving parts; the used technology is based on the so‐called Seebeck effect. E.g. Systems with 40 W
output are available from EURECA Messtechnik GmbH. Based on this, it is realistic that generators based on
the temperature gradient could be available in the near future for a reasonable price.
Considering the above mentioned technologies and application examples for storage and generation of
electrical energy for network nodes and RF sensors, some promising approaches, e.g. micro fuel cell, usage
of vibration / temperature / light seems to be available and have to be investigated further in the near future
to provide a reliable and stable WSN infrastructure. Furthermore, it seems to be necessary to provide a
combination of external and internal energy sources for generation and storage of electrical energy.

3.3.7. Example hardware platforms
At present, new manufacturers are coming up on the market of hardware platforms. Most products are
specialised in the sensor networks domain. However, the expansion to a sensor/actuator network is
conceivable with the introduced platforms without great effort.
Additionally to the platforms presented in this section, the Xbow MicaZ from Crossbow is discussed in
section 3.2.1 above.

Moteiv Tmotesky
The Tmotesky has resulted from the Open source development platform TelosB. The wiring diagram of the
platform is therefore freely available and can be used to modify the platform without licence fees. The
prototype was developed at the University of Berkeley where the operating system TinyOS also has been
developed. Figure 23 shows the front and back of the Mote.

aa

aaaaa

Figure 23: Tmotesky Mote
Figure 24 shows the connection of the individual construction elements of the Tmote. The main elements are
described below.
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Figure 24: block diagram Tmotesky
The core of the system is the MSP430microcontroller from Texas Instruments. This module is a low energy
microcontroller with a 16 bits RISC architecture, which operates with an extremely low power consumption
in the active and passive state of max. 1 mA. The system clock of up to 8 MHz is generated by an internal,
digitally adjustable oscillator. In the passive state the system is operated with an external 32 kHz quartz. This
module makes it possible for the microcontroller to change within 6 μ s from the passive to the active state.
The MSP430 is available in different configurations. In the configuration used for the Tmotesky, the internal
10 KB SRAM and 48 KB of flash is complemented by an external 1 Mbit flash. Among other things the
microcontroller offers two 16 bit timers, 8 internal and 8 external 12 bit ADC inputs and 2 12 bit DAC
outputs as well as two UART/SPI/I2C interfaces. Further information can be gathered from the data sheet of
the microcontroller. The programming of the Tmotesky is carried out via a USB interface. For this the serial
interface is attached by a USB coupler component to the serial interface of the microcontroller and can be put
into the Bootstrap mode by the use of a certain signal sequence.
Optionally, the Tmotesky motes are delivered with different sensors. This makes a rapid testing possible
with the mote. These sensors are soldered directly on the hardware platform. The sensor pack contains the
photo and a humidity sensor. The access functions for these sensors are enclosed with the TinyOS standard
installation. The sensors can therefore simply be tied into different user applications. To extend the sensor
mote by additional functionalities, two expansion interfaces are available on the TmoteSky. Up to six
analogue inputs and up to two digital outputs can be attached here. The access to this interface must then be
implemented by the user in TinyOS. The layout of the expansion interfaces is represented in figure 25.
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Figure 25: expansion interfaces TmoteSky
The wireless communication with other motes is done via the IC CC2420 from TI (formerly Chipcon). This
IC implements the first two ISO layers of the standard IEEE802.15.4 which is the de‐facto standard for sensor
networks at present. The chip used works with a data rate of max. 250 kb on the licence‐free carrier
frequency of 2.4 GHz. The TmoteSky uses an internal antenna, which is printed on the circuit board.
Furthermore it is possible to attach an external antenna by an optional aerial plug. The power supply for the
mote is provided either by two AA batteries or over the USB plug of the mote. With the input voltage range
of the node from 2.1 to 3.6V it is possible to operate the battery almost up to the lower unloading point of
2*0,9V. However the external flash only works to min. 2.7V, which must be taken into account here.

IMTEK SWAM
In the SWAMs project, the development of the system introduced here is carried out at the institute for
microsystem technology of the University of Freiburg. The mote is represented in figure 26.
Over the backplane it is possible to extend the node by new hardware components. The flexibility of the
system is guaranteed by the use of a programmable sensor/actuator interface. This facilitates the represented
programmable analogue IC ispPAC30 in figure 27. The configuration of the module is done by software
developed by IMTEK.
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Figure 26: evaluation system SWAMs

Figure 27: block diagram SWAMs
The microcontroller in use is the C8051F020 from Cygnal. The module operates on a maximum clock
frequency of 16 MHz. As a special feature of this IC the input reinforcements of each of the eight 12 bits ADC
inputs can be adjusted separately. Analogue signals can therefore be specified with different input ranges to
use the complete resolution of the AD converter.
Another special feature of the system is the programmable analogue module ispPAC30 from Lattice. This
makes it possible to program analogue operation amplifier circuits through a digital interface. Therefore the
analogue signals can be pre‐conditioned before the digital processing of the sensor values. It is therefore
possible to clear up a sensor signal, superimposed with disturbances, by an adaptable filter. The digital post‐
processing can be reduced considerably and processor performance can be saved through this.
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The communication is alternatively carried out via a Bluetooth or a ZigBee module. By the modular style
these can be exchanged depending on wish. When using a ZigBee interface the SWAM is fitted with a radio
module from Radiocrafts. Unlike the other introduced motes SWAMs are provided without an operating
system, such as TinyOS. The programming is carried out using assembler or C. Access functions for all
modules of the SWAMs are provided by IMTEK. Considerable more system‐specific problems must
therefore be considered for the programming. The porting of TinyOS to the SWAM is planned. No operating
system specially designed for SWAMs is available.

3.4. European Research Activities
Currently, there are running several research activities on European level (6th FP of IST) which are dealing
with Wireless Sensor Networks and related topics [38]. In the following table and paragraphs you will find a
short overview on these activities, a concluding summary can be found in chapter 5 of this document.
Table 4: European Research Activities
Activity

Instrument

Start:
Duration

Angel:

STREP

06/2006:
30 months
(ongoing)

STREP

06/2006:
36 months
(ongoing)

STREP

08/2004:
30 months
(finished)

Coordination
Action

09/2004:
24 months
(finished)

IP

09/2004:
32 months
(finished)

STREP

09/2006:
36 months
(ongoing)

STREP

09/2006:
36 months
(ongoing)

IP

09/2006:
42 month
(ongoing)

Advanced Networked embedded platform as a Gateway to
Enhance quality of Life
AWARE:
Platform for Autonomous self‐deploying and operation of
wireless sensor‐actuator networks cooperating with AeRial
objEcts.
CoBIs:
Collaborative Business Items
EMBEDDED WiSeNts:
Cooperating Embedded Systems for Exploration and
Control featuring Wireless Sensor Networks
RUNES:
Reconfigurable Ubiquitous Networked Embedded Systems
SENSE:
Smart Embedded Network of Sensing Entities
μSWN:
Solving Major
Networks

Problems

in

MicroSensorial

WASP: Wirelessly Accessible Sensor Populations

Wireless
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Angel:
The ANGEL project aims at providing methods and tools for building complex heterogeneous systems in
which Wireless Sensor Networks (WSNs) and traditional communication networks cooperate to monitor and
improve the quality of life in common habitats, e.g., home, car and city environment. In particular the
maintenance of the personal health potentiality will be addressed.
AWARE:
The AWARE project is committed to the development of a platform that will enable the cooperation of
autonomous aerial vehicles with ground wireless sensor‐actuator networks comprising static and mobile
nodes. The platform will offer self‐deployment, self‐configuration and self‐repairing features by means of
cooperating autonomous helicopters. It is stated that these features are highly relevant in natural and urban
environments without pre‐existing infrastructure or in situations where the infrastructure has been damaged
or destroyed.
CoBIs:
The Collaborative Business Items project (CoBIs, http://www.cobis‐online.de/) developed a new approach to
business processes by involving physical entities with embedded sensing, computing and wireless short‐
range communication in enterprise environments. These items have unique digital identities, embody
sensors to monitor their state and environmental conditions, communicate peer‐to‐peer, collaborate in order
to fulfill collective services (such as observation of conditions that no single Item could obtain
independently), and interface back‐end systems to make their service integral with overarching business
processes. Several possible application scenarios relevant to industry have been identified during the course
of the project, some of which were implemented and put into field trials to show operation in a real‐world
environment. In particular, the monitoring of storage regulations for hazardous chemicals was trialed at a
chemical plant of BP in the UK, and a self‐configuring RFID smart shelf was developed for the clothing
industry.
The central concept of the CoBIs project was to use a common service paradigm throughout all layers, from
the enterprise application down to the logic executed on sensor nodes. A middleware was built based on a
service‐oriented architecture (SOA). The middleware allows the deployment of business logic in the form of
services to the edge of the network. CoBIs focused on providing the basic SOA framework as well as the
tools to monitor and manage the network. Using a SOA in the context of distributed embedded devices as
well as sensor and actuator networks solves several problems usually associated with such systems, namely
the integration of sensors and actuators with enterprise systems as well as the management, monitoring and
administration of a system with highly distributed logic. In addition to the SOA framework, a set of reusable
collaborative services has been defined and described in a newly developed service description language.
Three different sensor network platforms, namely Particles, μNodes and Sindrion, were integrated with the
middleware through a common abstraction layer. The different platforms have different characteristics;
depending on the application scenario, one needs to choose the most suitable technology. On the layer of the
sensor network itself, significant advancements were made: improved energy efficiency, a reliable data
dissemination protocol, and facilitated node programming will help to make the application of wireless
sensor network technology to industrial applications a reality.
Concepts and technologies developed within CoBIs are expected to also influence SOCRADES, via the work
carried out by SAP, which was leading CoBIs.
EMBEDDED WiSeNts:
Embedded WiSeNts aimed to increase the awareness and to find out a vision as well as a roadmap towards
wireless sensor networks and cooperating embedded systems within the academic community and, most
importantly, within the manufacturers of proper technologies as well as potential users community.
Embedded WiSeNts technologies will be available to selected decision makers in academia and industry. So
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two bodies will be established to increase the awareness of this technology within the academic community
and, most importantly, within the industrial producer and user community: The Industry Cooperation
Board (manufacturers, adopters, system integrators), as well as the Cooperating Partners Group (academics,
research).
RUNES:
The RUNES project (www.ist‐runes.org) represents a major European effort with a vision to enable the
creation of large‐scale, widely distributed, heterogeneous networked embedded systems that interoperate
and adapt to their environments. The inherent complexity of such systems must be simplified for
programmers if the full potential for networked embedded systems is to be realised. The widespread use of
network embedded systems requires a standardised architecture that allows self‐organisation to suit a
changeable environment. RUNES aims to provide an adaptive middleware platform and application
development tools that allow programmers the flexibility to interact with the environment where necessary,
whilst affording a level of abstraction that facilitates ease of application construction and use. This will allow
for a dramatic cut in the cost of new application development and a much faster time to market. The project
will also examine the potential uses and implications of the technology, develop demonstrator systems and
design training courses to aid in dissemination of RUNES technology.
RUNES considers applications in several domains including healthcare, emergency services, factory
automation, retail, in‐home safety and security etc. For SOCRADES the common ground is in the factory
automation sector, which is heading towards shorter product lifecycles and greater customisation, so that
manufacturing facilities have to be more flexible with the corresponding knock‐on effect for the control and
information systems. Being able to reconfigure and adapt control and information systems is something that
will be directly facilitated by RUNES. Through the use of networked sensors, and process control
algorithms, a manufacturing operation can quickly and efficiently alter its operational parameters to
improve performance or to enable the addition of an entirely new flow.

Figure 28: Overview of the RUNES technology
The RUNES project has the vision to enable the creation of large‐scale, widely distributed, heterogeneous
networked embedded systems that interoperate and adapt to their environments. The inherent complexity of
such systems must be simplified for programmers if the full potential for networked embedded systems is to
be realised. The widespread use of network embedded systems requires a standardised architecture that
allows self‐organisation to suit a changeable environment. RUNES aims to provide an adaptive middleware
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platform and application development tools that allow programmers the flexibility to interact with the
environment where necessary, whilst affording a level of abstraction that facilitates ease of application
construction and use. This will allow for a dramatic cut in the cost of new application development and a
much faster time to market. The project will also examine the potential uses and implications of the
technology, will develop demonstrator systems and will design training courses to aid in dissemination of
RUNES technology.
SENSE:
To create a system in which distributed embedded devices cooperate to form and maintain a self‐consistent
global world view from local sensor information and which is robust to the addition and removal of devices
from the network. The SENSE project will realize such a system, and test it in a rich, realistic environment
(the International Airport Krakow). The system is based on intelligent nodes which perceive their
environment using audio and video sensors. The sensors form a network to exchange information about the
environment at a semantic level, independent of individual sensor types.
μSWN:
μSWN project focuses on researching and developing generic and reusable Software and Hardware
solutions which are common to existent and potential future Wireless Sensorial Networks (WSN). The
project is driven to research software and hardware solutions to route systems sensor data in different
scenarios. These solutions aim to contribute to establish a WSN standard for design and development
solutions. Additionally, the research will also focus on WSN communication protocols that make use of low
memory and energy as well as small bandwidth.
WASP:
The WASP project aims at the development of an autonomous and intelligent infrastructure, which
incorporates a wireless sensor network. The development of a cost‐efficient infrastructure that encourages
application driven optimisation of the network composed of generic nodes. The deployment of the
developed infrastructure within a prototype, based on selected applications, to validate both the sensor
network design and the genericity of the offered design.
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4. WSN requirements for industrial applications
4.1. Factory automation
To address the needs of factory automation, we will figure out the specific demands of the common
architecture of factory automation and have a look at the current technology, its strengths and weaknesses.

4.1.1. Characteristics of factory automation
Factory automation installations are often made up of hierarchically organised systems that consist of
different levels like machines, production cells and MES or ERP systems. Each of these levels has its own
requirements, but in general, with present‐day architectures, the further down to the machine level we get,
the tighter is the coupling and the more we need to consider low latency, synchronous data transfer.
In factory automation we currently have lots of actuators, which have a demand for a power supply.
The use of WSN in factory automation is not so much driven by the fact that communication has to cover a
broad area, as this is common in the process industry. Instead, the driving factors for wireless solutions are:
•
•
•
•
•

Lower cost;
Higher flexibility;
Robustness;
New Applications.
Moving equipment, e.g. robots.

4.1.2. Current technology
On the other hand, there is a challenge to keep up with the achievements that wired communication on the
shop floor level has already established. Therefore it is absolutely necessary to identify the right
requirements based on the right use cases. Current field busses often have much better characteristics and
offer more features than needed for a given automation solution. Just requiring the same qualities as we see
in today’s field busses will not yield a valid condition for an adequate WSN solution.
Therefore we also need to consider the weaknesses of today’s solutions; they may prove being drivers for
WSN applications. The main factors are:
•
•
•
•
•

Cost of cable;
Problems with cable connectors;
High engineering effort;
Low flexibility;
Mobile scenarios are (nearly) not possible or to expensive (trailing cable).

Finally, we need to consider the challenges that are imposed by the current technology:
•
•
•
•

High data rates;
Low latency;
More robust peer to peer connection;
Less interference with other technologies.

4.1.3. Scenarios
Having identified these weaknesses and strengths, we can move on to scenarios. Factory automation often
demands synchronous data transfers with high throughput. These scenarios are not the first choice for WSN
solutions. Instead we concentrate on a few specific scenarios that seem to match the WSN strengths better.
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4.1.4. Cable replacement
Here we can address the situation where a cable has drawbacks and the cableʹs strengths are not the
important factors. That could be semi‐mobile applications, currently solved by a contact ring, or trailing
cable. Also, we could consider scenarios where communication cables are very expensive (because of
physical robustness, or length). Interestingly, in many of these scenarios the power might not be the
problem: The WSN nodes do not always need to be power autarchic, especially when the communication
involves actuators. We can see a different price tag for power cables versus communication cables, which
enables solutions that have a power cable but wireless communication.
In any case, the challenges of current cable based solutions must be met: the communication must have high
throughput, low latency and a certain degree of responsiveness. Additionally, availability and robustness
must suffice.
In the following, the requirements that target most of the issues related to the use of a wireless infrastructure
are given. In the first place, the most prominent ones are described in detail. A more detailed overview,
which clusters the requirements depending on the system issues they address, can be found in the tables at
the end of this chapter.

4.1.5. Network topology
In order to fulfil the required latency, the network topology has to be designed to support this design goal.
Therefore, wireless networks for the factory automation domain will most likely have a star topology with
the sensors and actuators at the outside and some kind of gateway in the centre of the star. This is to ensure
predictable response times throughout the system architecture.

4.1.6. Determinism
A wireless network for factory automation purposes has to guarantee deterministic behaviour, which means
that upper bounds can be given for the responsiveness within the system. This does not necessarily mean
low response times. The exact numbers depend on the target domain. Only the deterministic behaviour
makes wireless systems applicable for automation purposes.
It is worth recalling here that future automation architectures, including those employing WSNs, will more
and more rely on intelligent devices that take over most of the processing burden nowadays concentrated in
central equipment like PLCs. Whereas current systems are necessarily based on cyclic operation, in which
the central equipment periodically polls the state of a set of sensors and updates the state of a set of
actuators, tomorrowʹs automation systems will be primarily event‐driven. Thus, it will be possible to instruct
a temperature sensor to only send a notification message when the measured temperature exceeds a given
threshold, rather than cyclically interrogate the sensor for its current temperature value and check centrally
whether this value is still within bounds. Not only is this approach obviously much more efficient in terms
of network usage, which is particularly valuable in the case of WSNs, but it also relaxes the real‐time
response requirements for the sensors and actuators. There still needs to be some periodic interrogation in
order to ensure the aliveness of the sensors and actuators, but this ʺheartbeatʺ type of network traffic can be
of a much lower frequency than that required for cyclically scanning the sensors and actuators for their
operational values.
While the advantages of an event‐driven approach cannot be dismissed, this approach also adds some new
problems. In a time‐driven, periodic approach, it is easy to guarantee deadlines compared to the event‐
driven approach, as all the times are given and known in advance. For an event‐driven approach, it is hard
to guarantee that under all circumstances, all relevant events will pass through the network in time or even
that they will get through at all. On the other hand, many wireless sensors will have no mission‐critical role
and usage of a cyclic polling scheme hampers flexibility, e.g. adding a sensor to a system in operation would
be no easy task. Furthermore, some WSN technologies (like TSMP in the Dust network) are specifically
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designed for periodic operation; adjusting them to an event‐driven usage would be very difficult.
Experimentation will have to show the relative importance of each of these aspects.

4.1.7. Dependability
The use of a shared communication medium brings many issues concerning availability and reliability into
play. A reliable data transmission comparable to a wired connection cannot be guaranteed out of the box
when using a wireless system. In order to meet the requirements of the factory automation domain, at least
an equal level of dependability concerning the wireless data transmission is crucial for the use of a wireless
infrastructure. System downtimes because of unreliable wireless communication are unacceptable for
customers in the factory automation business.

4.1.8. Engineering
In a wired infrastructure, where the sensors and actuators are connected to input/output components of the
system, certain parts of the engineering process are done implicitly. This is especially true for all aspects that
deal with the semantics of the system elements. Therefore additional requirements arise that must be
fulfilled by the engineering system. It has to provide the user a strategy for solving the semantics related
issues in wireless infrastructures with the constraint of not complicating the engineering process and thus
increasing engineering costs. Potential savings due to not having to bring out the wires must not be ruined
by far more complex engineering processes.

4.1.9. Mobile HMI
Wireless infrastructures bring many new possibilities into play especially concerning user interactions with
the wireless system components and the system as a whole. In order to empower a user to handle a wireless
infrastructure, intelligent concepts for the HMI must be integrated into the system and its components.
The following tables cluster the requirements for a wireless infrastructure and address many different issues
connected to wireless infrastructure.
Communication

Response time

Details
Depending
upon the
application

Timestamping
Dynamic network devices
Time synchronisation
Table 5: requirements for communication

Details

Availability

High available system functions

99,999%

Only parts of a system function have to be highly available
Table 6: requirements for availability
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Localisation

Details

Outdoor positioning
Indoor positioning
Relative position information
Absolute position information
Table 7: requirements for localisation
Diagnosis and Maintenance

Details

Self diagnostic feature of the wireless network
User interface for maintenance queries to the network
Replacement of network components
Technological domain model
Support of the user workflow
Table 8: requirements for diagnosis and maintenance
HMI

Details

Interaction with dedicated system components
Interaction with the network as a whole
Role concept for mobile HMI
Localisation of the mobile user
Mobility of the user within the wireless infrastructure
Semantic description of the user's environment
Table 9: requirements for human machine interaction
System Platform

Details

Unified system platform for all network components
Platform concept for different device types
Table 10: requirements for the system platform
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Details

Security
Access control to the wireless network
Secure data transmission within the network
Single Sign On7
Table 11: requirements for security
Details

Power Supply
Energy efficiency

Up to several years,
depending on application

Replacablility
Rechargeability
Table 12: requirements for power supply
System Integration

Details

Integration into existing system infrastructures
Integration into existing engineering systems
Table 13: requirements for system integration
Engineering

Details

Support for choosing the right system components
Integrated network simulation
Support for avoiding coexistence problems
Integrated planning of the radio communication
Table 14: requirements for the engineering system
Details

Safety
Dedicated system functions can be performed with a
safety integrity level (SIL) of up to 3
Safety related and non-safety related functions can be
performed in parallel
Table 15: requirements for safety

4.2. Process automation
4.2.1. Environmental conditions
It is hard to specify environmental conditions within process automation without generalising, since there
are many types of application areas. The text in this chapter should therefore be considered as guidelines
which apply to the majority of cases.
7

The user has to sign on (log on) to the network only once.
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Generally, industrial environments are harsh on equipment. Many process industries, like the pulp and
paper business and mining business, are also normally very dirty with oil, grease and other types of
contaminators covering the plant – food and drug processing industries being the obvious exceptions. Hence
mechanical robustness and protection in terms of EX classification and such are important in order for any
equipment to sustain the environmental conditions.
Today, the number of WSNs in a given area of a plant is limited, probably less than three with typically 10‐
20 nodes. This number is expected to increase in the coming years. Most commonly, WSNs are located
indoors in the plant. In oil and gas plants the WSN can, however, be located outdoors. Line‐of‐sight (LOS)
between the sensors is desirable, but typically LOS cannot be guaranteed.

4.2.2. Application related requirements
In typical process automation environments the number of nodes is between five and ten in a 30x30 meter
room. Note that the nodes are probably not evenly spread out in this area but rather grouped in small
clusters. The node density per square meter is not very high (probably 2‐3 at most) since increased node
density also leads to more interference. From this it is clear that the distance between the nodes can be quite
different, ranging from 1 meter to 30‐50 meters.
In cases where polling‐based communication is used, update times are typically 50 ms or more. Alarms are
however typically event driven. The communication load per node and second varies but payloads of 50‐100
bytes are not uncommon. Packets are usually about twice that size due to protocol overhead.

4.2.3. Device and system related requirements
Sensors do not have a local HMI and the interface could be a PDA or laptop. Interfaces to existing industrial
communication systems could be DTM, UPC or a gateway solution.
Security is becoming more important in process automation. It is however difficult to protect wireless
communication and it is therefore likely that safety‐critical information is not transmitted using WSNs.
Battery is the most commonly used power source in WSNs with a supply voltage of about 3 Volts. The
supply voltage can be higher for actuators. It is not unlikely that the supply levels will decrease in the future
to enable lower power consumption. The minimum life time of the batteries is impossible to predict since it
depends very much on the application. As a rule of thumb the batteries should last for at least five years in
most WSNs.
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5. Summary, conclusion and outlook
A remarkable increase of sensing points within industrial automation systems may lead to totally new
automation concepts that make industrial processes more efficient. However, the integration of many
sensors and actuators is not efficiently possible with communication networks which base on a wired
infrastructure. That means promising sensor/actuator networks have to be wireless.
This report characterises technologies, standards and available solutions but also developments which
concern single elements of the complex subject of wireless sensor/actuator networks. Based on this
preparatory work, the following paragraphs summarise several assumptions which could be drawn out of
this first task. These assumptions – which have to be verified during the future work – are the basis for the
next task which is dealing with the architecture of the SOCRADES WSN solution(s).
As can be seen from chapter 3.3.6 in combination with chapter 4.1, power supply for network nodes is one of
the most crucial points when developing a WSN. Nevertheless, the development of corresponding energy
sources would be (firstly) out of the partners’ technical scope and (secondly) a too costly and time
consuming effort to be dealt with in SOCRADES – this means that SOCRADES WP3 is dealing with the
WSN infrastructure and will have to build on already available solutions and their limitations with regard to
the energy aspect.
Having the energy problem in mind, the WP3 partners intend to try a stepwise approach that first will try to
solve the related challenges for WSNs without actuators involved, as an actuator normally needs much more
energy than a sensor. If the challenges with the sensors are solved appropriately, a next step could be the
involvement of actuators – but this might be out of the time frame of the SOCRADES project.
As can be seen from the state of the art in chapter 3 there already exist a variety of solutions for WSNs. The
WP3 partnersʹ assumption in this context is, nevertheless, that for technical reasons these solutions are
mainly suitable for home automation or process automation applications (c.f. the CoBIS‐refinery application
example or the RUNES project). Even those solutions which have factory automation in their focus (WISA)
seem to be fairly specialised (for e.g. robot cells) and not suitable for a broad and general usage in factory
automation. Unfortunately, most of the mentioned research activities are still in their infancy (all started in
2006) and, thus, by their nature cannot build a reliable platform for an industrial solution as it is aimed at in
SOCRADESʹ WP3. Against this background, it seems to be reasonable to concentrate on a general concept for
WSNs for factory automation in SOCRADES. This is a promising research field with a broad spectrum of
applications, but – so far – without adequate solutions in the market.
However, the RUNES platform and their Chipcon 2420 chip seems to be an approach worthwhile
considering in more depth in SOCRADESʹ D3.2 deliverable which is dealing with the WSN architecture.

As the main topic of SOCRADES is the usage of Web Services protocols to enable a seamless SOA from the
sensor level up to the ERP level, another task of WP3 is to evaluate the possibility to involve such kinds of
services within the WP3 WSN infrastructure. Against this background table 16 below summarises some
properties of the wireless technologies studied in this report, how these technologies can be used for WSN
and if they might be suitable for running Web Services, especially using DPWS. For deciding if a technology
is suitable for Web Services, the following calculations were done: the data from section 4.2.2 ʺApplication
related requirementsʺ above indicate that 50 to 100 bytes of payload are to be sent out in an interval of
100 ms. It is recalled that this is not an optimal assumption, since it assumes polling‐based rather than event‐
driven operation, which should not be the preferred WSN mode of operation as it drains more power than is
desirable (cf. section 4.1.6). On the other hand, it is more difficult to give hard guarantees in an event‐driven
approach, which makes this approach less robust in terms of determinism and dependability.
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In order to evaluate the requirements of DPWS, the following calculations are performed: The protocol
overhead (essentially SOAP + WS‐Addressing, TCP and IP overheads neglected) for either a request or a
response is less than 600 bytes in case of textual message encoding. The following SOAP message (a
command for switching on a light) may serve to illustrate this order of magnitude:
<?xml version="1.0" encoding="UTF-8"?>
<s:Envelope
xmlns:s=http://www.w3.org/2003/05/soap-envelope
xmlns:a=http://schemas.xmlsoap.org/ws/2004/08/addressing
xmlns:d="http://www.example.org/Lighting">
<s:Header>
<a:To>http://192.168.220.158:9867/4d11027c-3367-11dc-979c-0015001ed740</a:To>
<a:Action>http://www.example.org/Lighting/SwitchPower/Switch</a:Action>
/s:Header>
<s:Body>
<d:Power>ON</d:Power>
</s:Body>
</s:Envelope>

In this example message, which is 417 bytes long, the size of the payload (<Body> element) is 38 bytes.
However, textual encoding of XML information is considered not to be a viable option in the context of
wireless networks where bandwidth is a scarce resource: for information exchange with WSN nodes, only
binary encoding of the XML Infoset has a chance to be adequate. Over the past several years, various
approaches to achieve such ʺbinary XMLʺ have been proposed and evaluated. In particular, the W3Cʹs
Efficient XML Interchange (EXI) Working Group (http://www.w3.org/XML/EXI/) has devoted considerable
effort to measure the merits of various encoding techniques for a variety of usage scenarios. In November
2006, the EXI WG decided to retain the ʺEfficient XMLʺ encoding technique, which the EXI measurements
showed to outperform all alternative techniques for a wide variety of usage scenarios. ʺEfficient XMLʺ is a
tested and proven technology developed by an American company called AgileDelta
(http://www.agiledelta.com). AgileDelta claims that Efficient XML encoding is nearly as compact as hand‐
crafted binary encoding. At the time of this writing, the first public draft of the Efficient XML specification
has just been published by W3C (http://www.w3.org/TR/exi, dated 16 July 2007). This specification will need
to be studied, implemented and experimented with in order to determine the actual compression rates
achievable for control messages such as the one shown above. In the meantime, we will use an ʺeducated
guessʺ for the purposes of this document, viz. a compression rate of 5, the minimal figure announced by the
Fast Infoset encoding scheme. Since the EXI WG measured Fast Infoset to be less efficient than Efficient
XML, this estimate can safely be assumed to be conservative.
Table 16 summarizes some evaluations for each of the wireless technologies presented in this document.
In the columns ʺSuitability for DPWS, textualʺ and ʺSuitability for DPWS, binaryʺ, an average message
length of 800 bytes and 140 bytes, respectively, is assumed. For the former case, in order to send a message
every 100 ms, we would need a bandwidth of 8 Kbytes/s, or about 64 Kbits/s for one node, that is, one
communication pair. Similarly, for the latter case, a bandwidth of 1.4 Kbytes/s, or about 11.2 Kbits/s would
be required. Note that the bandwidth presented in the table is the raw bandwidth; protocol overhead other
than that of the SOAP protocol is not taken into account.
Using these data, it has been calculated for each of the wireless technologies whether it might be suitable for
DPWS and, if so, how many communications a wireless node can handle concurrently.
Technology

Bit rate (Kbit/s)

Suitability for WSN

Suitability for
DPWS, textual

Suitability for
DPWS, binary

802.11

up to 11 Mbit/s (11b)
up to 54 Mbit/s (11a, g,

+ high bandwidth
‐ high power consumption

up to 170
communications

up to 970
communications
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h)

(11b)
up to 840
communications
(11a, g, h)

(11b)
up to 4800
communications
(11a, g, h)

802.15.4

up to 40 Kbit/s
(900 MHz)
up to 250 Kbit/s
(2.4 GHz)

+ power consumption can be
held low

no (900 MHz)
up to 4
communications
(2.4 GHz)

up to 3
communications
(900 MHz)
up to 22
communications
(2.4 GHz)

ZigBee

(on top of 802.15.4)

+ especially designed for WSN

cf. 802.15.4

cf. 802.15.4

6LoWPAN

(on top of 802.15.4)

+ especially designed for WSN

cf. 802.15.4

cf. 802.15.4

ISA‐SP 100

(on top of 802.15.4
2.4 GHz in 1st version)

yes

cf. 802.15.4

cf. 802.15.4

UWB

up to 480 Mbit/s
(ECMA‐368)

depends on upper layers
power consumption unclear

up to 7500
communications

up to 42,800
communications

Bluetooth

up to 723.2 Kbit/s
(downstream,
asymmetric, 802.15.1)

possible, but Scatternets are
more theoretical than practical
currently

up to 11
communications

up to 64
communications

GSM, GPRS,
HSCSD,
UMTS, EDGE,
HSDPA

up to 53.6 Kbit/s
(GPRS)
up to 14.4 Mbit/s
(UMTS)

no, requires infrastructure

no (GPRS)
up to 250
communications
(UMTS)

up to 4
communications
(GPRS)
up to 1280
communications
(UMTS)

WirelessHART

(on top of 802.15.4
2.4 GHz)

yes

cf. 802.15.4

cf. 802.15.4

CrossBow

uses 802.15.4, ZigBee

yes

cf. 802.15.4

cf. 802.15.4

Millenial Net

based on 802.15.4
2.4 GHz

yes

cf. 802.15.4

cf. 802.15.4

Dust

based on 802.15.4
2.4 GHz

yes

cf. 802.15.4

cf. 802.15.4

ArchRock

based on 802.15.4
2.4 GHz

yes

cf. 802.15.4

cf. 802.15.4

WISA

based on 802.15.1
transceiver “extended
to up to 32 bit
payload”

no

cf. Bluetooth

cf. Bluetooth

WiBree

up to 1 Mbit/s

most probably: no

up to 15
communications

up to 89
communications

Table 16: Technology comparison regarding suitability for WSN and Web Services
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Of course, a further consideration to be taken into account is the amount of available resources in each of the
network nodes. The current (proof‐of‐concept) implementation of DPWS targets platforms with 512 KB of
flash memory and 96 KB of RAM, as exemplified by the STR912 component from ST Microelectronics. This
can easily be accommodated by high‐end motes like Imote2, but not in motes like the MicaZ, which uses an
ATMega128 providing 4 KB of SRAM, 4 KB of EEPROM, and 16 KB of Flash memory. This limitation is
expected to be relaxed by two evolutions:
•
•

the redesign and modularisation of the DPWS implementation;
the further densification of electronic components resulting in higher memory capacities for a given
surface and a given cost.

However, although it is clear that this relaxation will occur someday in the future, it cannot be easily
predicted when this will occur. Additionally, it may be expected that such devices which need no less energy
than current ones.
The overall conclusion of this survey of technologies seems to be that some of the existing technologies are
capable of supporting DPWS‐based communications with long battery life for non‐trivial environments, but
experimental evidence is required to support this finding. UWB looks promising, but its power consumption
is unclear. 802.15.4 with its many derivates is very well suited for WSN. The possibility of running DPWS on
top of 6LoWPAN seems quite promising, but, again, requires confirmation through experimental evidence.
802.11 is very well suited for DPWS, but its power consumption makes it almost unusable if no external
power supply is available. The variants utilising mobile networks, like GPRS and UMTS, cannot operate in a
WSN, thus, they can be safely neglected in the context of this project.
Resultantly, it seems UWB and IEEE 802.15.4 are the most promising technologies. Thus, they will be further
examined in the following tasks and deliverables of the project. With regard to the usage of DPWS, its
integration into a WSN gateway is certainly feasible – its direct implementation into WSN nodes has to be
further investigated.
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