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Executive Summary
Integrating devices with business processes can bring benefits to enterprise applications. In D6.2 we have
investigated an approach to enable the integration of SAP Enterprise systems with shop floor devices based
on DPWS.
The development of such integration architecture (as proposed in D6.2) raises research questions that must
be first investigated to ensure the achievement of the project’s goals. In this deliverable we depict our initial
efforts towards integrating shop floor devices with back-end applications via three different prototypes:
•

Error! Reference source not found.: This prototype was realised by SAP and Schneider Electric, showing
that an integration of DPWS devices i.e. a Robotic Gripper controlled by a PLC and a wireless sensor
node, can be coupled with an existing SAP product (MII) and a Web application.

•

Error! Reference source not found.: This prototype is under construction where Loughborough,
Schneider Electric, Ford/Jaguar and SAP will demonstrate full control of a test rig via Web Services and
as example a machine breakdown response will be shown via an SAP system.

•

Error! Reference source not found.: This prototype is under construction where ifak and SAP will
demonstrate control of a small manufacturing facility via Web Services and its connection with SAP
systems.
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1

Introduction

The aim of this deliverable is to present the ongoing efforts on enterprise integration. The initial concepts of
the project as well as the integration architecture have been set in D6.1 and D6.2. D6.3 is a deliverable for
prototype and report. While code has been continuously developed, testing in practice the concepts laid out,
this document focuses on the report of the overall activities with focus on the prototypes to be demonstrated.
As such we report on our initial efforts for integrating devices with enterprise systems that are compliant
with the targets set by the project. In parallel we are working towards further defining and specifying the
components that were already identified as key ones for the integration.
The scope is to demonstrate Enterprise Integration. As such this deliverable focuses on three different
prototypes:
•

Error! Reference source not found.: This prototype was realised by SAP and Schneider Electric, showing
that an integration of DPWS devices i.e. a Robotic Gripper controlled by a PLC and a wireless sensor
node, can be coupled with an existing SAP product (MII) and a Web application.

•

Error! Reference source not found.: This prototype is under construction where Loughborough,
Schneider Electric, Ford/Jaguar and SAP will demonstrate full control of a test rig via Web Services and
as example a machine breakdown response will be shown via an SAP system.

•

Error! Reference source not found.: This prototype is under construction where ifak and SAP will
demonstrate control of a small manufacturing facility via Web Services and its connection with SAP
systems.

All of the above efforts have already been or are scheduled for external demonstrations at various events.
Their feasibility is a proof of concepts with respect to the Enterprise integration that will allow us to move
towards more complex scenarios eventually realising the final objectives of the project.

2
2.1

Wireless Sensor Controlled Robotic Gripper
Scenario

An example of an underlying manufacturing process for the short-term prototype is the assembly of a car
body in a production line in the automotive sector. The robot gripper takes e.g. the mirror of a car and brings
it in the right position in order to enable another robot arm to attach it to the rest of the car. Under normal
conditions the robotic gripper would perform this task every time a car body passes by. To ensure that the
robot arm does not overheat and break, Sunspot wireless sensor nodes check the temperature at the relevant
location right before the gripper starts its operation, e.g., open or close. This temperature value is then
pushed to SAP MII via the SOCRADES eventing mechanisms and used as an input value for a
corresponding business rule. As we know from previous tests, a robot gripper in this environment should
not exceed a temperature of 45°C. Therefore, if the threshold is exceeded, a business rule triggers necessary
countermeasures. It stops the gripper in order to prevent damage and invokes appropriate enterprise-level
services. This includes visualizing the stopping of the gripper, e.g., by changing its colour in an Alert
Resolution Dashboard to red, as well as updating the underlying production order status. If the order is
critical, this might even result in informing the key account manager about the fact that an order for his
client might get lost. The timely information about production delays has the potential to prevent lost sales,
which are more likely to occur if customers do not receive their order in time and are not informed
appropriately about it.
To support this idea we consider a simple setting with two DPWS devices:
•

A robotic arm that can be operated through Web Service calls. Additionally it offers status information
to subscribers through the SOCRADES eventing system.
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•

A wireless sensor node providing various information about the current environment, posted as events.
Furthermore, the sensor nodes provide actuators that are accessible through standard service calls.

The manufacturing process is created on the shop floor using a simple service composition scheme: from the
atomic services offered by the arm (such as start/stop, etc.) a simple manufacturing process p is created. The
robot is sensitive to high temperatures. As a consequence it is identified that the manufacturing process
cannot continue if the temperature rises above 45 °C. The robot may not have a temperature sensor (or this is
malfunctioning), nevertheless, the manufacturing plant is equipped with a network of wireless sensor nodes
providing information about the environment. Thus, in order to enforce the business rule, the chief operator
uses a visual composition language to combine p with the temperature information published by the serviceenabled sensor node: t.
In pseudo code, such a rule looks like:
if (t > 45) then p.stopTransportProcess();
Furthermore, the operator instantiates a simple gauge fed with the temperature data (provided by t). For this
purpose he uses manufacturing intelligence software and displays the gauge on a screen situated close the
robot. Finally, the sales manager can also leverage the service oriented architecture of this factory. Indeed,
the output of the business rule is connected to an ERP system which provides up-to-date information about
the execution of the current orders. Whenever the process is stopped because the rule was triggered, an
event is sent to the ERP system through its Web Service interface. The ERP system then updates the orders
accordingly and informs the clients of a possible delay in the delivery.

2.2

Components

This section describes the architecture of our prototype from an abstract point of view. Its aim is to
understand the functionality, of which the next section will describe the concrete implementation.

2.2.1

Functional Components

The system comprises four main components as shown on Figure 1 that we shall briefly describe:
•

Smart Devices: Manufacturing devices, sensors and Smart Things (or Smart Objects) are the actors
forming an Internet of Services in the factory as well as outside of the factory. They all offer Web Service
interfaces, either directly or through the use of gateways or service mediators. Through these interfaces
they offer functional services (e.g. start/stop, swap to manual/ automatic mode) or status information
(e.g. power consumption, mode of operation, usage statistics, etc.).

•

Composite Service: The component aggregates and orchestrates the services offered by smart objects. It
is in charge of exposing coarse-grained services to the upper layers. In the case of the robotic arm for
instance, it will invoke the open(), close() and move(...) operations in a certain order and use them to offer a
doTransportProcess(...) service.

•

Business Logic Services and Visualisation Services: In our prototype, the business logic services are
supported by a service composition engine and visualized using a visualization toolkit. The former
component is used to model business rules or higher-level processes, known as business logic services in
our architecture. As an example the operator can use it to create the business rules exposed above. The
latter component is used to build a plant floor visualisation of the devices’ status and the overall process
execution. As an example the operator can instantiate and use a set of widgets such as gauges and
graphs to monitor the status of the machines. The production manager can also use it to obtain real-time
graphs of the process execution and status.

•

Enterprise Applications: This is the place of high-end business software such as ERPs or PLMs. The idea
at this level is to visualize processes rather than the machines executing the processes. This layer is
connected to the plant-floor devices through the other layers. As such it can report machine failures and
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plant-floor information on the process visualization and workflow. Furthermore, business actions (e.g.
inform customers about a possible delay) can be executed based on this information.

Figure 1 - The DPWS service bus

2.2.2

Cross-Component Communication

In a mash-up, the architecture is not layered but rather flat, enabling any functional component to talk to any
other. Such architectures need a common denominator in order for the components to be able to invoke
services on one another. In our case the common denominator is the enhanced DPWS. Each component is
DPWS-enabled and thus, consumes DPWS services and exposes a DPWS interface allowing to invoke the
operations it offers. The service invocations can be done either synchronously or asynchronously via the
Web Service eventing mechanism. For instance the temperature is gathered via a subscription to the
temperature service (asynchronous) whereas the transport process is stopped by invoking an operation on
the process middleware. Figure 1 depicts the architecture by representing the components connected to a
common (DPWS) ESB (Enterprise Service Bus). Note that this is a conceptual representation as the service
bus is not a distinct physical entity; rather, its functionality is realised by software components inside each of
the entities connected to the bus.

2.3

Implementation

The system described here is a reference implementation of concepts described in the architecture rather
than a stand-alone concept. Therefore it uses and extends several software and hardware components rather
than creating them from scratch. In this section we will describe what these components are and how they
interact together, taking a bottom up approach.

2.3.1
•

Functional Components

Smart Devices: The wireless sensor network providing temperature information is implemented using
the Sun Microsystems’ SunSPOT sensor nodes. Since the nodes are not Web Services enabled, we
implemented a gateway (as described in D6.2). This gateway captures temperature readings and
provides it as DPWS services that one can subscribe to. The gateway component hides the
communication protocol between the SunSPOTs and exposes their functionalities as device profile Web
Services (DPWS). More concretely the SunSPOT offer services for sensing the environment (e.g.
getTemperature()) or provides output directly on the nodes (e.g. turnLightOn(Color)). The robotic arm is
implemented as a clamp offering DPWS services for both monitoring and control. The clamp makes
these operations available through DPWS SOAP messages on a PLC (Programmable Logic Controller)
over the gateway. For monitoring services (e.g. getPowerConsumption()) the messages are issued directly
on the gateway standing for the clamp. For control services the idea is slightly different.
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Figure 2 - MII indirect (left) vs. direct (right) connectivity to (DPWS) devices
•

Composite Service: Typical operations at the clamp level are openClamp() and closeClamp(). In order to
consistently use these operations on the top floor we need to add some business semantics already on
the shop floor. This is the role of composite services which aggregate a number of coarse-grained
operations (e.g. openClamp()) and turn them into higher level services. This way the start(), openClamp(),
closeClamp(), move(x), stop() operations are combined to offer the startTransportProcess() service.

•

Business Logic Services and Visualization Services: Services offered by both the sensors and the clamp
are combined to create a business rule. The creation of this business logic service is supported by MII,
SAP’s Manufacturing Integration and Intelligence software. As mentioned before, the primary aim of
this software is to offer a means for gathering monitoring data from different device aggregators on the
shop floor such as MESs (Manufacturing Execution Systems). This functionality is depicted in Figure 2.
Since the SOCRADES infrastructure proposes to DPWS-enable all the devices on the plant-floor, we can
enhance the model by directly connecting the devices to MII. Additionally, MII offers a business
intelligence tool. Using its data visualization services we create a visualization of process related and
monitoring data. Finally, we use the visual composition tool offered by MII to create the rule. Whenever
this rule is triggered the stopTransportProcess() operation is invoked to stop the clamp.

•

Enterprise Applications: Whenever the business rule is triggered, MII invokes the updateOrderStatus()
on the ERP. As mentioned before the latter component displays the failure and its consequences (i.e. a
delay in the production) in the list of orders. Additionally, if the alert lasts for a while, it informs the
customer by email providing him with information about a probable delay.
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Figure 3 - Interactions when the business rule is triggered

2.3.2

Cross-Component Communication

Figure 3 presents the communication amongst the components whenever the business rule is triggered. At
first the SunSPOT dispatches the temperature change by placing a SOAP message on the DPWS service bus.
The MII is subscribed to this event and thus receives the message, which it feeds it to its rules engine. Since
the reported temperature is above the threshold MII fires the rule. As a consequence it invokes the
stopTransportProcess() operation on the Process Service middleware. This component contacts the clamp and
stops it. Furthermore, MII triggers the updateOrderStatus()operation on the ERP. The latter system updates
the status of the related order accordingly and decides whether to contact the customer to inform him by
email about the delay.

Figure 4 - Enterprise View of the Shop-floor
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Figure 4 depicts the enterprise view of the shop floor. On the top-left one can see the MII view on the status
of the gripper and temperature devices as well as a graphical representation of the current temperature. On
the bottom-left side shows the design of a business rule on MII. On the top-right side a Web interface
designed on Ruby on Rails shows dynamically the status of the back-end system messages as well as the
affected order. Finally on the bottom-right side the manager can see in real time a geographical distribution
of the factories (in Google maps) as well as their status with indicative colours.

Figure 5 – Demonstrator Testbed
Figure 5 depicts the demonstrator testbed where the two visual interfaces are depicted in the two monitors
(MII on the left and dynamic Web based GUI on the right). The robotic clamp, the alarm, as well as the
Programmable Logic Controller (PLC) are connected via IP over Ethernet to each other. The SunSPOT sensor
is connected wirelessly via IEEE 802.15.4 with a base station attached to the USB port of the computer.
The main goal of our demonstration is to show initial efforts towards:
•
•
•
•
•
•
•
•
•

DPWS-based integration
High level composite services
Enterprise control via Web Services
Business process monitoring
Cross-layer alerts
Enterprise visualization
Automatic workflow for alert resolution
Timely information dissemination and visibility
Better customer relationship management

This prototype has already been demonstrated at SUN Microsystems ITEA 2007, as well as during a
University of Darmstadt course, and will be conceptually analyzed [1] and demonstrated live at the “Internet
of Things” 2008 conference. The SOCRADES consortium has released a video3 explaining and
demonstrating the above prototype, which has already been referenced in several blogs, as well as on the
SUN Microsystems Web site for SunSPOTs (www.sunsportworld.com).

3

Coordinated remote breakdown response and analysis

This prototype demonstrates a co-ordinated production breakdown response scenario from the SAP MII
system using information from Web Service enabled manufacturing devices. The SAP MII system will be
invoked from an Orchestration service that is controlling and monitoring the run time of an automated line
that is started by the SAP MII service. The SAP MII service will demonstrate how an automated and coordinated breakdown response can be conducted using Web Service based devices. A process that is
enhanced by the SAP MII’s access to data from WS enabled elements on the factory floor. This enables the
3

http://www.youtube.com/watch?v=K8OtFD6RLMM
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SAP system to extract data from this level to suit the needs of higher level decision making services,
therefore enhancing the process.

Figure 6 - Demonstrator Architecture
As Figure 6 illustrates the SAP MII system will enable a bridge between enterprise and breakdown response
services from various organisations and the factory floor elements in the scenario. The SAP MII will provide
a WS support infrastructure to the operation of the factory elements with part of this being breakdown
analysis based on data from the element level and co-ordination of higher level enterprise services in the
response.

3.1

Business Case

At Ford, production monitoring and response procedures are carefully defined and standardised. For
example, in cases of machine breakdown well laid out procedures exist to respond to fault situations.
However overall response times are currently dependent on many actors following manually set out
procedures. For example, a machine operator may be required to make a call to maintenance engineering in
a set time and the engineer’s subsequent decision making process again needs to be carried out properly,
within specific time limits, if production is not to be seriously affected. In reality it is virtually impossible to
ensure that all elements in this process are working to their maximum potential, and after the event to
accurately evaluate the level of performance achieved. However, the application of Web Services at the
device and breakdown response levels has the potential to enable a more effective, standardised, response to
problems and more accurate performance evaluation. This is because specific data can potentially be directly
gleaned from the production line devices via monitoring-services and if needed the surrounding services can
then be interrogated. Furthermore, the higher level co-ordination system can call in other services such as
maintenance support in specifically agreed ways according to defined workflows. In addition any changes in
the line occurring during the response can be detected and factored into the response.

3.2

Implementation

At Loughborough University, Ford / Jaguar have supplied a test rig (from Festo) that embodies the control
characteristics of a typical automated automotive production line in miniaturized form. This test rig is
essentially a multi-station machine consisting of sequenced and interlocked mechanisms. It consists of four
main stations with numerous actuators and sensors. A picture of the rig can be seen in Figure 7 while a
schematic explanation of it provided in Figure 8.

12/18

Early prototyping of integration

Figure 7 - Test Rig

Figure 8 - Test Rig explanation

3.3

Demonstration Scenario

The scenario we will demonstrate will involve the full control of the Festo test rig via the use of Web Services
linked to the FTB distributed control devices supplied by Schneider Electric. The FTB devices are based on
ARM microcontrollers and support both local control, and communication via Ethernet-based Web Services.
The use of FTBs therefore enables the direct control or monitoring of actuators and sensors using Web
Services. The Web Services on the device are implemented using the DPWS standard. Currently the control
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in the demo involves the basic orchestration of the individual components on the rig in response to actuator
movement and sensor readings. This enables the rig to run to completion successfully managing the
handling of work pieces.
The supported integration scenario will involve the SAP MII software calling a Rig Orchestrator to start the
process of the execution of a production line. This process will take place and involve the invocation of Web
Services at device level by the Orchestrator. However any error conditions that occur (e.g., time-outs, sensor
failures) will be passed back to the Orchestrator and subsequently propagated to the SAP MII system for a
breakdown response action.
The MII will then analyse the fault and check the status of surrounding services. Based on this analysis the
SAP MII system would demonstrate co-ordination between both other higher level enterprise services and
other lower device level services in the process of breakdown diagnostics.
Below is the breakdown response, the full run will be the same without the errors and faults.

Figure 9 - Breakdown response scenario
Figure 9 shows a simple breakdown scenario. The details of the system are being finalised, but the strategy is
to align the supported functionality with Ford’s current POSMON, production monitoring and integration
system, whilst demonstrating improved performance in terms of ease of device integration, improved
response times and better traceability. The demonstrator will also be used to progressively investigate and
evaluate alternative, more highly distributed, low-level control and integration strategies.

3.4

Service Interfaces

In the initial prototype demo simple Web Service interfaces will be implemented, e.g., for the most basic
controlled devices the interfaces will be Start, Stop and GetStatus. Co-ordination will initially be achieved
via a central orchestrator, within this will be stored necessary device-level workflows and interlock data to
support both control and breakdown response to the SAP system.
For example the Hopper that consists of 3 sensors and 1 actuator is represented by 4 Web Service interfaces
listed below.

14/18

Early prototyping of integration

Figure 10 - Hopper Web Service Interfaces

Figure 11 - Hopper Component
The sets of interfaces have been designed to aid the orchestrated control of the individual components on the
device. It is envisaged that as the prototype system evolves a more distributed approach to orchestration will
be evaluated.

4

DPWS-enabled Manufacturing Facility

SAP ERP Supply Chain Management (SCM) solutions are enabled with Web Service technologies to bring
the ERP closer to the shop floor. In this experimental setup, a prototype of a production facility that
manufactures red and black tokens is considered. The production facility is exposed to the ERP using Web
Services. The Production planner in the SCM Suite identifies the available stock of red and black tokens. It
also has the knowledge about the planned orders in queue from the ERP system. Based on the availability
and the requirements, the next production orders are executed.
The prototype hardware used as the shop floor (depicted in Figure 12) is a replication of a small
manufacturing facility that does common tasks like picking, placing, moving, drilling, proximity sensing and
stocking. The operations are controlled by a Siemens S7 300 PLC. The PLC is controlled by a middleware
layer which hosts a set of operations and control tasks for the entire shop floor facility.
The SAP system uses DPWS to discover and use services offered by a SOA-enabled production cell (through
the mediator). The Supplier delivers two kinds of raw materials (red and black parts) in arbitrary sequence.
The SAP system asks the production cell to produce the next item until all orders are fulfilled. The
production cell reports back the colour of the last produced piece (black or red) and whether the processing
was successful (yes/no). If the processing was not successful, the piece is separated as scrap.
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Figure 12 – Manufacturing Facility Model

Figure 13 – Integration approach via a Mediator
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Web Services using the DPWS stack is integrated to this middleware host (Figure 13). It exposes Web
Services to start production, stop production and clients can also subscribe to events like failure and status of
individual tasks in an operation and the produced token. A client that subscribes to these events stores the
data in a MySQL based database table. This table is exposed to a transaction in the SAP MII v12.0 as a data
source. A MII based ERP GUI is polling the database every second to keep itself updated about the
manufacturing status of the shop floor. Upon completion of each task in the operation the status of the assets
is updated. At the end of the production, the manufactured token is also known in the MII which in fact can
inform the PP module of the SCM to plan further production orders.

Figure 14 - Shop-Floor Status
Figure 14 depicts the status of the current production order from the ERP system and its status.
Simultaneously the status of the shop floor is then known from the DPWS based Web Services that keep the
MII updated.

5

Conclusions

Having concluded the initial conceptual work as reported in D6.1 and D6.2, we move towards incrementally
prototyping concepts. In this report we focus on three prototypes underway, that demonstrate our initial
integration efforts in WP6. Their feasibility is only a proof of simple concepts with respect to the enterprise
integration that will allow us to move towards more complex scenarios eventually realising in a Lego-like
way the final objectives of the project.
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Terms

Abbreviation

Explanation

MII

XML xApp Manufacturing Integration and Intelligence (former xMII)

xApp

Composite Application built on XML

BAM

Business Activity Monitoring

PLM

Product Lifecycle Management

ESB

Enterprise Service Bus

XML

eXtensible Mark-up Language

ROI

Return of Investment

MES

Manufacturing Execution System

KPI

Key Performance Indicator

ERP

Enterprise Resource Planning

DCS

Distributed Control System

CRM

Customer Relationship Management

BI

Business Intelligence

XI

SAP Exchange Infrastructure
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