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Executive Summary  

 
This deliverable presents the work carried out under work package 4, particularly under 
tasks 4.2 and 4.3. It also summarizes work carried out in combination with other tasks 
within work package 4 as well as with other work packages. 
 
The main technical challenges involved in implementing control over wireless are 
discussed. These concern control design, communication system design and also 
coordination between these two system components. 
 
The control systems need to perform reliably in the presence of unreliable 
communications. We have developed solutions which deal with packet losses and jitter. 
 
Communication system has to be geared towards the quality of service demanded by real-
time control. The properties of wireless communication systems are described. 
 
Abstractions for overall control and communication system design, the so-called cross-
layer approach, are presented and used for design. 
 
Experimental studies of control performance and communication system behavior is 
presented. The integration of wireless sensor and actuator network with web services, 
demonstrated in June 2008 is presented. 
 
The different chapters in this deliverable thus cover the different activities carried out 
under tasks 4.2 and 4.3. 
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1 Introduction  
Control over wireless involves the control system, the wireless communication setup used and their 
interaction. Work package 4 of the SOCRADES project carried out research and development activities on 
this subject. This deliverable reports the theoretical research, numerical and simulation studies, experimental 
investigations and demonstrations carried out through tasks 4.2 and 4.3. 

1.1 Scope of work  

The task of control over wireless can be broadly separated into the following topics: 

• Models for wireless sensor and actuator networks 

• Control algorithms and strategies to handle jitter, lost packages, temporarily lost nodes, degrading 
bandwidth etc. 

• Traditional control loops under communication constraints 

The development of robust and reliable networked automation will require network-aware control 
implementations that work well in the presence of communication delays and packet losses.  

Models of wireless sensor and actuator networks can be of different levels of detail. The simplest model is 
one where network links simply have date rate limits. For the purpose of control design, we need to depict 
the limits on data-rates as well as the uncertainties of the wireless channel. Given such models, the 
traditional control design approaches are inadequate for our purposes because they do not take into account 
the fluctuations of the wireless channel and the drastically lower data rates afforded by these channels. In 
this work package, we have studied the design of control systems with such fundamental models. We have 
studied the effect of outages and delays and also schemes to compensate for them. We have also examined 
the multi-user aspects of control over wireless. Through simulations, theoretical studies and experiments, we 
describe methods for dealing with the problems presented by the wireless channel. 

We also studied the pure communication aspects of this problem. We studied aspects of wireless 
communications for real-time applications since control loops are real-time applications and indeed reside in 
the application layer according to the OSI-architecture. 

For scalable industrial control with robust performance, abstractions which combine features of the control 
systems as well as the communication system are necessary. This kind of abstraction, with more details is 
called the cross-layer approach and provides insights not possible by analyzing the control and 
communication systems separately. Our studies using the cross-layer approach provide answers to 
questions of scalability and optimal use of limited communication rates. 

Within this work package we have planned and executed experiments and demonstrations. These have 
established the feasibility of control over wireless as well as the SoA integration for a prototype laboratory 
process. This process, namely the water-tank process captures the key properties of the level-control system 
in the flotation process at Boliden. This effort has also involved collaboration with other work packages, 

Next, we describe the key aspects of a recently introduced wireless communication standard which is meant 
for industrial use. The WirelessHART standard is a motivating standard for work package 4 because of its 
potential use for real-time control. Many aspects of our investigations on feasibility of industrial control over 
wireless have incorporated aspects of the WirelessHART standard. 

1.2 The WirelessHART standard  

WirelessHART is an extension to the (wired) HART standard, that provides an optional low cost, relatively 
low speed (e.g compared to IEEE 802.11g) wireless connection. It adopts the IEEE 802.15.4 physical layer and 
operates in the 2.4 GHz ISM radio band using 15 different channels. The communication between the devices 
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is performed using Time Division Multiple Access (TDMA) with time slots of 10 ms. A series of time slots 
form a super-frame which can be of arbitrary length. WirelessHART also enables channel hopping to avoid 
interferences and reduce multi-path fading effects. One or more sources and one or more destination devices 
may be scheduled to communicate in a given slot. The slot may be dedicated to communication from a single 
source device or a slot may support shared communication. In the latter case, the MAC protocol used is 
CSMA/CA. HART is loosely organized around the ISO/OSI 7-layer model for communication protocols. 

 

 
Figure 1: The structure of a WirelessHART network 

 

The Structure of a WirelessHART network is shown in Figure 1. All communications of the WirelessHART 
Network pass through the gateway. Consequently, the gateway must route packets to the specified 
destination. The gateway uses standard HART commands to communicate with network devices and host 
applications. The plant automation network could be a TCP-based network, a remote IO system, or a bus 
such as PROFIBUS DP.  The Network Manager creates an initial super-frame and configures the Gateway. A 
detailed description of the components of a WirelessHART network is given in [1] 

1.3 Outline of the rest of the deliverable 

The chapters of this document describe the different components of the activities of work package 4. 
However, these chapters are not exhaustive descriptions of the work. We provide pointers to our 
publications where further details can be obtained. The list of references similarly, covers mainly the 
activities within this work package.  

Chapter 2 covers the simulation of design of control loops under uncertain communications in the wireless 
network. Chapter 3 focuses on aspects of the communication systems for wireless industrial control. In 
chapter 4, we address cross-layer abstractions of the overall system. Next, in chapter 5 we detail the 
demonstrations presented so far. Finally, chapter 6 describes the premises for future work within the work 
package 4. 
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2 Control under uncertain sensor and actuator communications 
The wireless channel is unreliable in the sense that it drops some packets. This introduces periods of outages 
of measurement within a control loop as well as delays. In this chapter, we describe our theoretical and 
simulation studies on the effect of delays and outages. 

In section 2.1, we describe the result of simulation studies carried out using the TrueTime simulator.  We 
provide a description of the components needed for simulating control loops over a wireless channel. Then, 
the results of the simulations provide insights on the use of the WirelessHART standard, the different 
performances of the PI and Predictive PI controllers, a comparison of WirelessHART and ZigBee and also 
the effect of packet losses. 

In section 2.2, we describe a novel predictive outage compensator scheme. This involves an actuator with 
some computational resources in line with the vision for industrial wireless control applications.  By adding 
this intelligence at the actuator, we reap performance benefits for a variety of plants, chiefly the ones with 
oscillatory modes. 

In section 2.3, we introduce new control design rules which compensate for varying delays in the loop. The 
variation in the delays is caused by the wireless channel. Such variation is bounded because of the presence 
of Time-outs in the communication schemes. The design rules are for PID control which is very widely used 
in industry. 

2.1 Simulation of control algorithms subject to communication outage and jitter 

The following sections describe the simulation of wireless control using the WirelessHART standard. 
Specifically two issues are addressed; clock drift between controllers and wireless network and package loss. 
The simulations have been done using an extension of the Simulink package TrueTime.  

More details on the analysis and results can be found in MSc theses [38][39] and conference publications 
[4][5].  

2.1.1 Description of TrueTime 

This section describes the use of the original Matlab/Simulink-based simulator TrueTime, which  facilitates 
co-simulation of controller task execution in real-time kernels, permits to design networked control systems 
simulating real-time kernels, network transmissions (using wired or wireless networks), and continuous 
plant dynamics. TrueTime is constituted by a six blocks library and by a collection of C++ functions with 
corresponding MATLAB MEX-interfaces. These functions are divided into two groups. One permits to 
configure the simulation by creating tasks, interrupt handlers, monitors, timers, etc. The other functions are 
real-time primitives that are called from the task code during execution and provides for AD-DA conversion, 
changing task attributes, entering and leaving monitors, sending and receiving network messages, etc. 

2.1.1.1 TrueTime Kernel Block 

One of the blocks contained in the library is the Kernel. It is a MATLAB S-function that simulates a CPU 
with a real-time kernel, A/D and D/A converters, a network interface, and external interrupt channels. The 
kernel is designed following a real-time model with a ready queue and a time queue. It is also characterized 
by records for tasks, interrupt handlers, monitors and timers that have been created for the simulation. The 
kernel executes an arbitrary number of user-defined tasks and interrupt-handlers that may also be created 
dynamically at run-time. Tasks may be periodic to simulate activities such as controller and I/O tasks, or 
aperiodic to represent activities like communication tasks and event-driven controllers. Aperiodic tasks are 
executed by the creation of task instances (jobs).  
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2.1.1.2 The TrueTime Network Block 

The TrueTime network block permits to simulate medium access and packet transmission in a local area 
network choosing different communication protocols: CSMA/CD (e.g.~Ethernet), CSMA/AMP (e.g.~CAN), 
Round Robin (e.g.~Token Bus), FDMA, TDMA (e.g.~TTP), and Switched Ethernet. Only packet-level 
simulation is supported. It is, in fact, assumed that the messages have been divided into packets at higher 
protocol levels. When a node tries to transmit a message (using the primitive ttSendMsg), a triggering signal 
is sent to the network block on the corresponding input channel. At the end of the transmission, the network 
block sends a new triggering signal on the output channel corresponding to the receiving node. Each 
receiving node has a buffer in which the transmitted message is put.  

2.1.1.3 The TrueTime Standalone Network Blocks 

The stand-alone network blocks are two, the ttSendMsg and the ttGetMsg. They can be used to send 
messages using the network blocks without using kernel blocks. This permits (not having to initialize 
kernels, create and install interrupt handlers, etc.) to build quickly a simulation, without creating any M-
files. 

2.1.1.4 The TrueTime Wireless Network Block behaviour 

The wireless network block simulates medium access and packet transmission. Originally it implemented 
two kinds of communication protocols, 802.11b/g (WLAN) and 802.15.4 (ZigBee). The possibility to use also 
WirelessHART has been added. The block permits to simulate WirelessHART communication and study 
issues such as clock drift, delay and packet loss.  

2.1.2 Implementation of Wireless HART in TrueTime 

The WirelessHART MAC protocol has been implemented with some C++ functions with corresponding 
MATLAB MEX-interfaces. The main function (ttMAC.cpp) implements the algorithm that permits the access 
to the medium. In the following sections some technical details will be described.  

2.1.2.1 MAC Protocol 

WirelessHART uses TDMA and channel hopping to control the access to the medium. Each device has a 
table in which all the information for the communication is specified. When a device wants to transmit a 
message it must call the MAC function that reads the device table and checks if the device is allowed to 
transmit. If yes, the transmission is permitted otherwise it is blocked. The channel hopping technique 
permits that different devices transmit in the same time slot using different channels. WirelessHART also 
allows the use of shared slots, for that reason a collision detection system has been implemented. When a 
device tries to transmit in a shared slot the MAC function verifies the status of the channel. If the channel is 
occupied a back-off is computed.  

2.1.2.2 Devices Tables 

In the WirelessHART protocol it is specified that each device must have a particular table in which all the 
communication details are specified. The main information that the table must contain are the time slots in 
which the device has to communicate, the information for the channel hopping technique, the device with 
which the communication has to be done and the information about each link (for example if the link is 
shared).  

2.1.2.3 Synchronization of Device Tasks 

In TDMA communication each device must know when the start of a time slot occurs. For that reason the 
first operation in the MAC function is to read the actual simulation time from the MATLAB environment. 
With this value the device is able to compute the actual slot time: 
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where the exectime is the execution time of the device task that has called the MAC function. The SlotSize is 
fixed to 10 ms in WirelessHART and the SuperframeSize is the number of slots contained in a superframe. 
Clock drift is not taken into account. All the devices of the network are considered synchronized according 
to the WirelessHART specification. 

2.1.3 Modified TrueTime 

In this section some new utilities in TrueTime, implemented to improve the behavior and the use of the 
network, are described.  

2.1.3.1 Nodes in the 3D Space 

Originally TrueTime allows to co-locate the devices on a 2D plane. It does not permit to build up a real 
scenario in which the nodes could be placed at different heights, for example attached to the same column. 
For that reason, the possibility to specify the (X,Y,Z) coordinates (meters) in the space for each node has been 
introduced (see Figure 2). 

 

Figure 2: Nodes in 3D Space 

This new information has to be considered in the computation of the signal power received during a 
transmission. Considering the new coordinates, the distance between the node i and the node j is: 

( ) ( ) ( )222
jijiji zzyyxxd −+−+−=  

This new computation of the distance is used in the calculation of path loss. 

2.1.3.2 External Noise Port  

The TrueTime default error probability function takes into account a signal to noise ratio SNR, for the 
transmitted packet i, computed in the following way: 

ij

i

receiverreceiver
N
j

receiver
i PP

P
SNR

−∑
=
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where Preceiveri is the power of the packets i, and the first part of the denominator is the total power at the 
receiver node. This formula considers the interferences due to other nodes, but does not take into account 
other sources of interferences like thermal noise, fading or other radio traffic not belonging to this network. 
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For that reason an input port is added. It permits to specify for each device an external source of noise that 
can be, for example, a white noise block or a sequence of measurements taken from a real case (see Figure 3). 

 

Figure 3: Noise Port 

This external contribution is introduced as 

ireceiverreceiver
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ij
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where Ni is the contribution of this new component to the SNR of the transmitted packet i. 

2.1.3.3 Noise and Time Correlation 

In a real environment, where the nodes are fixed in one place and not in movement, if an event causes 
interferences, the effects produced by this will not vanish immediately, but will have an impact also in 
subsequent moments. Considering this fact, a time correlation is introduced in the computation of the 
interferences: 

iii VaNN += −1  

( )2,~ vviV σµΝ  

where α (currently fixed at the value of 0.9) is a coefficient that indicates the correlation between two 
samples, and N(µv,σv2)  a normal distribution with mean µv and variance σv2. The initial value of the 
sequence, N0, is picked from the external noise port. To choose with which order of magnitude of 
interference to work, it is possible to set µv and σv2 of the gaussian noise from the mask interface of the 
wireless network block.  

2.1.3.4 Packets Lost Signal 

To have a complete mastery of the simulation, it is useful to monitor the packets lost situation. For this 
reason, a new graphics function has been added. It allows to highlight in a chart when a packet is lost, due to 
a collision, external interference or excessive attenuation of signal. This permits to study in a simpler way 
how it affects the control performance. 

2.1.3.5 Fixed Packet Loss Functionality 

To study the problem of packet loss in the wireless control networks and to compare the results of different 
solutions, the possibility to fix the time intervals in which the packets are lost has also been added. This is 
done by supplying in the mask for the wireless network block a vector:  
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[ ]nstopnstartstopstartstopstart tttttt ∆∆∆∆∆∆ ...2211  

where Δtistart is the instant, in seconds, when the network start to lose packets and Δtistop is the final instant of 
the interval.  

2.1.3.6 Wireless Network Mask Modification 

The possibility to choose the WirelessHART MAC protocol in the wireless network block mask has been 
added. WirelessHART uses the same parameters as for Wlan and ZigBee with the addition of three fields to 
set the number of channels, the size of the slot and the superframe length. All the features can be configured 
using this mask, except for the device tables that have to be specified into a MATLAB M-file. 

2.1.3.7 Integrating the MAC Into Each Device 

In the original version of TrueTime the wireless network block is responsible for the implementation 
of the MAC protocols of all the devices, as well as the simulation of packets loss and graphic plot. 

 

Figure 4: Original MAC Functionality 

This does not correspond perfectly to reality. In fact, in a real environment, each device has its own 
MAC sub-layer. When a device wants to access the network it has to interrogate the MAC in a local 
way (see Figure 5). 

 

Figure 5: Modified MAC Functionality 

  

2.1.4 Simulation of Process Control with WirelessHART Networks Subject to Clock Drift 

Consider a system like the one shown in Figure 6. 
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Figure 6: Wireless Scenario 

The sensor sends the data to the gateway over a wireless network. The gateway writes the data in the I/O 
board of the controller through a wired connection. When the control signal is computed, the information is 
sent back to the gateway by wire and to the actuator using the wireless network. Using a wireless protocol 
like WirelessHART all devices that are part of that network are synchronized. The controller, however, is not 
part of the wireless network and in the case in which no synchronization with the wireless nodes can be 
guaranteed. Thus, if periodic tasks are used to execute sensing, actuating and control calculation and if the 
controller is affected by clock drift, a delay can appear in the closed loop system.  

 

Figure 7: Delay due to Clock Drift 

This is illustrated in Figure 7. The control signal computed at time t4 uses the sensor value from t1, but will 
not actuate until t6. The total delay in this case is not equal to the standard delay L=t3-t1 but instead equal to 
D, where 

LHttD +=−= 16  

From Figure 7, it is clear that clock drift between the controller and the WirelessHART network can cause a 
delay equal to one superframe.  

In the simulations we have studied two different controller types: 

• A conventional PI controller because of its frequent use in industry. 

• A special case of delay compensating controllers; the predictive PI (PPI) controller 

 

2.1.4.1 PI Controller 

The continuous-time parameterization of the PI controller is  









+=

sT
KsC

I
c

11)( , 

where Kc and TI are the controller gain and integral time respectively. A digital implementation has been 
used where the control signal is calculated according to  
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In this work, we have used controller settings in accordance with the lambda tuning technique, which 
assumes that the process is described by a first order system with time delay  
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Using an approximation of the deadtime and cancellation of the open-loop denominator the following 
tuning rules result  
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where lambda is the desired time constant of the closed-loop system. 

 

2.1.4.2 The PPI controller 

The predicting PI controller (PPI) is a particular Smith predictor. Consider: 
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As in lambda tuning, the design method is to chose a controller that cancels the process pole and 
makes the other closed-loop pole equal to s=-1/lambda, where lambda is the desired response time of 
the closed-loop system. 

 

Figure 8: PPI Controller 

The controller parameters obtained are the following: 

K
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The controller is: 
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The controller can be seen as a PI controller that acts on a predicted error, which is the actual error 
compensated for past control actions that have not yet appeared at the output. From that it takes its name, 
Predicting PI controller. Choosing lambda=T gives the controller a particularly simple form also depicted in 
Figure 8.  
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To implement a digital PPI, it is necessary to convert to the discrete domain: 
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The equation to update zk is : 
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and it is possible to obtain the digital control command: 

1−+= kkck zeKu  

In Figure 12, the reference tracking for this implementation of the PPI is compared with the PI performance.    

 

2.1.4.3 Simulations of systems with delay due to clock drift using wirelessHART protocol 

In this section the problem of delay due to the clock drift in the controllers like the AC800M will be treated 
Fehler! Verweisquelle konnte nicht gefunden werden.. All the tests have been made using simplified 
plants with one loop in which the devices communicates using the WirelessHART protocol. The model 
considered is a stable first order system: 

12
25.0)(
+
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s

sG  

The global scheme of the control system is illustrated in Figure 9. It has been constructed in a Simulink 
environment, using the TrueTime modified wireless network block.  

In this control system there is only one loop. The sensor sends the measurement to the gateway that is 
responsible to communicate with the controller using a wired protocol (like Profibus or Fieldbus) and to 
send the control signal to the actuator using the wireless network. The communication between sensor, 
gateway and actuator is provided by the WirelessHART protocol with a superframe size of 1 s and a time 
slot of 10 ms. The communication schedule is shown in Figure 10. 

Looking at this schedule, it is possible to notice that after the transmission between the sensor and the 
gateway (S -> GW) there are some empty slots. These slots are left empty to simulate the same idle time of 
the case in which there are several loops. In this specific scenario the time elapsed between sensing and 
actuating (dead-time) is 0.5 s. If the controller is affected by the clock drift the dead-time increases, 
influencing the system performance. The clock drift in digital devices is usually around 10-5 but this value 
would require several hours of simulation before the delay appears in the system. Using a bigger value of 
the clock drift, the simulation needs less time and the results are the same. For this reason the clock drift 
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value has been fixed equal to 0.005 in the controller kernel block. This setting means that the controller clock 
is faster than the simulation clock and it gains 5 s every 1000 s.  

Figure 9: Control System 

Figure 10: Communication Schedule 

 

2.1.4.4 Simulation comparison of PI and Predictive PI control 

In this section the performances of a PI controller and a Predictive PI will be compared in order to 
understand how much improvement a PPI may lead to for the problem of the clock drift. Consider the first 
order model and a square wave reference with a 50% duty cycle and period of 60 s. The controller 
parameters are computed following the lambda tuning rules. With lambda=T=2 for this plant the resulting 
setting is Kc=4, TI=2. In this specific case has been chosen K=0.25, lambda=T=TI=2 and Ts=1. In case the 
controller suffers from clock drift, the performance decreases as it is shown in Figure 11, where it is 
compared to the case without drift. 

In fact, the drift of the clock causes a delay of one cycle (in this scenario 1s) when the control signal is 
computed after the actuation so the dead-time becomes equal to 1.5 s instead of 0.5 s. Looking at Figure 11, it 
is possible to notice an overshoot in the reference tracking when the system is affected by the extra delay.  
This overshoot disappears when the drift is equal to one cycle and the actuator task executes again after the 
controller. 

Looking at Figure 12, it is possible to notice that when the system is affected by the delay, the step response 
of the PPI is better than the one of the PI. However, it is of course worse when the system has no extra delay, 
since the PPI is implemented considering a fixed delay of 1 s.  

2.1.4.5 A hybrid PPI controller 

To increase the performance of the controller, it is possible to notice that the control signal of the PPI in case 
of no delay (D=0) is equal to the PI control signal. Considering the PPI implementation the hybrid controller 
can be described with the following equations:  
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Figure 11: Reference Tracking using the PI controller 

Figure 12: Comparison between PI and PPI 
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When the system is not affected by the delay, the controller is a normal PI. Then, when the drift of the clock 
causes a delay, the control switches to the Predictive PI. Like it is shown in Figure 13, the controller can be 
described as a finite state machine with two states: one state is D=0 (no delay) and the controller is a normal 
PI, the other state is D=1 (delay of one cycle) and the controller is the Predictive PI. The status changes 
depending on a variable that depends on the drift. 

 

 

Figure 13: Finite State Machine: D=0 no delay. D=1 delay of 1 cycle 
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2.1.4.6 Detection of the delay due to the drift 

The detection of the exact instant in which the drift introduces the delay is fundamental for the correct 
operation of the finite state machine. Consider a time stamp in the sensor data, ts, and to compare it with the 
instant in which the gateway transmits the control signal to the actuator (tGW) (see Figure 14). 

 

Figure 14: Delay Detection Scheme 

 

Notice that all the times are referred to the internal clock of each device. Considering these notations the 
detection of the delay can be explained with the following equations: 

{ dsGW ttt
elseD <−= ,0

,1  

This solution permits to detect the presence of the delay in the system. In this way the transition between 
D=0 and D=1 is detected a cycle later. This is due to the fact that when the gateway executes, the controller 
has already done the computation for that cycle. An improvement to this law is obtained considering the 
trend of the difference tc-ts. 

 

Figure 15: Delay Detection Example 

 

Figure 15 illustrates an example in which the controller clock is faster than the WirelessHart network one. 
The difference between tc and ts is constant and changes only in the instant when the drift introduces the 
delay. Defining: 

sc
t
cs tt −=∆  
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the rule to switch between the two states becomes:  

{ dscGW
t
cs

t
cs

tttD <−
∆≠∆ −= ,0

,1 1  

and the hybrid controller can be described by the following equations: 

{ dsGWkkc
t
cs

t
cskkc

tttzeK
zeKku <−+

∆≠∆+ −
−

= ,
, 1

1
 

In this way the transition between the PI and PPI happens immediately without loosing any cycle. In Figure 
16, the performance of the hybrid controller is compared with the behavior of the previous implementation 
of the PPI and with the performance of a normal PI. 

 

Figure 16: Comparison of Hybrid Controller, PPI and PI 

2.1.5 Simulation of Control with WirelessHART Subject to Packet Losses 

The wireless technology is potentially a useful tool for many control applications. The benefits introduced by 
it are several, but, the cost is a less reliable communication. During the communication, some packets could 
be lost and this corresponds to a lack feedback [5]. For these reasons it is important to implement the control 
loops taking this problem into account.  Many techniques are adoptable in order to reduce the damages 
introduced by an unstable communication. In this section, some different approaches have been considered. 
Studying these results, it is possible to have an idea of what could happen choosing a method instead of 
another. The following solutions are applied assuming a scenario like the one shown in Figure 6. The sensor 
sends its measurement, to the gateway, using a wireless network. Then the gateway communicates with the 
controller by wire, so no packets can be lost. When the control signal is ready, it is passed from the controller 
to the gateway and then, by the wireless network, to the actuator. In each device a periodic task is executed. 

2.1.5.1 Possible methods 

This section presents some possible methods that can be used when packets are lost between the sensor and 
the gateway. 

1. uk=0. When a packet is lost, the controller sends a signal equal to zero. This is of course a choice 
that gives different results depending on the system considered and the reference signal that has 
to be followed. If the system considered is stable, giving a null input, the output of the system will 
tend to the equilibrium point. With other kinds of system it can bring the closed loop to instability. 
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2. uk=uk-1. When a packet is lost the controller sends the previous control signal. A buffer, where to 
memorize it, is needed in the controller. 

These two cases can be applied, also, directly in the actuator if a smart one is usable. If the actuator acts 
periodically, when it is time to execute, if no new data are received, the actuator can read a buffer where the 
old control signals have been stored and it can use the old control value.  It does not matter where the packet 
is lost. The result will be the same also if it happens in the gateway-actuator path. 

3. yk=yk-1 . If no new information on the system output values are available, the controller continues 
working using the last data received. The controller needs a buffer in which to memorize, at each 
execution, the last feedback signal received. 

4. Output estimation. The previous solutions are very simple and do not need any model 
information on the plant that is controlled. Having access to a model, an estimation of the 
feedback value could be done considering the previous data (see Figure 17). 

Figure 17: Observer 

 

When a packet sent from the sensor is lost, the new output could be estimated in the controller. A first 
estimator has been implemented in this way: 

)()()()(ˆ)(ˆ sUsGsUsGsY ≈=  

where Ŷ(s) is the estimated output, Ĝ(s) is a known model of the plant and G(s) is the transfer function of the 
real plant. It is possible to write the observer in a discrete form considering that the control signal is piece-
wise constant. For example, a first order system 
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where Ts is the sample time. 

When the controller task has to be executed, if no new data are available, the control signal is computed 
considering the estimated output. This solution can improve the behavior of the loop, but, if the control 
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signal is affected by a disturbance (see Figure 18), the predictor built in this way is not able to take it into 
account. 

 
Figure 18: Disturbance on the control signal 

To solve this problem a Luenberger observer with an extended state has been implemented. Consider the 
following extended state space: 
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where yk is the output at time k, uk is the control signal at time k and dk is the disturbance at time k which is 
supposed to be constant. In matrix form the system may be formulated as 
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The form of the Luenberger observer for a system like this is: 
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The observer error is: 

1
~)(~
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If the pair (A,C) is observable, it is possible to place the eigenvalues of (A-LC) arbitrarily inside the unit 
circle (the observer being discrete), thus designing L. 

The Luenberger observer has been chosen because of its easy implementation. Moreover, considering the 
simplicity of the systems studied, it was improper to implement a more complex estimator like, for example, 
a Kalman filter. This solution permits to improve the behavior of the system, but it costs a more complex 
implementation of the controller task. Figure 19 shows the performance of the controller using alternatively 
the two predictors.  

The system taken into account has been a first-order system: 
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The controller used is for both the cases a simple PI tuned following the lambda tuning rules. The simulation 
has been done using the modified TrueTime simulator. The same sequence of packets lost has been 
considered for both the simulations to have the possibility to compare the results. The reference and 
disturbance are considered to be square waves with amplitude equal to 1, period of 60s and duty cycle equal 
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to 50%. Considering a square wave reference, but no disturbance, when a packet is lost, the performances are 
the same for both the observers (see Figure 19, top picture). 

 

Figure 19: Performance of the two predictors 

More interesting is to study the disturbance response. The reference signal is set to zero. Notice that in this 
case (Figure 19, bottom picture), when some packets are lost, the simple observer has a worse behavior than 
the Luenberger one. Immediately before 80 seconds 3 packets are lost. While using the Luenberger observer 
the loop is not affected by it, working with the other observer, the reference is not followed. 

2.1.5.2 Results 

Here are presented the results obtained using the previous solutions ( uk=0, uk=uk-1, yk=yk-1 and the 
Luenberger observer) and an improved PI controller [6] (the derivative part has not been used). The 
simulation has been done using the modified TrueTime. A fixed packets lost sequence has been used to be 
able to compare in a easy way the results. The moments in which the packets are lost have been chosen 
considering the reference signal that in this simulation is a square wave. It is possible to see how the various 
solutions and the plants considered react loosing 3, 4 and 5 packets in different conditions. 3 packets are lost 
when the reference is high (t=75s), 4 when the reference passes from the low level to the higher one (t=120s) 
and 5 when it goes down again (t=150s). This represents a kind of worst case scenario. In fact, the loss of 
more than 3 packets, consecutively and just when the reference is changing rapidly, is a very unlucky 
situation.  

The plants considered are: 

Stable first-order system 
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25.0)(
+

=
s

sG  



  23/57 

Integrating system 

s
sG 25.0)( =  

These type of models have been chosen because many industrial plants can be approximated as one of these. 
The wireless protocol used for the simulation is WirelessHART. The scheduling of the tasks (see Figure 20) 
follows the specification of a controller like the AC800M.  

 

Figure 20: Communication Schedule 

The simulations have been made using only one loop, but in the wirelessHART superframe is left the space 
to add more loops. In this way, the behavior of a big plant with several independent loops can be 
considered, but implementing and studying only one of these. The tuning of the parameters of the PI has 
been done following the Lambda tuning rules. In the first order case Treset=2, instead in the integrating case 
Treset=6.5. In the simulation in which the Luenberger observer is used, the eigenvalues of (A-LC) have been 
placed considering the pole of the systems. In the first order case it is obtained l1=0.56 and l2=2.4, in the 
integrating case l1=0.9 and l2=0.8. These values have been found using the MATLAB function "place".  

Figure 21: Results: reference response 

Consider Figure 21. The basic case is the one that shows the standard behavior of the loop without any 
packets lost. As it is possible to notice the best results are given by using the observer or assuming uk=uk-1.  
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Figure 22: Results: Disturbance rejection 

Figure 23: Results: disturbance rejection and noise on the output 

Using instead yk=yk-1, some peaks are introduced. Re-doing the simulation, but considering a reference equal 
to zero and a disturbance on the control signal modeled like the same square wave used before as reference, 
it is possible to notice (Figure 22) that all the methods have, more or less, the same rejection ability. An 
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exception is the uk=0 case whose performance is really bad. Considering, moreover, a white noise on the 
measurements (~10% of the output signal), see Figure 23, and the same disturbance on the control signal, it is 
possible to come to the same conclusions. All the methods have, more or less, the same behavior, but not the 
uk=0 case.  

2.1.5.3 Multi-Hop 

The last solution presented is the possibility to have multi-hop. Consider the case in which, for     example, a 
message sent by the device A to the device B is lost. A can decide to try to send the data via a third device C 
(see Figure 24). 

 

Figure 24: Multi-hop 

 

The node A is able to understand if a message is lost because it will not receive an acknowledge signal by B. 
Attaching a special flag to each packet in which it is specified the final destination device, the node C may 
try to send it to the final device, in this case B. An example, where this method is used , is  presented here. 
The simulation has been done using the modified TrueTime simulator. The scenario is the same as the one 
described in Figure 6, but with 5 nodes ( 2 sensors, 2 actuators, 1 gateway). There are two identical plants to 
control. The two loops have in common the gateway and the controller (see Figure 25). 

 

 

Figure 25:  Multi-hop 

 

The scheduling used to initialize wirelessHART is: 

 

S1 -> GW 

- 

S1 -> A1 

S2 -> GW 

A1 -> GW 

- 

GW -> A1 

- 

GW -> A2 

Table 1: Example of transmission schedule 
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From this scenario it is possible to notice that sensor1 uses the actuator1 node to reach the gateway. Using 
the multi-channel option, in the second slot, the first and the second sensor are able to transmit at the same 
time, making it possible to have a smaller superframe. The controller runs two tasks, one for each loop. The 
one relative to the first loop executes between the third and the fourth slot assuming that the new data is 
ready. The second task computes during the fourth slot. Both the controller tasks implements the same PD 
controller tuned on the plant using a trying and error method. The model of the plants is the following:  
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The above is a motor model used in one of the examples presented by the creators of the original TrueTime. 
Here it has been modified a bit in such a way to have a slower time constant. This is because, having decided 
to implement the simulation using wirelessHART, it is not possible to sample fast enough to control the 
original motor model 

The motor PD-controllers are implemented according to: 
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Ts is the sample time, Td is the derivative constant, K is the gain of the controller and N is a factor for the 
filtering of the derivative part:   
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Hence the ideal derivative sTd is filtered by a first order system with the time constant Td/N. This means that 
high frequency measurement noise is amplified at most by a factor KN. The parameters in the digital 
implementation are  Ts=0.05, Td=0.26, K=14. 

Figure 26 shows the behavior of the two output signals. The simulation is made using the fixed packets lost 
utility in such a way to have the same number of packets lost in both the loops. The first loop, in which the 
sensor tries another hop if the communication is lost, works better than the second one in which, if a packet 
is lost, the old control signal is used. 

2.1.5.4 Comparison between the WirelessHART and ZigBee protocols 

This section contains simulations of control with two alternative communication solutions; WirelessHART 
and ZigBee. These simulations are included only to show the possibilities provided by the modified tool 
(specifically the packet loss functionality). The test scenario is a modification of the DC motor demo that 
comes with TrueTime. We have employed for the motors and controllers the models described at the end of 
the previous section. 
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Figure 26: Performance using multi-hop 

 

In the case of WirelessHART, loop 1 uses multi-hop routing and loop 2 single-hops. The used superframe is 
shown in Figure 27, including the scheduling of the two controller execution tasks that are assumed 
synchronized with the Hart network. For ZigBee the communication is contention based and three 
retransmissions are allowed before dropping a packet. 

 

Figure 27: Superframe Scheduling 

 

A comparison of the simulation results is shown in Figure 28. For this particular (random) pattern of packet 
loss WirelessHART with multi-hop gives a significantly improved control compared to single-hop, and is 
also superior to ZigBee. Notice, however, that no effort has been made to optimize the control performance. 

2.1.5.5 Scheduling of WirelessHART Networks 

In the simulation examples given above, the scheduling problem is not so complex due to the fact that a 
limited number of devices are used. The schedule shown in, e.g., Figure 27, will become quite complex in a 
scenario containing tens or even hundred of nodes. Optimization of such a scheduling problem is not trivial 
and it is a part of the ongoing work in this work package.  
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Figure 28: Simulation of WirelessHART and ZigBee 

2.2 Compensation for packet losses 

In this section, we focus on the problem of communication outages in networked control systems. These 
outages correspond to short time intervals during which sensor data do not reach the controller node or 
control commands do not reach the actuator node. They are due to variations in radio conditions, because of 
moving objects, interference etc. It is hard to prevent communication outages to occur, and it is difficult to 
provide accurate models for them.  

The main contribution of this work is a new predictive outage compensator (POC) co-located with the 
actuator nodes in a networked control system. The POC counteracts unpredictable losses of data in the 
feedback control loop. No modification to the existing controller implementation is needed, which is a 
desirable feature in many practical systems. The POC suggests a replacement command based on the history 
of past control commands. So by a simple tuning phase together with the monitoring of the control history, 
the closed-loop control performance under communication outages can be considerably improved. 

2.2.1 Principle of Predictive Outage Compensation 

When a communication outage occurs the actuator receives no new command from the controller to actuate, 
hence it needs to decide what command to actuate instead. The proposed POC is a generalization of the 
communication outage compensation algorithms used today such as zero-order-hold (actuate the last 
received value from the controller) and applying constant outputs (actuate an apriori decided constant 
value). The general POC idea is to monitor the control signal and use a signal model to extrapolate the signal 
in the event of a communication outage. 

The proposed control setup is shown in Figure 29.  The POC listens to the control signal sent from the 
controller. If the signal is received the POC passes the control signal forward to the actuator and updates its 
own internal states using the received signal. In the case that no control action is received the POC uses its 
internal model to extrapolate the control signal based on the signal model and previous received data. 
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Figure 29: Networked Control System with Predictive Outage Compensation 

2.2.2 Simulation illustration 

To give intuition around the performance for an industrial like system, simulations are performed on a 
system consisting of a double integrator controlled with a basic lead-lag controller. The simulation scenario 
is as follows:  

t=0 The system starts at rest. 

t=2 A load disturbance affects the system and excites it. 

t=5 The communication between the controller and the actuator is lost and the backup policy is activated. 

t=8 The load disturbance disappears. Since there is no communication between controller and 
actuator/compensator the disturbance is invisible and hence it can not be compensated for. 

t=10 Communication is restored and the controller starts to actuate the system in order to get it back into 
rest. 

The compared methods are Zero-Order-Hold (ZOH) and the proposed POC. The simulation results are 
shown in the below figure. As seen, the today commonly used ZOH outage compensator manages to keep 
the system quite close to the nominal trajectory for the first few samples after the outage. However, after 
these initial samples the system trajectory starts growing away from the nominal. When communication is 
restored the controller needs to use a large control signal to stabilize the system again. This would in a true 
system be costly. Figure 30 shows the comparative performances. 

The system response with the POC is exactly the same as the nominal trajectory up until t=8s when the 
disturbance changes. This is the best we can do since we can only follow the nominal trajectory that was 
observed prior to the outage. As the disturbance changes so does the nominal trajectory. However since 
communication is lost, neither the POC, nor any other outage compensator, can detect this change of 
nominal trajectory since it can not measure it. 

2.2.3 Conclusions and future work 

A new general methodology for compensating for communication losses in networked control systems has 
been devised. It has been shown that this method gives significantly improved performance compared to 
previously used compensation schemes without increasing the complexity too much. 

Work is currently being done on implementing the proposed algorithm on a physical laboratory process as 
well as further developing the method for more general disturbances and systems.  

The results have been accepted for publication at the “IEEE Conference on Decision and Control”. For 
further reading around the technical details the reader is referred to the conference paper [7]. 

2.3 Compensation for variable time delays 

The PID (proportional-integral-derivative) controller is the most common controller in industrial 
applications today, and it is likely to be the most important controller also in wireless automation solutions.  
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Figure 30: Performance with respective backup strategy (solid) compared to nominal behavior (dashed) 

There are many different architectural options for networked PID controllers, including the use of “network 
observers” to compensate for delay, jitter, losses and other network deficiencies, or simply keeping the 
architecture of the wired controller and modifying the controller parameters. Our work takes the second 
path, by developing new tuning rules that aim at providing good time-domain performance while being 
robust to varying time-delays. 

There are several versions of the basic PID algorithm 

0

1 ( )( ) ( ) ( ) ,

( ) ( ) ( ),

t

d
i

r

de tu t K e t e d T
T dt

e t y t y t

τ τ
 

= + + 
 

= −

∫  (1) 

where u is the control signal, e the error signal, yr the reference signal, y the process variable, K the gain, Ti 
the integration time, and Td the derivative time. In this paper we consider the following version of the PID 
controller, since the “text book” version (1) is very sensitive to noise. 
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Here k, ki, and kd are the controller gains, b and c the set-point weights, and yf is the filtered process variable 
such that 
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where Y(s) is the Laplace transform of the process variable y(t). Tf is the measurement filter time-constant 
and n the order of the filter. Typically n equals one or two. 

Our tuning rules provide robustness to bounded, but arbitrary time-varying, delays. The upper bound for 
the delay is called the jitter margin. The concept of jitter-margin was formally introduced in [40], where three 
different controller/plant–uncertainty combinations in continuous- and discrete-time are investigated. The 
first one is shown in Figure 31, left, where a continuous-time plant and a continuous-time controller with 
controller output uncertainty are shown. This continuous-time SISO system is stable for any time-varying 
delays defined by 

( ) max( ) ( ) ,      0 ( )v v t t tδ δ δ∆ = − ≤ ≤  (4) 
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where δmax is the jitter margin. The proof of the result is based on presenting the uncertainty (varying time-
delay) with an operator ( ): 1 1F s∆ = ∆ − o  (s being the Laplace operator) and on the small gain theorem. In our 
set-up, the jitter is assumed to be after the plant (e.g. jitter due to varying communication load from sensor to 
controller) as depicted in Figure 31, right. Since the signals in the control loop are all continuous, and only 
the plant and controller switch their positions, the small gain theorem-based stability proof and the resulting 
criterion (5) still hold for this set-up. 
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Figure 31: Continuous-time controller (C) and plant (P) with an uncertain time-varying delay (Δ) in the 
feedback loop. On the left, Δ is the controller output uncertainty. On the right, Δ is the process output 
uncertainty. 

One advantage of the jitter-margin criterion is that it gives a lot of design insight, see Figure 32. Here, the 
dotted line is the right-hand side of the jitter-margin criterion, below which the complementary sensitivity 
has to be confined to guarantee stability. The full line shows the complementary sensitivity of a PID 
controller without measurement filtering: the lack of high-frequency roll-of causes the jitter margin criterion 
to be violated. Finally, the dash-dotted line corresponds to a PID controller with correctly designed 
measurement filter. 
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Figure 32: Closed-loop Bode diagram of a KLT+PID system with and without the measurement filter. 

 

We have developed two classes of rules for tuning PID controllers to be robust towards sensing jitter [4], [8]. 
One class [8] first designs the measurement filter based on jitter-margin requirements and then employs the 
AMIGO PID tuning rules [13] on a modified (“extended”) plant. The other class of rules [4] takes the 
AMIGO tuning as base and tries to obtain an improved robustness to jitter at the expense of a small decrease 
in robustness and time-performance compared to the AMIGO-tuned controller [ACC]. 

Figures 33 and 34 show step-responses for an AMIGO-tuned PID controller, along with the responses of a 
jitter-aware tuning for measurement filter orders of 2 and 3 when the communication-induced jitter varies 
within the assumed jitter margin bound. We can see that the jitter-aware tuning achieves a slightly slower 



  32/57 

but much more stable response. The effect is even more pronounced in the second example (Figure 34) 
where the AMIGO tuning results in an unstable closed-loop. 

Figure 33:  Step responses for the KLT-process with varying time-delay. 
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Figure 34: Step responses for the KLT-process with varying time-delay. 
 

2.4 Summary  

In this chapter, we have described simulation studies and theoretical studies of control systems under 
uncertain sensor and actuator communications. Using the TrueTime simulator, we have studied the 
performance of representative industrial control problems. These studies included the effect of clock drift, 
packet losses and of observers to predictive controllers. These simulations also enabled a study of scheduling 
for topical wireless standards. 

The predictive outage compensator of section 2.2 provides a method for providing intelligent actuation to 
manage packet losses. On the other hand, the new PID design rules of section 2.3 help us deal with variable 
time delays in the control loop. Together, the advances in the aforementioned sections provide a theoretical 
framework for control design under unreliable communications. 
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3 Wireless communication for control purposes  
Our goals are to develop sensor and actuator network platform solutions for control purposes. Examples of 
functionality under consideration include: 

• Sensor network node functionality like real time clock performance, maximum communication latency, 
wireless communication channel quality estimation technology, guaranteed real time application 
performance (i.e. usage of real time programming tools like Timber for enabling real time performance 
guarantees, etc); 

• Time synchronization techniques between network nodes; 

• Communication protocol issues like protocol based latency, handling of lost packages, etc. 

This section offers an overview of our research on software engineering techniques facilitating cross-layer 
design of control applications and wireless communication under unintended and intended interference, 
with focus on providing the quality of service for wireless control, and on design of reliable network 
protocols for real-time wireless communication for control purposes. 

3.1 Software engineering techniques and design tools 

The ever-increasing complexity of embedded systems operating under hard real-time constraints sets new 
demands for rigorous system design and validation methodologies.  Such systems are naturally described as 
time-bound reactions to external events, e.g. in the form of reactive objects under the high-level 
programming and systems modeling language Timber.  

3.1.1 The Timber language 

In the course of the project, we have continued work on the development of the modeling and programming 
language Timber. In this section we introduce the most relevant concepts of the language. For an in depth 
description, we refer to the draft language report [30], the formal semantics definition [31], and previous 
work on reactive objects [32] and the language web-page www.timber-lang.org. 

Timber is a true cross-paradigm language, seamlessly integrating the following concepts; 

• Concurrent objects 

• State protection 

• Synchronous and asynchronous messages 

• Deadline scheduling 

• Higher-order functions (methods, classes) 

• Referential transparency 

• Automatic memory management 

• Static type safety, with 

o subtyping 

o parametric polymorphism 

o overloading 

However, it is the notion of reactivity that gives Timber its characteristic flavor, in effect Timber methods 
never block for events, they are invoked by them. Timber unifies concurrency and object orientation into the 
concept of concurrent state-protected objects (resources). The execution model of Timber ensures mutual 
exclusion between the methods of an object instance. In this way Timber conveniently captures inherent 
parallelism of a system without burdening the programmer with the traditional explicit coding using 
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processes/threads/semaphores/monitors, etc.  As designed with real-time applications in mind, the language 
provides the notion of timed reactions, where each event is given an absolute time-window for execution, 
expressed as the event baseline and deadline. Events are either generated from the environment (typically as 
interrupts as in the case of software realizations of Timber models) or through synchronous/asynchronous 
message sends expressed directly in the language (not as OS primitives).  

In the case of asynchronous messages, the Timber run-time model assumes deadline scheduling directly 
based on event information (base- and deadlines), which circumvents the problem of turning deadlines into 
process priorities (and possibly back to deadlines in case of deadline scheduling). In short; 

• Objects and parallelism: The parallel and object oriented models go hand in hand. An object instance 
executes in parallel with the rest of the system, while the state encapsulated in the object is protected 
by forcing the methods of the object instance to execute under mutual exclusion. This implicit coding 
of parallelism and state integrity coincides with the intuition of a reactive object. In a correct Timber 
program, all methods are non-blocking, hence the system will be responsive to incoming events at 
all times. 

• Events, methods and time: The semantics of Timber conceptually ties events and methods in a way 
that makes it possible to unify the timely requirements for a reaction to an event, with the run-time 
demands on the execution of a method. The baseline states the absolute time for the release of an 
event, i.e. the point in time when the corresponding method becomes eligible for scheduling. Points 
in time relative to the event baseline will be free of jitter due to the actual scheduling of events.  

3.1.2 The Timber Compiler 

During the project, the Timber compiler has advanced to a pre-release stage, where Timber code can be 
translated into C-code for a set of target environments. To allow for rapid prototyping, a POSIX compatible 
environment has been devised. Under the POSIX environment, Timber models can be executed on a wide 
variety of platforms. To allow for observation of Timber executable models in the context of a simulated 
environment, including continuous and discrete models, a Simulink environment interface has been 
developed. 

3.1.3 QoS for Distributed Timber Systems 

In the context of real-time communication for networked control, Quality of Service (QoS) mechanisms 
should guarantee a certain level of performance in accordance with requirements from the control 
application. A network protocol that provides QoS agrees on traffic contract with the control application 
software and may, for example, reserve capacity in the network nodes during a session establishment phase. 
During the session it may monitor the achieved level of performance (e.g. delay, jitter, or throughput) and 
dynamically control some channel characteristics and scheduling priorities in the network nodes. 

Thus, a MAC protocol that can maintain QoS of wireless communication should be self-regulating, and if we 
focus on QoS of the control application as a whole, then the MAC protocol should enable the control 
application to dynamically modify its parameters, i.e. it should be given certain “handles” to turn on and off 
and adjust certain features of the MAC protocol. To achieve robustness and verifiability of the protocol 
under these conditions, it can be suggested that the MAC protocol be component-based, i.e. comprised by a 
number of components implementing various aspects of its functionality, e.g. a component implementing re-
send of lost packets. 

Development of such component-based MAC protocol cannot be conducted purely analytically, and analysis 
has to be supplemented by simulations in the context of various control applications. We have now 
developed a Simulink-based simulator for MAC protocols intended for use in the process of designing MAC 
protocols that can be both self-regulatory and adjustable by the control application to maintain the overall 
QoS. 

For a simulator to be usable for this purpose it has to fulfill a number of requirements: 
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• composability with simulations of a wide range of control applications (this is achieved by choosing 
Simulink as the implementation platform); 

• proper simulation of the time aspect of the communication protocol, reflecting communication 
times, time synchronization techniques used, and effects of clock drift; 

• scalability (since the number of wireless nodes can vary from only a few to maybe several hundred); 

• ease of modification. 

The developed simulator can be used to study the behavior of a MAC protocol, including the resulting QoS 
offered by it, in different communication scenarios, such as: under various load from the application; under 
interference from co-located communications; under changing pathless conditions. 

We propose that the MAC protocol designed for use in wireless control applications is defined using Timber 
models (Fehler! Verweisquelle konnte nicht gefunden werden. and Fehler! Verweisquelle konnte nicht 
gefunden werden.). Using Timber allows us to define objects that correspond to components with clearly 
and formally defined interfaces to each other as well as the timing requirements on the protocol as a whole 
and the execution of individual components of the protocol. It is worth noting that the model (specification) 
and implementation are bridged since Timber models are executable, i.e. the same Timber code can be used 
in simulation and in the actual implementation. This allows for a much greater consistency between 
simulation and implementation than is typical of today’s protocol designs, and QoS observed in simulations 
should be mirrored by the implementation as long as the communication context of the application is 
properly reflected in the simulation environment. 

3.2 Network Protocols 

To understand how an improvement of a wireless link can be achieved let us consider how wireless 
communication differs from traditional wired communication. 

Firstly, since wireless communication stands out as being “broadcasting”, i.e. shared by a number of links 
within a cluster, the media (frequency band) can be seen as shared. Secondly, radio communication in itself 
imposes a larger risk of bit errors due to interference, fading, and channel related effects. Thirdly, in cases 
where we apply wireless links between the sensor, controller and actuator nodes, it is instrumental to 
consider the system as being distributed. Local intelligence at the nodes will have to cope with varying radio 
conditions and act accordingly. This is especially critical for actuator nodes, as outages (missing set-points 
for actuation) will directly impact the control behavior. 

In the following analysis we assume periodic data acquisition that drives a control system. Other models 
may of course be investigated, but the periodic model serves as a reference design to which other methods 
can be compared. The following sources of varied delay (jitter) can be identified: 

• jitter of data acquisition and variation of processing time at the sensor node (this is a scheduling 
issue at the sensor node, and the jitter can be bounded by using proper and verifiable scheduling); 

• waiting in the sensor’s send buffer for media access (this is a scheduling issue of the shared media 
and should be addressed by devising an appropriate communication protocol); 

• variation in packet transfer time from the sensor to the controller (this is a property of the protocol, 
packet length, and the physical layer); 

• delay at the controller node before an incoming packet can be processed and time required to 
compute the control signal (this time can be bounded if an appropriate scheduling is used); 

• waiting in the controller’s send buffer for media access (this is a scheduling issue of the shared 
media); variation in packet transfer time from the controller to the actuator (this is a property of the 
protocol, packet length, and the physical layer); 

• and finally, jitter for setting data at the actuator (this is a scheduling issue at the actuator node). 
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Some sources of jitter are under the control of scheduling. Other sources are linked to wireless 
communication itself. Note that actual channel characteristics such as bit length and bit coding are under 
user control. Hence the time for packet transmission is known, and given a suitable MAC protocol, the 
medium access time and jitter will be bound. Errors of the channel manifest themselves as either failing 
arbitration (error during medium access) or failing data (payload). In a cross layer approach, decisions on 
handling such failures can be made application dependent, in order to optimize system performance. 

We have studied the idea of scheduling a control network in a first-come first-serve manner, and 
demonstrated a way to implement this over a wireless link. This achieves real-time guarantees and tightly 
bounded jitter for control applications. Further, we have examined the benefits compared to a standard 
priority MAC protocol through simulations and a prototype implementation. The prototype was 
implemented using the reactive Timber programming model on a lightweight 8-bit platform. 

There are many approaches to deciding who gets to use a network at any given time. In a time-triggered 
(TDMA) network it is decided a priori (or at the set up of a communication session), and at runtime the static 
schedule decides when a node is allowed to transmit. In an event-triggered system some other method is 
needed; in the standard Aloha-like protocol chance decides who gets to transmit, and in a priority based 
system a priority is used to arbitrate between concurrent senders. Many systems also function as hybrids of 
two or more of the methods. 

One approach that we have investigated is to see the network as a FIFO, and decide who gets to transmit on 
the network next on the basis of how long a message has been waiting. The message with the longest 
accumulated waiting time is always transmitted next. If there is a fixed speed at which items are removed 
from the queue, and a maximum length of the queue, there will also be a maximum time to send a message.  
The general working of the network is illustrated in Figure 35. 

More details on the principles can be found in our original articles [33] [34] which also include reasoning 
about how to design systems with the paradigm, calculating the queue length, and how to obtain 
composability.  But we will show one comparison to a traditional CDMA based scheme. 

In the simulations we created a system with two communicating nodes to simulate a simple event loop, and 
a number of nodes that produce background traffic. The communicating nodes wait for a message to arrive, 
and when they have received a message they wait one packet time (to simulate performing some kind of 
computation) before sending it back. The background nodes each send messages, using an exponential 
distribution with varying mean intervals between sending. The system was simulated for 100000 packet 
times. The number of background nodes was varied, and the case for ten generators of background traffic is 
studied in particular. In Figure 36 we can see the average delays for a FIFO based MAC compared with a 
Priority based MAC as the traffic intensity increases. 

The choice of wireless networking technology depends on many factors in the solution, our FIFO based 
MAC is one such tradeoffs, but many others are possible. Our simulation environment allows for evaluation 
of possible options. 

3.3 Unintended and intended radio interference to a wireless link 

The SOCRADES project has developed an experimental platform for test and evaluation of radio 
communication links intended for wireless control. The test platform is capable of simulating a future radio 
environment in the future also intended radio disturbance will be added. The platform aims at establishing 
experimental data on packet latency and packet loss for a wireless communication channel exposed to future 
and intentional radio disturbance. The here used intentional radio disturbance is trying to simulate likely 
and unfortunate co-existing situations i a future dense wireless communication environment at an industrial 
site.  

We do see wireless communication standards aimed for the industrial environment emerging. The two most 
discussed are Wireless Hart [1] and ISA 100 [2]. We do also find a number of wireless communication 
products directly tailored for industrial usage. One example is the Wisa technology from ABB [3] [15] Other 
examples are available from Honeywell and others. 
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In nearly all these examples the radio frequency band used is the free ISM band at 2.4 GHz. The major 
inconvenience with this is that numerous other applications have selected that as the radio band of choice. 
The reason for this is that we do have 3 major wireless radio technologies already established in that 
frequency band. They are WLAN (IEEE 802.11) [16], Bluetooth (IEEE 802.15.1) [17] and ZigBee/IEEE802.15.4 
[18]. All which are standardized by the IEEE. 

Most investigations on radio to radio interference and intentional interference so far address interference 
between WLAN and Bluetooth. Here only bandwidth capability of the wireless link has been addressed. 
Interesting work on this has been made by Golmie [19] and others [20] [21] [22] [23]. Another interesting 
input is when we have radio activity in the ISM band. Very useful work has been done by Biggs et.al. [24]. 
Most of this work targets office environments which at least so far are very different to industrial 
environments. 

The questions of interest for industrial usage of wireless communication then become: 

• What radio “noise” do we presently find in a typical industrial environment? 

• Will a massive future usage of WLAN, Bluetooth, ZigBee and other ISM radio cause disturbances to 
wireless communication 

• What characteristics will such disturbance cause in terms of data latency, communication, bandwidth and 
SNR for the radio signals. 

These questions have been addressed experimentally by the Socrades project. 

 

Figure 35:  A sketch of the network as a FIFO. 

 
Figure 36: Comparison of a FIFO-based Mac and a priority based MAC at increasing traffic intensities. 
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3.3.1 Radio background at industrial sites 

The radio background is evolving with the usage of wireless technology. There are several interesting works 
reporting such backgrounds. Most of them though in office and city environments, see for example 
[25][26][27].  A series of background measurements have been made at different locations in a for the process 
industry representative environment. As representative environment we did choose the Boliden Mineral AB 
flotation plant in Garpenberg Sweden. 

In Figure 37 the radio background 300 - 2.900MHz is given. Data was collected over more than 12 hours. As 
can be seen very little radio energy is found in the 2.4 GHz ISM band. No significant differences were found 
for different location at the site. 

 

Figure 37: General radio background, 300 - 2.900 MHz horizontal polarization. GSM, 3G and some minor 
WLAN traffic is found. Below 500 MHz serial data modem traffic and emergency/military traffic is found. 

 

To simulate personal usage of ISM devices Bluetooth traffic using a Bluetooth headset and Bluetooth transfer 
of photos from a cell phone to a laptop computer was initiated during a test measurement. In Figure 38 a 
spectrum for the ISM band with Bluetooth traffic is shown. The data indicated the radio field strength that a 
wireless control link can face due to use of Bluetooth devices 

3.3.2 Lab experimental setup 

A lab setup aimed to simulate a future radio and IEMI environment has been developed. The first aim of this 
setup is to enable tests of wireless communication in the 2.4 GHz ISM band with co-existing radio 
communication. In the future broad band noise sources will be added. 

3.3.3 Simulated radio and IEMI environment 

To simulate a future radio environment we have initially equipped the lab with 6 channels of wireless 
communication, of which two are WLAN, two are Bluetooth 1.1 and two are 802.15.4/Zigbee channels. For 
the WLAN and 802.15.4 channels the channel frequency can be selected according to each standard. 
Bluetooth 1.1 was selected since the 1.1 version does not have a disturbance avoidance function which is 
present from Bluetooth 1.2 specifications. Using the six disturbance channels with different frequency 
channel settings we can generate a large variety of disturbances to the wireless channel under test. It is clear 
that these disturbances are not unlikely in office and industrial environments with today’s and tomorrow’s 
normal use of wireless communication. 

For the experiments each of the disturbance channels can be fed with any type of data transfer. We currently 
have developed code for three types of data transfer, see table 1. The streaming data transfer was selected to 
test full interference from audio streaming over any of the interfering channels. The two repetitive cases 
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were selected to simulated interference from other wireless communication links running repetitive data 
transfer like in traditional control loop systems. The protocol used for sending interference data is ping [28]. 

Figure 38: Radio spectrum in the ISM-band, 2.35-2.5 GHz with Bluetooth traffic excited at a distance of 
about 1 meter from the antenna. 

 

Name  Type of data transfer 

Streaming  Streaming of larger (500MB) audio file 

Repetitive  Repetitive transfer of 100 bytes packages plus 
overhead every 100 ms. 

Repetitive two phase Repetitive transfer of 100 bytes packages plus 
overhead at time 0 50 60 110 120 170 180 etc. 

Table 1: Different type of data transfers for the wireless channels making up the escalating radio 
environment. 

3.3.4 Test channel setup 

Two Maxstream Xbee IEEE 802.15.4 transceivers [29] have initially been used in order to measure changes in 
packet loss and latency. The Xbee transceiver is convenient from a programmer’s point of view, having a 
number of predefined modes of operation. This opens for uncertainties for latency measurements since the 
internal transceiver buffering is not fully known. The XBee module has a number of different modes of 
operation. For the tests we have been experimenting with streaming mode, package mode and API mode 

To measure the performance degradation, i.e. bandwidth reduction, increased latency, and packet loss, a 
custom program written in C was used to transmit packets between the two Xbee modules. Both modules 
were connected to serial ports at the same computer running Linux. Due to limitations in the serial port 
hardware, the baud rate was limited to 115200 bps. This will limit the maximum bandwidth that can be 
achieved, since IEEE 802.15.4 has a maximum bandwidth of 250 kbps. For each test, the sending program 
transmitted a fixed number of packets to the receiver with a variable interval. The used time intervals are 5 
and 50 ms reflecting fast and medium fast sampling time in industrial control applications. Each packet 
contained a sequence number, a timestamp and a payload. The sequence number was used to detect packet 
loss, and the timestamp was used to measure the total time required to transmit a packet. The total time 
includes sending the packet over the serial port to the sending XBee module, then over the air to the 
receiving module, which will send it again over a serial port to the receiving program. Thus the data latency 
is defined as time from application sending data till it is received by an application at the receiving terminal. 
The processing time at the sending and the receiving XBee modules are thus included. This processing time 
is currently unknown. This causes a clear uncertainty when trying to analyze the latency data obtained. 
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3.3.5 Results and discussion 

Initial tests for latency and packet loss measurements have been performed using the Xbee ZigBee module as 
test channel. For the tests a variety of ex-band and in-band disturbances have been generated using different 
data transfer types according to table 1. 

From these initial tests it is clear that latency is very dependent on MAC protocol and that large packet losses 
can occur (up to 40% has been obtained so far). Based on the experiments made it is clear that not extreme 
radio disturbance will cause substantial packet loss for the ZigBee channel tested. The latency distribution is 
also clearly affected by radio disturbance tested. 

For the three questions put forward in this chapter we can conclude the following: 

• Currently the radio noise in the 2.4 GHZ ISM band is very limited. 

• A future massive usage of wireless technology in the 2.4 GHz ISM will cause package losses and thus 
bandwidth limitation. Variable data latency will also occur. 

• Characteristics of data latency will be dependent on the MAC layer retransmission policy chosen and the 
communication stack implementation in the used hardware. It is also clear that latency characteristics will 
have a discrete distribution.  

Based on these results it can be argued that some type of radio frequency management probably will be 
required to guarantee a very robust ISM band wireless link performance when suspect to interference from 
other ISM radios. 

3.4 Summary 

Wireless communication in the context of control applications is challenging, as the control application may 
be exposed to delay, jitter and outages. On a closer inspection we find that both delay and jitter can be 
treated as being properties of the distributed system, as defined by the data rate, coding, MAC, higher level 
communication protocols, scheduling policies etc. However, decoding errors (where we actually lose 
information) is only to part foreseeable and controllable, as the channel itself may be affected by both fading 
and interference. At the expense of delay and jitter, coding and protocols can be designed such to reduce the 
risk of decoding errors - in the extreme, we consider the transfer to fail and we have an outage. In a cross 
layer design setting, we allow parameters of the wireless communication to be both visible and controllable 
to upper layers of the system. In support of such design methodology, we have developed reactive models 
for wireless communication, in the formalism of Timber. The presented multi paradigm simulation 
environment facilitates the development and verification of cross layer control applications.  

In section 3.1, we have presented our research on the Timber modeling and programming language, and the 
multi-paradigm simulation environment, where QoS of wireless communication can be observed for the 
purpose of both control- and protocol design.  

In section 3.2, our research on MAC protocol design is further discussed. We propose to treat the shared 
medium as a global FIFO queue. For a specified number of transmitters, an upper bound on the sending 
delay can be guaranteed, a property that could be used towards improved control design. 

In section 3.3, our work on unintended and intended radio interference to a wireless link is elaborated. The 
work includes simulations and measurements at laboratory and industrial sites.  
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4 Cross-layer abstractions and designs 
This chapter concerns aspects of Control over Wireless which involve both the properties of the control loop 
and those of the Wireless communication medium. In the layered OSI architecture, the control process 
resides at the application layer. The various components of the communication system reside at the layers 
below such as the network, MAC and physical layers. Choices made at the application layer place demands 
on the performances of the layers below it. The main task of Cross-layer design is to make choices at the 
application layer so that the resulting demands on the other layers can be satisfied. Furthermore, among 
such feasible choices of parameters at the application layer, the designer can identify particular choices that 
optimize desired performance criteria. 

In section 4.1, we describe a cross-layer approach to a problem of networked estimation over a shared 
wireless channel. We characterize the behavior of the MAC layer and use this to compute the performance of 
the estimation problem. Our modeling of the MAC layer is analytical when the MAC strategies allow that – 
mainly slotted ALOHA; for other MAC strategies, the models are for simulation. From these, we are able to 
make optimizing choice of a parameter at the application layer. This parameter, namely a sampling period at 
sensors affects the estimation of processes which were chosen apriori to be sampled periodically. Our studies 
provide guidelines for choosing the optimal sampling period. 

In section 4.2, the model for the layers below the application layer is less refined – the entire wireless 
communication system is abstracted as a pipeline which places a hard limit on the number of data packets 
delivered over a finite window. However, in this formulation, we study a control problem where the choice 
of appropriate sensing and control policies is unrestricted. To optimally utilize the limited packet rate, we 
allow the control signal to be event-triggered instead of being deterministic and time-triggered. We study the 
optimal choice of such event-triggered controls. 

4.1 Estimation and contention based MAC  

We consider the problem of state estimation where sensor measurements are sent over a medium shared 
using a contention-based access mechanism. We believe that this problem is particularly relevant, since state 
estimation is a key component of modern automation systems and contention-based medium access is 
supported in most standards (e.g. as contention access periods in ZigBee, or in shared time slots in 
WirelessHART). Clearly, the estimator performance depends on the dynamics of the individual systems and 
the nominal sampling interval. More interestingly, it also depends on the distribution of transmission delays 
and loss rates of sensor packets which, in turn, depend on the specific MAC scheme and the number of 
contending nodes. The key contribution of this work is to analytically quantify these interdependencies. For 
analytical tractability, we assume that the dynamic systems whose states we want to track are scalar and 
have the same time constants, and derive an explicit formula of how the expected estimator performance 
depends on sampling frequency, packet loss rate and inter-arrival times of samples. We briefly comment on 
implications of our results on random sampling policies and highlight the importance of carrying out an 
adequate continuous-time analysis of the system performance. Admittedly, the time constants of individual 
systems vary in real deployments, but we demonstrate that homogeneous time constants is a worst-case 
(since, everything else being equal, the achievable performance improves if some time constants are smaller) 
which justifies our approach. To characterize packet loss rates and packet inter-arrivals, we focus on the case 
where the sensor measurements are taken at the same time instant, and analyze the MAC performance for 
systems with geometrically distributed (as in classic slotted-Aloha systems) or uniformly distributed (as 
suggested by IEEE802.15.4 standard) contention window. In addition, the analysis of queuing systems with 
transient and correlated traffic is substantially harder than for saturated sources. We combine these two 
contributions into an analytical model for how the estimator performance scales with the number of nodes. 
Extensive numerical examples highlight the analytical results. 

Real-time estimation based on a stream of samples has a quality dependent on the statistics of the inter-
sample intervals and, to a lesser extent, also on the statistics of the MAC delay (since the delay is upper 
bounded by the sampling period h). We have derived analytical models for how these parameters depend 
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on the MAC scheme, the number of contending nodes and the rate at which new samples are generated. The 
figures 39 and 40 describe the networked setup and the effect of sampling under losses. Our aim now is to 
study the achievable performance of estimation under contention-based medium access and characterize 
how this depends on critical system parameters. We resulting expression for the estimation performance is: 

[ ] ( )( )
( ) .

2
1

14
11

22

2
2

apeha
epeEJ ah

ah
aD

estim
k −

−
−−

=  

where p is the loss probability computed as a function of the sampling period under different MAC 
strategies (see the paper of M. Rabi et.al. [13]. Here, we report only the consequence of the calculations 
recorded in that paper.  

 

Figure 39: Schematic for the Networked Estimation problem with a shared Wireless channel. There are N 
independent processes each being measured by a dedicated sensor. Samples from one sensor contend with 

those from the other sensors for successful transmission to its estimator. If the transmission was successful, a 
bounded delay D is incurred. Otherwise, the packet is lost and this happens with probability p. 

4.1.1 Trade-off between input sampling rate and packet losses because of contention 

To develop a basic intuition for the compound problem, consider the case of independent and identically 
distributed losses and zero MAC delay. The mean packet loss rate then completely determines the statistics 
of the interarrival times for samples. The estimation performance improves with decreasing sampling 
interval. On the other hand, as the sampling interval decreases, fewer sensors succeed in transmitting their 
samples before the next one is generated, which results in an increased packet loss rate and a rapid 
deterioration in the estimation performance. 

Thus, when the sampling interval is small, the rate of samples being generated is high but so is the packet 
loss rate p. Increasing h lowers p but also decreases the rate of sample generation. Consequently, there 
should be an optimal sampling rate which balances the benefit of generating samples at a high rate with the 
deterioration caused by increased contention-induced MAC delays and loss rates. This behavior is clearly 
seen in Figure 41, which shows the estimator performance as function of sampling interval for a stable and 
an unstable system, respectively. In the stable case, the performance goes towards the steady state variance 
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(1/2a=1/2 in this case) as h->0 while in the unstable case, the distortion grows unbounded when the sampling 
rate is so high that the packet loss rate approaches the stability bound. Figure 42 depicts the scalability w.r.t 
the number of nodes. 

Figure 40: Timing diagram picturing samples and transmissions from a single sensor. In the graph above, 
the error variance for its estimate is described. 

 

 

Figure 41: Trade-off between high rate of sampling and packet loss under different MAC strategies. On the 
left, we have a stable process and on the right an unstable one. In both cases, under all the MAC schemes, we 
have an optimum choice of sampling period. In the case of MAC with uniform contention windows, a second 

minimum may appear. 
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Figure 42: Scalability w.r.t. the number of nodes. Estimation distortion for an unstable and two stable plants. 

4.1.2 Optimal choice of sampling period and scalability 

We have considered the problem of networked estimation over a communication channel shared by a 
contention-based medium access protocol. For analytical tractability, we have studied the situation when N 
identical scalar systems are sampled without sensor noise and transmitted over the channel, and focused on 
contention-based medium access mechanisms with geometric (ALOHA-like) and uniform (CSMA-like) 
contention windows. This has allowed us to derive closed-form expressions for how the expected estimator 
performance depends on the system dynamics, sampling interval, MAC delay and packet loss probability. 
The calculations give insight into optimal randomized sampling policies and establish the importance of 
considering a continuous-time performance criterion. We have also derived analytical models for the delay 
and loss probability distributions for MAC protocols with geometric and uniform contention windows 
under both synchronized and independent sensing times. For the case of geometric contention window, we 
derive a heuristic for optimal selection of the transmission probabilities, and discuss the optimal sampling 
time selection from a communications perspective. Integrating the two models allows us to study the 
compound problem, deriving guidelines for sampling time selection, and studying how the system 
performance scales with the number of sensor nodes and the degree of instability of the individual plants. 

4.2 Event-triggered sensing and actuation 

In this part of the chapter, novel event-triggered sensing and actuation strategies are presented for 
networked control systems with limited communication resources. Two architectures are considered: one 
with the controller co-located with the sensor and one with the control co-located with the actuator. A 
stochastic control problem with an optimal stopping rule is shown to capture two interesting instances of these 
architectures. The solution of the problem leads to a parameterization of the control alphabet as piecewise 
constant commands. The execution of the control commands is triggered by stopping rules for the sensor. In 
simple situations, it is possible to analytically derive the optimal controller. In other cases, we show that an 
approximate scheme gives reasonable solutions. Examples illustrate how the new event-based control and 
sensing strategies outperform conventional time-triggered schemes. 

When the sensor is remote to the controller (see figure 43), continuous transmission of the sensor 
measurements to the controller are impossible; only a sampled version of the measurements can be 
forwarded to the controller. The control signal is generated with some compressed information about the 
state process. It is generated based on the samples received, and is forced to be piecewise deterministic. For 
the actuator, even though it is co-located with the controller, for the sake of ease of actuation, it is sometimes 
useful to further restrict the control signal to be piece-wise constant.  
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Figure 43: Two variations of control under limited data-rate. The blue dashed lines represent communication 
links over which, there are hard limits on the rate of delivery of packets. Both of these variations give rise to 

the same problem of designing event-triggered control. However, they result in different architectures.  

If, on the other hand, the controller is co-located with the sensor (see figure 43), the actuator would be 
remotely located and the control signal can only be updated at instants the actuator receives information 
from the controller. Thus the control signal is again forced to be piece-wise constant. For the sake of ease of 
implementation, again, we are led to consider piece-wise constant control. 

Assume that, on a given finite interval, the control signal can change values no more than a prescribed 
number of times. The control task is to obtain good stabilization performance while not exceeding the limits 
on switching rate. We now formulate the optimal control problem of choosing sample and hold controls 
with a fixed number of allowed samples. On the time interval [0,T], consider a scalar controlled diffusion 
process governed by the Stochastic Differential Equation: 

tttttt dB  )u  t,, x(  dt     )u  t,, x(     dx σµ +=  

where, tB is a standard Brownian motion process, the functions σµ,  are Lipschitz continuous, and the 
control process satisfies the usual causality property of being measurable w.r.t the x-process, thus ensuring 
existence and uniqueness of the state process. In this paper, we will assume that a sensor measures the state 
signal continuously and with negligible measurement noise. This and the the causality of the control process 
means that the times of discontinuity have to be stopping times with respect to the x-process. 

4.2.1 Optimal control with limited sampling 

We seek a feedback control policy that meets the restrictions described above and minimizes the objective 
function: 

 x E     J
T

0

2
s 








= ∫ ds . 

Specialize now to the case of controlled Brownian motion on the interval [0,T]: 

 ttt dB   dt     u     dx += , 

with the process starting at the origin ( 0x =0). We are able to provide explicit computations because of the 
manageable statistics of the model, the quadratic performance criterion as well as the special initial 
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condition. Consider the problem of using zero order hold control to keep the state as close to the origin as 
possible with exactly one switch allowed. The control waveform has the precise form: 
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where, the switch time τ  is a stopping time w.r.t. the x-process, one which is restricted to fall inside the 
interval [0,T]. The mechanism that determines this control waveform comprises of policies which determine 
the combination of variables 10 ,UU , andτ . We will now decompose the aggregate quadratic cost into two 
parts: the cost from time 0 up to the switching time τ , and the cost from the switching time till the end time 
T. The choice of 1U affects only the second part of the divided cost. We can minimize this part of the cost 
through the linear feedback law: 
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The optimal choice of 0U  on the other hand, is closely tied with the choice of τ . In fact, for the best control 
performance, these two variables have to be picked jointly. In view of the expression for optimal U1 given 
above, minimizing the quadratic objective function is now achieved by minimizing the objective function 
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4.2.2 Optimal control and switching when .00 =x  

We specialize to the situation where .00 =x  First, we note that the optimal deterministic choice of the pair 

( )τ,0U  is 







2
,0 T

. The optimal event-triggered choice for the pair of decision variables provides roughly a 

third of the cost due to the optimal deterministic choice. We have solved the problem of computing the 
optimal event-triggered choice. 

For a zero initial condition, the optimal pair of the initial control level and the switch time is such that the 
initial control level is zero. Thus we have reduced the optimization task to a stopping problem with a time-
varying terminal reward. This problem can be solved explicitly using standard methods of optimal stopping. 
The optimal stopping rule is the symmetric quadratic envelope (see figure 44): 

{ }.inf 2* tTxt t −≥=τ  

The expected control performance cost incurred by the optimal witching scheme is
8

2T
, which is nearly a 

third of the cost of deterministic switching. 

4.2.3 The case of nonzero .0x  

Like in the previous case, the optimal switching time is the first exit time from an envelope for the x-process. 
We will be able to determine a structural property of this envelope: at all times, its two arms are on different 
sides of the origin, but the obtained description of the envelope itself is not analytic. It is computed 
numerically using backward dynamic programming. 

The optimal value of the initial control level is non-trivial to determine.  The provision of optimal switch 
times still a step forward in itself, because, one could use a simple linear rule or another heuristic for the 
choice of initial control level.  Even the optimal deterministic choice of the pair ( )τ,0U  is difficult. As an 
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optimization problem is in principle, straightforward. However, the solution for the optimal control strategy 
is not linear (see figure 45). 

 

Figure 44:  Time-varying quadratic threshold for the optimal control switch time and the control signal. 

 

 

 
Figure 45:  Optimal deterministic control level and switch time for nonzero 0x  

 



  48/57 

 

Figure 46: Optimal switching thresholds for nonzero 0x . 

To compute the value function, we need to resort to backward dynamic programming. Because of the 
Markov property of the controlled process, we obtain an optimal stopping time which is a first exit time 
from a envelope for the x-process. This envelope represents a time-varying set of thresholds for triggering 
the sensor sampling. We carried out the backward dynamic program numerically. 

In figure 46, we see some shapes for the optimal envelopes. The results of numerical computations show 
some notable features. Firstly, for very large values of the initial control level, the optimal envelope becomes 
a triangular wedge with the time axis (x=0) being one of the boundaries of the wedge. Secondly, the two 
branches of the envelope are always on either side of the origin, and lastly, we want to point out that neither 
of the branches has to be a monotonic function of time; the lower branch of the envelope corresponding to 
zero initial control increases first and then decreases. 

We have formulated the problem of dynamic sensor sampling and choice of switching control as a combined 
optimal control and stopping problem. In a rather special case, we have furnished a complete solution. 
When we generalize the situation further, even the deterministic sampling problem displays interesting 
nonlinear solutions. The optimal sensor sampling time is a first crossing time of a time-varying envelope.  
The event-triggered sampling and control strategies we have designed offer promising efficiency gains over 
their counterparts with deterministic scheduling.  For more details, please consult the paper [14]. 

4.3  Summary 

Cross-layer design is essential to realize control loops over wireless channels. In the setting of industrial 
process control, employing several different control loops over a common wireless environment raises a new 
design issue. In section 4.1, we have described our studies on how such systems scale with the number of 
nodes or equivalently, the number of control loops.  The formulation assumed a contention based access of 
the wireless medium. This is valid when the number of nodes is large enough to make the over for clock 
synchronization untenable.  

Contention based channel access is also a natural policy of scheduling event-triggered sensing and actuation. 
The nature of the wireless channel severely restricts the available data rate and its sharing make the situation 
worse. The event-triggered design approach of section 4.2 provides measures for utilizing the limited 
communication resources optimally. 
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Figure 47:  Boliden Ore Concentration Plant 

5 Small scale demonstrator for fault-tolerant wireless control  
In this chapter, we provide a report of an important component of the SOCRADES work package 4, namely, 
experimental investigations and practical demonstrations.  Our work package has an industrial test case, 
namely, the ore flotation process at Boliden in Sweden. In the following sections, we provide a quick 
overview of our demonstrations of the SOCRADES SoA. Both the demonstration of the SoA integration and 
the wireless control experiments were presented at the Review meeting held at Luleå on the 17th and 18th of 
June 2008. Some additional experiments were presented at the SOCRADEC PCC meeting held at Stockholm 
on the 9th and 10th of June 2008. 

5.1 Integrated SoA architecture for control purposes over a wireless connection 

The integrated demo from work packages four and five was presented during the review meeting at Luleå 
on the 18th of June 2008. It demonstrated two different features namely, the control of a prototype water 
tank process over a wireless link, and, the integration of the control loop into a service oriented architecture 
via OPC UA.  The demo tries to mimic (as much as possible) the real-life situation met at Boliden ore plants. 

5.1.1 Ore concentration flotation process 

The flotation process is a method for the separation of mixtures. Flotation is a separation technique used 
widely in the minerals industry, for paper, de-inking, and water treatment amongst others. It can also be 
used in the food and coal industries. The technique relies upon differences in the surface properties of 
different particles to separate them. The particles that are to be floated are rendered hydrophobic by the 
addition of the appropriate chemicals. Air is then bubbled through the mixture and the desired particles 
become attached to the small air bubbles and move to the surface where they accumulate as a froth and are 
collected, or if the non-desired particles float to the surface they are collected and discarded. The flotation 
process is widely used for processing of sulphide minerals (copper, lead, zinc, nickel, cobalt etc...). 

At the Boliden ore concentration plant crude ore in water is grinded to fine grained slurry and mixed with 
frothing reagents and collecting reagents. When air is blown through the mixture activated mineral particles 
cling to the bubbles, which rise to form froth on the surface. 

In Figure 47, a schematic view of the 
Boliden ore concentration plant is shown. 
The first step of the process is the grinding 
where ore and water is mixed and grinded. 
The resulting slurry is then fed to the 
different flotation steps (i.e. CuPb and Zn 
flotation). 

In the Zn-flotation see Figure 48, at the 
Boliden plant, the flotation process is 
performed in a tank series with 9 tanks. 
Each tank has a volume of 16 m3. The slurry 
with the fine grinded ore is inserted in the 
first tank and is then treated in several 
steps through the tanks to produce a clean 
concentrate. The steps include: 

• Rougher flotation  

• Scavenger flotation and regrinding 

• Cleaning flotation  

The froth from the rougher tanks is taken 
directly to a cleaning flotation (four 
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repeating flotation stages) and froth from the scavenger tanks is taken to a cyclone where the coarse material 
is re-grinded. This flow then goes back to the first rougher tank. 

 

 

Figure 48:  Flotation Process 

 

5.1.2 SoA system implementation  

The demonstrator isolates a part of the real-life situation at the Boliden plant, by providing a laboratory 
prototype for controlling the flow between two water tanks. A diagram of the demo set-up can be seen in 
figure 49. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 49: Schematic for integrated demo from WPs 4, 5 
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Demo components. The system has as the central part the “process”, instantiated by 2 water tanks that 
communicate through a pipe. A pump (the actuator) supplies the fluid into the upper tank, and the water 
flows into the lower tank through the pipe. Two pressure sensors facilitate the reading of the water levels in 
the tanks. The closed loop system aims to control the level in the lower tank using the information received 
wirelessly from the respective sensor. The necessary commands are sent to the pump on a wired link. The 
measurements acquired from the sensor of the upper tank were used just for monitoring purpose. 

Due to the unavailability of WirelessHART devices, additional equipment (a general purpose Blackfin board 
by AMD running Linux) wirelessly connects the sensor with ABB’s AC800M controller. The wireless 
communication is implemented with an 802.15.4 ZigBee radio from Digi International called XBee.  The Xbee 
radio module was interfaced to one of the serial ports of the Blackfin board.  

The wired communication from the controller to the actuator was an analog 0-10V signal. This was 
implemented using a D/A converter interface to one of the serial ports of the receiving Blackfin board. The 
communication from the Blackfin board to the ABB 800xA controller was done over and wired Ethernet 
connection using the Modbus/TCP protocol. 

The design of the controller procedures was performed in the controller development software environment, 
ABB’s 800xA, thanks to some dedicated libraries. The control algorithm, a PI, has been implemented in such 
a way that, in case a packet was lost during the wireless communication, the previous control signal was 
used. 

The controller is further connected to an OPC UA server (any technically appropriate computer system). 
Multiple controllers can be connected to a single server, but in this case a single one was necessary for the 
demonstration purpose.  

The server is further linked to higher application layers via an OPC UA connection. At the other end is a 
Siemens gateway used for visualizing the process data and to provide further commands. In this case, the 
commands implemented were the “Start” and “Stop” procedures. 

To show even a larger impact and utility, we have connected an additional OPC UA client for monitoring 
purposes. Provided by an independent, third party supplier, the monitor also illustrates increased 
integration features. 

Also for the purpose of the demonstrator, the start / stop commands are offered via additional proximity 
sensors (Siemens). 

The demonstrator was placed and executed within a “silent” (noise free) room within the premises offered 
by LTU. The whole demo system was as well exposed to radio interference by an simulated escalated radio 
environment as discussed in section 3.3. 

Demonstrator results. The above described system was demonstrated during the SOCRADES review 
meeting in Luleå. A video recording of the experiment can be accessed on Groove 
(\WP04\Deliverables\D4.2\SocradesTankDemo.mov); in Figure 50, the wireless setup can be observed. The 
practical results provided further support for the preliminary theoretical, simulation based analysis (see 
project milestone reports MS4.2 and MS4.3). Thus: 

Ø It has been shown that it is possible to operate such systems over wireless connections. The process 
speed is, however, definitely one of the first concerns. In this case, the relatively slow process evolution 
offered the possibility for such an approach. 

Ø The wireless network was very resilient to noise. Ultimate measures (power off) have been taken in 
order to strongly disturb the functionality of the system. Recovery from such “failures” was possible. 

Ø A cooperative system based on multiple component providers has been demonstrated. The key was the 
service based architecture over OPC UA communication. Further progress in this direction will involve 
higher levels of application (towards “enterprise”). 
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Future developments. The demonstrator was especially conceived such that it will serve as the starting 
point for the final demonstrator in the WP4 schedule. This will illustrate a similar scenario but now in a real-
life environment at one of the Boliden plant locations. 

The target is to employ actual WirelessHART devices (sensors and/or actuators) at the device levels, and 
then to expand the vertical connectivity to the enterprise layers of the application. WirelessHART, in fact, as 
shown in milestones MS4.2 and MS 4.3, should guarantee a more robust and reliable communication. 

More details on the projected effort in tasks 4.4. and 4.5. are given in the next chapter. 

 
Figure 50: Picture showing the wireless communication terminal used in the demo 
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6 Further WP4 activities 
The results of tasks 4.2 and 4.3 are to provide the basis for the activities planned within tasks 4.4 and 4.5. In 
the next sections we briefly analyze the technical issues and risks to be addressed during the execution of 
these later tasks. 

6.1 Task 4.4 - Middleware services for fault-tolerant control applications 

The activities here will be based on the research developed around communication and processing 
scheduling considering TDMA protocols. Of course, the main focus will be on applying the gained 
knowledge on WirelessHART based networks. 

In WirelessHART communication is scheduled using 10 ms time slots. Communication is also separated in 
frequency allowing several concurrent schedules. The time slot where each device in the network shall 
transmit needs to be specified. In a large network the number of devices can easily exceed a hundred. 
Furthermore, mesh networks are used which means that devices use several communication paths to 
achieve redundancy. In time critical applications (e.g. closed loop control) the scheduling task becomes a 
non-trivial problem, which must be studied in order to optimize network performance.  

In Figure 51, a small example is shown where four sensors are scheduled. Using different frequencies node 2 
and 4 can transmit concurrently. It is easy to realize that a system consisting of several hundred nodes will 
require efficient scheduling algorithms.    

 

 

Figure 51: Scheduling example 

 

In order to handle scheduling of large networks some sort of automated tool must aid the user. This tool 
should provide the user with a schedule that can be implemented in a convenient way in the wireless control 
system.  

Within task 4.4. we will study scheduling alternatives targeting the resolution over a proper scheduling 
methodology for (specifically) wirelessHART networks, but which probably will be easily adaptable to 
(more general) TDMA networks. A software procedure that will implement the selected methodology will 
be offered, with the possibility for interfacing to existent control or wireless systems software. 

6.2 Task 4.5 -Small-scale demonstrator for fault-tolerant wireless control 

As described earlier, the integrated demo from work packages four and five that was presented during the 
interim review meeting at Luleå, in June 2008. The experiences and results from that experimental 
demonstration will be used when setting up the demo at Boliden in 2009.  

The planned set-up of the demonstrator is similar to the system already demonstrated during the interim 
review meeting of June 2008 and described in section 5. The demonstrator, however, is planned to represent 
a real-life application (tank level control) over wireless connections, thus, certain changes are to be expected. 

The targeted system will feature: 
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- at least one half control loop (towards the sensor or the actuator) implemented over wireless 
connection 

- possibility to induce disturbances in the wireless network 

- connectivity to higher application levels over OPC UA links, with the support of partners 

The communication protocol expected to be employed is WirelessHART. Theoretical aspects and tools on 
how to organize control over a WirelessHART network have been analyzed and developed during the 
execution of tasks 4.2, 4.3 and 4.4. There will be, however, certain risks in building a WirelessHART system, 
as follows: 

- availability of suitable wirelessHART sensors / actuators ? 

- availability of wirelessHART gateway ? 

- would there be a suitable interface between the wirelessHART network and the existent control 
system ? 

While there are promises that the industry will provide the above first two items, the timeline for such 
delivery may be postponed, such that they will not be available prior to the system build up. In order to 
address this, the WP has planned for several alternatives. 

Alternative 1. Instead of using genuine wirelessHART devices, adaptors can be used to “patch” the existent 
sensors / actuators. While answering to the first risk above, this will leave open the issue of a wirelessHART 
gateway. 

Alternative 2. The control path is supplemented with an additional controller to direct the activities over the 
wireless network. Again, this answers the third issue above, but does not offer a solution if the gateway is 
not available. 

Alternative 3. Postpone the idea of a wirelessHART network, and build the wireless network around more 
mature protocols such as XBee / ZigBee. This will bring the demonstrator very close to the laboratory 
situation shown at the interim review meeting in June 2008. It requires connectivity of the existent sensors / 
actuators to the wireless network, employment of dedicated HW/SW modules (Blackfin boards, for instance) 
and possibly the utilization of an additional controller to deal with the wireless environment, as in 
Alternative 2. Thus, this approach will offer a good answer to all the identified risk situations. 

 

 

 

 

 

 



  55/57 

References 
[1] Wireless hart. Web. [Online]. (April 2008) Available at: http://www.hartcomm2.org/hart 

protocol/wireless hart/wireless hart main.html  
[2] Isa 100. ISA Web. [Online]. (April 2008) Available at: 

http://www.isa.org/Content/NavigationMenu/Technical Information/ASCI/ISA100 Wireless 
Compliance Institute/  

[3] Richard Steigmann, Jan Endresen, “White paper, Introduction to WISA”, V2.0 July 2006 
[4] De Biasi M., Snickars C., Landernas K., and Isaksson A., ”Simulation of Process Control with 

WirelessHART Networks Subject to Clock Drift”, Proceedings of the 32nd IEEE  Computer Software 
and Applications Conference, Turkku, Finland, August 2008 

[5] Snickars C., De Biasi M., Landernas K., and Isaksson A., ”Simulation of Process Control with 
WirelessHART Networks subject to Packet Loss”, Proceedings of the 4th IEEE Conference on 
Automation Science and Engineering, Washington DC, August, 2008  

[6] Song, A. K. Mork, D. Chen, M. Nixon, T. Blevins and W. Wojsznis, “Improving PID Control with 
Unreliable Communications”, ISA EXPO 2006, 17-19 October 2006 

[7] Erik Henriksson, Henrik Sandberg, and, Karl H. Johansson “Predictive Outage compensation”, to 
appear in the Proceedings of the 47th IEEE Conference on Decision and Control, at Cancun, Mexico.  
December 2008 

[8] Lasse M. Eriksson and Mikael Johansson, “PID controller tuning rules for varying time-delay 
systems,” In Proc. 2007 American Control Conference, New York, USA, Jul. 2007. 

[9] Nordlander, Johan ; Jones, Mark P., Carlsson,  Magnus ; Kieburtz, Richard B. ; Black, Andrew P.. I: 
Reactive Objects. Fifth IEEE International Symposium on Object-Oriented Real-Time Distributed 
Computing. IEEE Computer Society, 2002. s. 155-158 

[10] Programming with Time-Constrained Reactions. / Nordlander, Johan; Carlsson, Magnus ; Jones, Mark 
P.; Jonsson, Jan. 2005. 20 s. Available at http://pure.ltu.se/ws/fbspretrieve/441200 

[11] Leijon, V, Lindgren, P & Eriksson, J 2007, 'FIFO WiDOM: timely control over wireless links', I 
Proceedings of the 2007 IEEE International Conference on Control Applications, IEEE s. 1024-1030. 

[12] Leijon. V., “FIFO networking: Punctual event-triggered networking”, 2006, Unpublished manuscript: 
http://www.csee.ltu.se/_leijon/publications/fifo-06.pdf 

[13] Maben Rabi, Luca Stabellini, Peter Almström and Mikael Johansson, “Analysis of networked 
estimation under contention-based medium access”, in Proceedings of the 17th IFAC World Congress, 
Seoul Korea; pages: 10283 -- 10288,  July 2008. 

[14] Maben Rabi, Karl H. Johansson, Mikael Johansson, “Optimal stopping for event-triggered sensing and 
actuation”, to appear in the Proceedings of the 47th IEEE Conference on Decision and Control, at 
Cancun, Mexico.  December 2008. 

[15] D. Dzung, J. Endresen, J.-E. Frey, and C. Apneseth, “Design and implementation of a real-time 
wireless sensor/actuator communication system,” in Proc. IEEE Symposium on Emerging 
Technologies and Factory Automation, ETFA 2005, vol. 2, 2005, pp. 433–442. 

[16] (2008) Wireless local area network. Wikipedia. [Online]. Available:  http://en.wikipedia.org/wiki/IEEE 
802.11 

[17] (2008, April) Bluetooth. Wikipedia. [Online]. Available: http://en.wikipedia.org/wiki/Bluetooth 
[18] (2008, April) Zigbee. Wikipedia. [Online]. Available: http://en.wikipedia.org/wiki/ZigBee 
[19] N. Golmie, “Bluetooth dynamic scheduling and interference mitigation,” Mobile Networks and 

Applications, vol. 9, pp. 21–31, 2005. 
[20] J.-A. Park, S.-K. Park, D.-H. Kim, P.-D. Cho, and K.-R. Cho, “Experiments on radio interference 

between wireless lan and other radio devices on a 2.4 ghz ism band,” Vehicular Technology 



  56/57 

Conference, 2003. VTC 2003-Spring. The 57th IEEE  Semiannual, vol. 3, pp. 1798–1801 vol.3, 22-25 
April 2003. 

[21] T. Keller and J. Modelski, “Experimental results of testing interferences in 2.4 ghz ism band,” in Proc. 
33rd European Microwave Conference, 2003, pp. 1043–1046. 

[22] W. Feng, A. Nallanathan, and H. Garg, “Impact of interference on performance of bluetooth piconet in 
2.4ghz ism band,” ELECTRONICS LETTERS, vol. 38, no. 25, Dec 2002. 

[23] M. Chandrashekhar, P. Choi, K. Maver, R. Sieber, and K. Pahlavan, “Evaluation of interference 
between ieee 802.11b and bluetooth in a typical office environment,” Personal, Indoor and Mobile 
Radio Communications, 2001 12th IEEE International Symposium on, vol. 1, pp. D–71–D–75 vol.1, Sep 
2001. 

[24] M. Biggs, A. Henley, and T. Clarkson, “Occupancy analysis of the 2.4 ghz ism band,” in IEE 
ProceedingsCommunications, vol. 5, no. 151. IEE, 2004, pp.481–488. 

[25] T. Pilsak and J. L. ter Haseborg, “Emc feasibility study of the use of 2.4-ghz wlan applications on 
bridges of cruise and container vessels,” in Proc IEEE EMC symposium. Detroit, USA: IEEE, Aug 2008. 

[26] B. W. Jaekel, “Description and classification of electromagnetic environments revision of iec 61000-2-
5,” in Proc IEEE EMC symposium. Detroit, USA: IEEE, Aug 2008. 

[27] G. Tait and M. Slocum, “Electromagnetic environment characterization of below deck spaces in ships,” 
in Proc IEEE EMC Symposium. Detroit, USAA: IEEE, Aug 2008. 

[28] K. White. (2000, Sept) Ietf request for comments: 2925 definitions of managed objects for remote ping, 
traceroute, and lookup operations. IETF Web. [Online] Available: http://www.rfc-
archive.org/getrfc.php?rfc=2925 

[29] (2008, May) Xbee 802.15.4 oem rf modules. Maxstream web. [Online].Available: 
http://www.maxstream.com 

[30] Time for Timber. / Lindgren, Per ; Nordlander, Johan ; Svensson, Linus ; Eriksson, Joakim. Luleå : 
Luleå tekniska universitet, 2005. 20 s. (Research report / Luleå University of Technology; 2005:01). 

[31] The Semantic Layers of Timber. / Carlsson, Magnus ; Nordlander, Johan ; Kieburtz, Dick. I: 
Programming Languages and Systems, First Asian Symposium,  Proceedings : APLAS 2003. Springer, 
2003. s.  339-356 (Lecture Notes in Computer Science; 2895). 

[32] Reactive objects and functional programming. / Nordlander, Johan. Göteborg : Chalmers tekniska 
högskola, Institutionen för matematik och datavetenskap, 1999. 198 s. 

[33] Leijon, V, Lindgren, P & Eriksson, J 2007, 'FIFO WiDOM: timely control over wireless links', I 
Proceedings of the 2007 IEEE International Conference on Control Applications, IEEE s. 1024-1030. 

[34] Leijon, V, “FIFO networking: Punctual event-triggered networking,” 2006, Unpublished manuscript: 
http://www.csee.ltu.se/~leijon/publications/fifo-06.pdf. 

[35] Hanyu Li, Mubashir Syed and Yu- Dong Yao , “Outage performance of a hybrid DS/FH spread- 
spectrum signal in an ISM band”, Int. J. Network Mgmt 2006; 16: 115–129. 

[36] Müller-Glaser K. D., Frick G., Sax E., Kühl M.,  ”Multiparadigm Modeling in Embedded Systems 
Design”, IEEE transaction on control systems technology, vol. 12, March 2004. 

[37] Amory A., Moraes F., Oliveira L., Calazans N., Hessel F., “A Heterogeneous and Distributed Co-
Simulation Environment”, Proceedings of the 15 th Symposium on Integrated Circuits and Systems 
Design, 2002. 

[38] Carlo Snickars. Design of a wirelessHART simulator for studying delay compensation in networked 
control system. Master thesis, Royal Institute of Technology. February 2008. Also submitted and 
presented at the University of Sienna, Italy. 

[39] Mauro De Biasi. Implementation of a wirelessHART simulator and its use in studying packet loss 
compensation in networked control, Master thesis, Royal Institute of Technology. February 2008. Also 
submitted and presented at the University of Sienna, Italy. 



  57/57 

[40] C.-Y. Kao and B. Lincoln, “Simple stability criteria for systems with time-varying delays,” Automatica, 
vol. 40, pp. 1429-1434, Aug. 2004. 

 

Annex A – Dissemination Levels 
PU Public 
PP Restricted to other programme participants (including the Commission Services) 
RE Restricted to a group specified by the consortium (including the Commission Services) 
CO Confidential, only for members of the consortium (including the Commission Services) 

Table 2: Dissemination levels for a document 


