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1. Introduction
Since several years SOA-Technologies are a constant factor within the product portfolio of
almost all major players in automation science and practice. Especially in association with the
rapidly growing market for TCP/IP based Ethernet protocols in industrial communication the
usage of SOA Technologies is an optimal add on. Major advantages can be seen in the area of
location independent access to data from the ERP-level down to single devices on the field
level or by their easy admission by means of a standard Web browser. Correspondingly, today
SOA based functions offer an easy and comfortable access to a fast process and system
diagnosis of automation components, and, moreover, SOA based operation and monitoring
functions enable a location independent process monitoring and service support.
Against this background, deliverable 3.3 is dedicated to describe the mapping of SOA
services to the SOCRADES mediator as it is being developed in WP 3 for the usage in
wireless sensor networks and wireless closed loop control – WP4. When starting SOCRADES
more than two years ago, DPWS – Device Profiles for Web Services – was considered as a
potential technology for this, as it already was introduced in several other deliverables of
SOCRADES. Meanwhile another standard which especially for the purpose of industrial
communication and automation was developed is coming more and more into the focus of
science and practice: OPC UA. OPC Unified Architecture is the most recent OPC
specification from the OPC Foundation and differs significantly from its predecessors. The
OPC Foundation's main goals with this project was to provide a path forward from the
original OPC communications protocol (namely COM/DCOM) to a current communications
model OPC UA namely SOA and introduce a cross-platform architecture for process control,
while enhancing security and providing an information model.
During implementation it came out that – beside a human readable protocol – a binary
protocol is needed which allows higher level clients with lower level communication
processors to communicate more efficiently with their environment:
• Avoid the effort in implementing a SOAP1.2 stack, as well as additional protocols such
as WS-Addressing and WS-Discovery, and possibly WS-Security, WS-Trust and WSSecure Conversation.
• Avoid the extra memory footprint and extra processor load for string parsing and
conversion to and from binary data in devices that would be induced by such
implementation of some of the previous mentioned technologies.
After introducing the reader to as well DPWS as OPC UA in more detail and showing which
especially the requirements for SOCRADES’ wireless sensor networks are.
The end of the document gives the reader the possibility – via a matrix – to decide which of
the both SOA-Specifications fulfil his needs best. Data- und Information exchange between
will be done - via DPUA.

2. System requirements
The wireless system as part of the framework described in SOCRADES has to fulfil some
requirements in order to operate as expected. These requirements are presented in this section.
As the wireless hardware will be divided into the WSN Gateway and the WSN Device, and
both have their unique requirements, this section discusses each of them separately.
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2.1. WSN Gateway access
In the context of the SOCRADES project, the SOcrAdes Gateway is the link between one or
more wireless sensor networks on the one hand, and the wired network on the other hand. As
specified in “4.3. Linking the DPWS world with Wireless Sensor Actuator Network
Gateways” – see Figure 1, the SOCRADES management framework approach is to use a
combination of DPWS and OPC UA, combining the strengths of both. As can be concluded
from figure 1, a DPUA-Device has to “translate” between OPC UA and DPWS. A Gateway
has to “translate” between WSN networks, wireless devices and legacy devices to the
SOCRADES infrastructure and devices which are not aware of TCP/IP.

Figure 1 – DPWS and OPC UA

Legacy devices are available either because they are legacy devices, or because there was a
deliberate decision to not include them into the infrastructure.
Thus, the SOcrAdes Gateway has to fulfil the following requirements:
‐

Infrastructure: TCP/IP wired and wireless
The SOcrAdes Gateway like any other SOcrAdes Device might be connected to the
TCP/IP Infrastructure wired or wireless. For easier reading - with “wired” or
“SOcrAdes” - is always considered TCP/IP wired or wireless.

‐

Availability: high
The SOcrAdes Gateway connects the TCP/IP and the WSN and legacy infrastructure
with each other. A break in operation effectively breaks all communication between
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these infrastructures.
‐

Redundancy: yes
While strictly speaking not necessary, redundancy can highly help in achieving
availability. This is use case dependent and vendor specific.

‐

Security: medium to high
As the SOcrAdes Gateway/Device builds a single point of failure, it is important to
secure it against attacks.

‐

Typical traffic type: cyclic and acyclic
The SOcrAdes Gateway will have the process both cyclic data and acyclic data. It will
handle cyclic process data, especially for legacy devices not aware of the SOA.
Additionally, it will handle the SOcrAdes specific traffic, which will be mainly
acyclic.

‐

Real time data transfer: yes
as the SOcrAdes Gateway has to handle the process data, it must be able to transfer
data in real time (deterministic manner).

‐

Typical message length: low to large
especially the non- SOcrAdes data will be sent with rather low message length
(protocol foot print + data content). In contrast, SOcrAdes data will be ranging from
medium to large.

‐

Bandwidth: medium to high
any TCP/IP Infrastructure

‐

Number of stations: medium to high
the SOcrAdes Gateway will connect the wireless and legacy Devices to the wired
network. Thus, there will be numerous devices which the Gateway will have to handle
on the bottom side. On top it must be able to handle numerous client connections (like
any other SOcrAdes Device).

‐

Station type: non mobile / mobile
the SOcrAdes Gateway has to generate connectivity between the wired SOcrAdes
Infrastructure and the wireless and legacy devices. Mobile and non mobile Gateways
will be considered.

‐

Distances: low, medium or high
the distances vary upon the task at hand, so, it is not possible to constrain the typical
distances.

‐

Interface to LAN: yes
the SOcrAdes Gateway must have an interface to the TCP/IP network obviously.

2.2. WSN Devices
In the context of the SOCRADES project, the WSN Devices are automation devices which
form a sensor network, and which are connected to the TCP/IP infrastructure via the
SOcrAdes Gateway. In most cases, the WSN Devices are rather small in nature, resembling
not much more than a sensor or an actuator.
Thus, the WSN Device has to fulfil the following requirements:
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‐

Availability: medium
the WSN Devices are needed in order to fulfil their specific task (sensor, actuator).
Thus, if a device is not available, this task cannot be fulfilled. However, in many
typical situations, redundancy can be employed so that a non-available device can be
tolerated.

‐

Redundancy: yes
as explained at “availability” above, redundancy is crucial to allow for less demand of
availability.

‐

Security: medium to high
the WSN devices have to be protected so their operation is not disturbed. WSN
devices also might be forwarding data of other devices. This poses additional security
concerns.

‐

Typical traffic type: cyclic and acyclic
process data will be transferred in the WSN specific manner. This depends on the used
topology (star or meshed).

‐

Real time data transfer: yes
as the SOcrAdes Gateway has to handle the process data, the WSN must be able to
transfer data also in real time (deterministic manner). This depends on the used
topology (star or meshed).

‐

Typical message length: low
message length of process data is typically very low.

‐

Bandwidth: low

‐

Number of stations: low to medium
in a star topology, every WSN device will communicate with the WSN Gateway only.
If a meshed (e.g. tree) topology is used instead, devices will have to forward the data
of other devices nearby. Thus, every device will have to handle a small number of
neighbouring devices.

‐

Station type: non-mobile or mobile
depending upon the application, the WSN devices can be either mobile or not. Also in
consideration to which TCP/IP Infrastructure the SOcrAdes Gateway is connected to.

‐

Distances: low or medium
the WSN Devices are expected to communicate with nearby devices; either with the
SOcrAdes Gateway, or, in the case of a mesh network, also other nearby WSN
Devices. Thus, the distances are not extremely long.

‐

Interface to LAN: no
the WSN Devices do not have an own interface to the TCP/IP LAN. Instead, they
mainly communicate via the SOcrAdes Gateway.

3. SOA overview
The use of Service oriented technologies has recently been considered as a viable solution for
building device-level service-oriented architectures (SOA). Such architectures allow devices
to use Services both for peer-to-peer interactions at the plant floor level and for integration
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with external systems, such as enterprise IT systems. Two specifications have emerged in this
context: the Devices Profile for Web Services (DPWS), and the OPC Unified Architecture
(OPC UA), both of them have a services-oriented architecture and are used in industrial
automation.
There is therefore an interest in comparing the main features of these two specifications, in
order to identify their strengths and weaknesses, and eventually decide whether one is better
suited than the other for building device-level SOA, or whether a combination of both might
be useful.
This section introduces the OPC UA and DPWS specifications, as well as additional Web
Services specifications in the security and resource management domains that can
complement DPWS to provide a complete resource management framework for devices.

4. Overview and purpose of OPC UA
4.1. Rationale

The OPC Unified Architecture is the new version of the well-known OPC architecture
originally designed by the OPC Foundation to connect industrial automation devices to
control and supervision applications. The focus of OPC is on getting access to large amounts
of real-time data while meeting performance constraints and without disrupting to operation
of the devices. The OPC UA Specification will be an IEC-Standard.
The original OPC (classic) specifications are based on Microsoft COM/DCOM, which is
becoming obsolete and being replaced by new interoperability standards, in particular Web
Services. This has led the OPC Foundation to publish a new architecture, called OPC UA,
with the following objectives:
-... Move from COM/DCOM to cross-platform capable Services and Service-Oriented
Architecture, including support for secure communications.
-... Unify and expose the various existing OPC data models (Data Access, Alarms &
Events, Historical Data Access…) as a single set of services.
-... Allow the implementation of OPC on non-Microsoft systems, including embedded
devices, supporting a variety of languages and platforms, including ANSI C, Java and
.NET.
-... Extend the reach of OPC to other collaborating systems, such as manufacturing,
production, maintenance and business applications.
-... Allows via the information model to expose and transport – beside data – information
in a standardized service oriented manner.
The advantages of using OPC-UA for device-to-device and device-to-workstation
communication relate both to operational aspects and to the development process:
-... Unify protocols so that a single stack communicates with both devices and other
applications.
-... Enable seamless integration of device networks, e.g. in plant floors, into enterprisewide information systems and unifies the developer experience, knowledge and tools.
-...
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4.2. Concepts

Figure 2 – General Concept of OPC UA

OPC UA uses client-server architecture with clearly assigned roles (Figure 3). Servers are
applications that expose information following the OPC UA information model: each server
defines an address space containing nodes of the OPC UA model. These nodes represent real
physical or software objects. Clients are applications retrieving information from servers by
browsing and querying the information model. Both types of applications can be developed
using an API that isolates the application from the communication stack.
Having extensive, practical experience at producing practical industry standards for software
interoperability, OPC is the logical organization to produce a specification that will allow the
rich data described by these complex domain models to be exchanged among independently
developed applications. Through joint working groups and a cross-pollination of members in
each other’s technical working groups, OPC is collaborating with other standards
organizations to insure OPC-UA is developed appropriately to meet this goal.
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OPC UA Client
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Figure 3 ‐ OPC UA concepts

Interoperability and adaptability of the standard are guaranteed through several
complementary features:
-... Extensible object model: OPC-UA allows for unlimited object and variable types and
unlimited relationships between them. To address the recognition of data semantics,
OPC UA allows clients to discover the object type as well as the data type of the
variables. Servers are able to define semantic relationships between objects, allowing
clients to discover them as they browse the server’s address space. These features
permit object types to be organized into an information model, thus allowing OPC
servers to represent data in terms of industry-standard as well as vendor-specific
information models.
-... Rich set of services: OPC-UA defines the necessary generic services to browse and
query the namespace, read/write data and publish/subscribe events and data changes.
UA-derived specifications - OPC-UA base specification are purposely generic and do
not imply much semantics. The bulk of the functional areas addressed by the existing
OPC specifications are derived from the OPC UA base specification. This makes the
base specification reusable in a widely variety of applications.
-... Scalability: OPC-UA is capable of scaling to large enterprise-wide data modelling
systems, as well as to very small embedded devices. To make these capability
variations manageable, OPC UA defines selected mixes of these capabilities, called
profiles. Servers claim conformance to the profile that best meets their needs. Clients
are able to discover the profile of a server, and then are able to optimize their
interactions with that server based on the profile.
-... Reliability, Redundancy and Performance: OPC-UA builds in the necessary
diagnostics and other features necessary for vendors to build high reliability systems.
This includes building in the hooks for redundancy and making sure all other facets of
the design are friendly for redundant applications. In order to be accepted as the true
successor to the existing COM implementations, OPC UA communications must meet
or exceed the current performance levels. To achieve this goal, OPC has included a
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binary protocol. Measurements prove that the binary protocol is 5 to 20 times faster
than the Web-Service protocol.
-... Security: All aspects of OPC-UA are defined with security built in. Security is not an
afterthought in OPC-UA it is an integral part of the service set to ensure highly secure
system can be realized when built on OPC-UA.
-... Backwards compatibility: There are thousands of COM-based OPC Servers and
Clients on the market that provide connectivity to field devices of all shapes and sizes.
Since all of these servers will not be rewritten overnight to support OPC-UA, it is
important to jump start the viability of OPC-UA by providing instant connectivity to
these existing servers. The OPC Foundation provides generic wrappers and proxies to
its members to OPC-UA enable existing OPC applications in order to accelerate the
deployment of OPC-UA.
-... Standardization at the protocol level: OPC UA standardizes the transport protocols
and a fixed set of services that can be used to exchange messages between clients and
servers. Although the client and server API are expected to closely reflect the
underlying services, they are not part of the standard and can differ from one
implementation to another. The choice of implementation technology (language,
platform) is thus not part of the standard.
-... Isolation of the application from the communication stack through the client or
server API: several standardized communication stacks with different features can be
used for client-server exchanges without changing neither client nor server
application. Two communication stacks (one written in .NET and one in ANSI-C) are
available and currently tested to fulfil the current version of the specifications. Others
may be added in the future.
Figure 3 also displays monitored items and subscriptions, which are publish/subscribe entities
that can be used by an application to monitor state changes, events and alarms in a server
address space. Monitored items are created by clients in the server to express an interest in
data changes, events or alarms, and generate a notification when they detect the monitored
occurrence. Subscriptions are server endpoints that publish notifications to clients.
Notifications are received by a client in response to publish messages sent by the same client.
This type of client-initiated event communication is known as “pull mode”. OPC UA does not
include server-initiated event notification (“push mode”).
The OPC UA standard protocol is based on a stack of technologies that can be grouped into
three categories:
-... Base technology: transport and encoding technologies used to exchange messages.
-... Services set: standard services that are exposed through the OPC UA messaging
protocol by an OPC UA server for use by an OPC UA client.
-... Information model: the model used to describe the contents of an OPC UA server
address space.
4.3. OPC UA Protocol

-... The OPC UA standard defines two sets of communication and messaging protocols as
its technological basis (Figure 4): The first is based on widespread network and Web
Services standards, including IP, TCP, HTTP, XML, SOAP, WSDL and some WS-*
specifications, including WS-Policy to negotiate protocol and encoding and WS-
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Secure Conversation (based on WS-Security and complemented by WS-Trust) to
provide secured sessions.
-... The second is also based on TCP/IP, but features specific messaging (UA Native) and
encoding (UA Binary) mechanisms.

Figure 4 ‐ OPC UA Protocol

Transport protocols and information encodings can be combined in several ways, depending
on the application requirements:
-... Both UA XML and UA Binary messages can be transported by SOAP messages. In
the latter case, the binary content is embedded in XML using the standard techniques
(i.e. conversion to base64 or use of attachments).
-... UA Binary messages can be transported by UA Native messages. To improve
performance at protocol level, scalability and the need of embedded devices (no string
parsing) only the native binary stack is used in today’s OPC UA implementations.
4.4. OPC UA service set and address space model

OPC UA defines a rich set of services that can be used by a client to access, read, write,
subscribe, browse and manage OPC UA server objects. These services can be grouped in
several categories (Figure 5), based on their purpose:
-... Establishing a (secure) communication channel and a session.
-... Browsing and querying the address space of a server to retrieve objects.
-... Creating, deleting objects in the information model.
-... Reading and writing attribute values and history.
-... Managing publish/subscribe entities such as monitored items and subscriptions.
The set of services defined by OPC UA is fixed: extensibility is supported by the information
model, using an object-oriented approach (sub classing, definition of methods…).
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Figure 5 – OPC UA Base Technology (Service Set)

Furthermore like shown in Figure 6 there is the address space model defined. This allows
OPC UA as well as others to specify their information model and to include some vendor
specific specifications to get them transported via OPC UA.

Figure 6 – OPC UA Base Technology (address space model)
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4.5. OPC UA information model

Another important and innovative aspect of OPC UA is the common and extensible
information model that unifies the previously distinct OPC data models. The models
representation uses references to relate different parts of the model, thus providing a fullmeshed network of nodes. Nodes in the model can be of different types, including Objects for
structured representation and Variables for dynamic data representation. These base classes
can be combined and sub classed by an OPC UA server to create classes of nodes that
represent specific real-world or software objects. OPC UA also introduces type definition
nodes, which are nodes used to describe type information of other nodes in the address space
(Figure 7). This feature allows clients to dynamically discover the metadata information of
objects exposed by an OPC UA server.
There are already initiatives going on defining standard information models, e.g. FDI for
device descriptions by mapping EDDL and FDT to FDI. Or, for PLC programming languages
like PLCopen. Like the transport capabilities the modelling capabilities of OPC UA scale
well. One can keep the offered information simple, similar to Classic OPC, but one can also
enrich the information with a type system and thus providing more information useful in
many application scenarios.
OPC UA uses their base technology to define their own information models. These are
‐

DA for Data Access

‐

A&C for Alarms & Conditions

‐

HA for Historical Access

‐

Progs for Programs like Batch, Up- and Download.

Figure 7 – OPC UA information model (from the OPC foundation documentation)

17/46

D3.3
V 0.6

OPC UA thus provides a homogeneous and generic information model and set of services to
represent and access both structure information and state information in a wide range of
devices.
4.6. OPC UA chained server

The OPC UA architecture provides for creating a tightly-coupled layered architecture of
servers. In Chained-Server architectures, higher layer servers act as clients and use the
services of underlying servers. Figure 8 illustrates this concept.

Client

Clients access
servers individually

Server

Servers add value
to underlying server
capabilities

Server

Figure 8 – Chained Server Architecture Model

4.7. OPC UA linked servers

The OPC UA architecture also provides for creating a more tightly-coupled layered
architecture of servers. In Linked-Server architectures, higher layer servers register with
underlying servers and act as both clients and servers to the underlying servers. Clients access
only the underlying server and gain access to the services of both servers.
Client

Higher layer
servers link to
underlying servers

Clients access
only the main
server

Server

Underling servers
access the addional
capabilities of the
higher layer servers to
provide a unified set of
services to the client

Server

Figure 9 – Linked Server Architecture Model
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5. Overview and purpose of DPWS with management extensions
5.1. Rationale

A proposal for using Web Services protocols for device networking, entitled "Devices Profile
for Web Services” (DPWS), was submitted in May 2004. This subset of the Web Services
protocol suite was originally designed to become the next major version of the popular UPnP
Device Architecture (UPnP V2). It may still be eventually proposed as such, but for reasons
of market strategy related to the lack of backward compatibility between these two protocol
stacks, no date is set for this transition. Meanwhile, DPWS is set to become an OASIS
standard in 2009.
The advantages of using Web Services for device-to-device and device-to-workstation
communication relate both to operational aspects and to the development process:
-... Unify protocols so that a single stack communicates with both devices and other Web
Services.
-... Enable seamless integration of workstation networks, e.g. into enterprise-wide
information systems.
-... Unify developer experience, knowledge and tools.
It may further be noted that DPWS, along with UPnP, is natively supported by Windows
Vista.
DPWS alone provides a small and efficient framework for peer-to-peer device interactions,
fully compatible with the Web Services family of specifications. In order to provide a
complete Web Services-based management framework, DPWS can be combined with the
following specifications:
-... Security specifications: WS-Security, WS-Trust and WS-Secure Conversation are
natural extensions to DPWS in contexts where security is required.
-... Management specifications: WS-Management is a dedicated Web Services-based
management specification that shares a common set of basic services with DPWS.
5.2. Concepts

The DPWS specification defines an architecture that distinguishes two types of services
(Figure 10): devices and hosted services. Devices play an important part in the discovery and
metadata exchange procedures. Hosted services are application-specific Web services that
provide the functional behaviour of the device. They rely on their hosting device for
discovery. The deployment of hosted services on a DPWS device is the primary extensibility
mechanism provided by the specification.
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Figure 10 ‐ Architecture of a DPWS‐compliant device

DPWS also specifies a set of built-in services:
-... Discovery services (WS-Discovery): these services are used by a device connected to
a network to advertise itself as a device and to discover other devices. WS-Discovery
uses UDP and a multicast address to broadcast and listen to the discovery messages.
-... Metadata exchange services (WS-Transfer and WS-Metadata Exchange): these
services provide dynamic access to a device’s hosted services and to their metadata,
such as WSDL or XML Schema definitions
-... Publish/subscribe services (WS-Eventing): these services combine extensions of
application-defined services and built-in services, and allow other devices to subscribe
to asynchronous messages (events) produced by a given application-defined service
and manage the resulting subscriptions. This is comparable to Microsoft’s DCOM
Call-backs which makes it necessary that a bi-directional connection between to
communication partners is allowed from the infrastructure (e.g. firewalls).
A DPWS client endpoint typically performs the following tasks:
-... Discovery: discover relevant devices on the network. Discovery is based on device
types and scopes, which can be used to characterize a device with application-specific,
hierarchical information (typically, a geographical location or a network location).
Discovery is limited to the devices, and does not involve services.
-... Description: retrieve the device description, get the list of hosted services, and select
relevant services and service descriptions from this list. Service description relies on
the standard WSDL language, which is supported by a large number of development
tools.
-... Control: invoke operations on selected services to control the device.
-... Eventing: subscribe to the service’s event sources.
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DPWS alone does not provide support for managing device resources. However, it is possible
to take advantage of the DPWS extensibility mechanisms and add generic management
services as hosted services. The WS-Management specification identifies a core set of Web
service specifications and usage requirements that expose a common set of operations central
to all systems management. This comprises the abilities to
-... Get, put (update), create and delete individual resources, such as settings and dynamic
values.
-... Enumerate the contents of containers and collections, such as large tables and logs.
-... Subscribe to events emitted by managed resources.
-... Execute specific management methods with strongly typed input and output
parameters
In each of these areas of scope, the specification defines minimal implementation
requirements for conformant Web Service implementations. An implementation is free to
extend beyond this set of operations, and may also choose not to support one or more areas of
functionality listed above if that functionality is not appropriate to the target device or system.
Technologies involved in the DPWS and WS-Management stacks are further detailed below.
5.3. DPWS base technology

The DPWS protocol stack is depicted below (Figure 11). At the lowest level, the standard
HTTP, TCP and UDP transport protocols are used to deliver messages. Messages rely on the
standard SOAP1.2 protocol, extended with WS-Addressing, and use the standard XML and
MTOM encodings for representing message contents. The specific protocols referenced in the
DPWS specification, including WS-Discovery, WS-Metadata Exchange (itself based on WSTransfer) and WS-Eventing are built on top of the underlying standard layers.

Figure 11 ‐ DPWS protocol stack

Although not formally part of the DPWS specification, message-level security can optionally
be added to the stack through the use of the WS-Security and WS-Secure Conversation
specifications, which can be plugged in as extensions to the standard SOAP messaging layer.
5.4. WS-Management stack

WS-Management relies on a set of existing specifications, including WS-Addressing for
endpoint descriptions, WS-Transfer and WS-Enumeration for resource description and access,

21/46

D3.3
V 0.6

WS-Eventing for event notifications and WS-Security for security (Figure 12). WSManagement uses the extensibility features of these specifications to adapt them to the
specific needs of management applications:
-... Definition of a default addressing model based on WS-Addressing, which involves a
resource URI to represent the type of a resource and a set of selectors to specify the
instance of the resource on the server.
-... Addition of message control headers to limit the computer resource consumption
(CPU, memory) required by the management services and clients.
-... Specification of the WS-Partial Transfer protocol, derived from WS-Transfer by
allowing parts of resources to be addressed using XPath.
-... Definition of extended delivery modes (including a “pull” mode similar to the OPC
UA publish mechanism) and mechanisms to improve the reliability and versatility of
Eventing.

Figure 12 – WS‐Management stack

It is interesting to note that WS-Management shares a number of lower-level specifications
with DPWS, including WS-Addressing, WS-Transfer and WS-Eventing.
5.5. Resource modelling

WS-Management does not prescribe a specific resource model. Instead – the specification
defines mechanisms, based on WS-Transfer, for accessing and modifying any resource that
can be addressed using the WS-Management addressing model and represented externally as
an XML document.
Because resources are exposed as XML documents, XML Schema can be used as a modelling
language to represent the structure and type information of these documents. However, the
XML Schema specification has a number of limitations as a modelling language: this has
prompted the proposal of extensions to XML Schema to represent information which cannot
easily be put inside an XML Schema. This includes references to other documents, as well as
mechanisms to express domain-specific constraints. Popular extensions include Service
Modelling Language (SML – under standardization at the W3C) and WS-CIM (specified by
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DMTF), a mapping to XML Schema of the Common Information Model (CIM) used in
management applications.

Figure 13 – Resource model

6. Evaluation
6.1. System requirements for SOA

The most important requirements are listed in Table 1.1. The requirements can be grouped
into the ones for the communication between distributed systems being able to exchange
information and the requirements for modelling of data describing a system and the available
information.
The reliability for the communication between distributed systems is very important. Since
network communication is not reliable by definition, robustness and fault-tolerance is an
important requirement including redundancy for high availability. Platform-independence and
scalability is necessary to be able to integrate SOA directly into the systems running on many
different platforms. To replace proprietary communication an important requirement is
always high-performance in intranet environments. But also internet communication through
firewalls must be possible out of the box which makes security and access control another
important requirement. And first and foremost the interoperability between systems from
different vendors is still the most important requirement.
Table 1.1 Requirements for SOA.
Communication between distributed
systems
•

•

Modelling Data
•

Common model for all data and information

o Robustness and fault tolerance

•

Object-oriented

o Redundancy

•

Extensible type system

o Platform-independence

•

Meta information

•

Complex data and methods

Reliability by

Scalability
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•

High performance

•

Scalability from simple to complex models

•

Internet and firewalls

•

Abstract base model

•

Security and access control

•

•

Interoperability

Base for other standard data models

Modelling of data is usually very limited and needed to be enhanced by providing a common,
object-oriented model for all data and information. This model must include an extensible
type system to be able to offer Meta information and to describe also complex systems. The
availability of methods provided and described by servers and callable by clients is a powerful
feature needed to get flexibility and extensibility. Complex data is required to support the
description and consistent transport of complex data structures. It is an important requirement
to enhance the modelling capabilities but it is equally important to support simple models
with simple concepts. For this reason it is required to have a simple and abstract but
extensible base model to be able to scale from simple to complex models.

6.2. OPC UA and DPWS feature comparison

The previous section has introduced the main features of the OPC UA and the (extended)
DPWS sets of specifications. The table below summarizes these features, organized along
four categories:
-... Infrastructure features: they include all the protocols used in the communication stacks
-... Architecture: the typical architectures that are addressed by each specification.
-... Modelling features: meta-models of resources to be managed.
-... Management services: the actual Web Services used to support the various functional
aspects of resource management.
Feature
Infrastructure
General Infrastructure
General-purpose transport
General-purpose messaging
General-purpose encoding
Security

Optimized transport

OPC UA

DPWS + WS-*

TCP/IP
OPC UA Native
not relevant

TCP/IP
HTTP 1.1
SOAP 1.2
WS-Addressing
UA Binary encoding
XML encoding
UA Base Technology (UA- HTTPS
Secure
Conversation WS-Security
(binary))
WS-Trust
WS-Secure Conversation
Optimized Handling for Not specified (open)
Send- and Receive buffers
Optimized Handling for
fragmented Data
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Feature

OPC UA

Optimized encoding

not relevant (see General Not specified.
purpose encoding)
The draft Efficient XML
Interchange
specification
could be a candidate
WS-Discovery might be used WS-Discovery

Discovery
Architecture
Software architecture

Target hardware platform

Modelling
Meta model

DPWS + WS-*

Peer-to-peer
Client-server
Layered client-server
Chained server
Embedded devices, devices,
Gateways up to Enterprise
Workstations and servers

Peer-to-peer
Client-server

UA Base Technology
UA Information Model

None specified.
Candidates include XML
Schema and extensions

Management services
Session management

UA
Base
Technology
(Sessions)
UA Secure Conversation on
board, but might be switched
off (customer makes the
decision)
Resource discovery and UA
Base
Technology
selection
(Browse, Query)
Meta model discovery and UA
Base
Technology
interpretation
(Browse, Query)
Resource
access
and UA Base Technology (Node
management
Management, Attributes)
Eventing
UA
Base
Technology
(Monitored
Items,
Subscriptions)
Operation invocation

UA
Base
(Methods)

Embedded devices, devices,
Gateways up to Enterprise
Workstations and servers

Not specified.
WS-Secure
Conversation
may be used

WS-Enumeration
Not specified.

WS-Transfer
Fragment-level WS-Transfer
WS-Eventing
WS-Eventing
additional
delivery modes for WSManagement
Technology Standard Web Services

Some noteworthy aspects are detailed below:
-... The two sets of specifications rely on very similar SOA-Architecture.
-... OPC UA specifies a set of interoperable protocols. One of them is OPC XML the
other OPC Binary. Only the OPC Binary protocol was widely accepted – for
performance and memory reasons. Today the OPC Binary protocol is used in NET,
Java, C++ and ANSI-C Servers as well as Clients in a wide range of products.
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-... DPWS does not specify such optimized protocols, although the open and extensible
nature of the SOAP1.2 and WS-* specifications would allow the integration of such
protocols in the stack without disruption.
-... OPC UA relies on a client-server pattern, where the server is used to expose devicelevel information to higher level clients. Server and client stacks must not be
collocated, except in cases where servers are chained, linked or aggregating other
servers in a layered architecture, the server in one layer being the client of servers in
the lower layer or the same layer (peer-to-peer).
-... DPWS relies on a peer-to-peer pattern at the device level, even if the client-server
pattern can also be used to provide access from higher-level layers.
-... Both specifications are designed to work at the lowest device level and above. They
might be used as gateways to get access on specific communication protocols (e.g.
field bus protocols) to access the low-level devices or as embedded devices –
wherever a TCP/IP infrastructure is useful.
-... OPC UA specifies a rich and detailed meta-model, used by servers to model the realworld objects to be managed, their relations, their classes and their attributes and
variables. WS-Management does not specify a precise meta-model for the managed
objects: it only addresses the external XML representation of resources, leaving
complete freedom to the implementer in choosing the appropriate model for the
resources. Having a well-defined meta-model is a clear advantage for developing OPC
UA clients, as they have the knowledge of the exposed information models. The open
approach of WS-Management provides for greater extensibility.
-... The specified management services are by nature different, as they represent the main
purpose of each specification. They provide similar functionalities, with a few
noticeable differences:
o OPC UA services use a stateful, connected mode, while WS-Management
services can also work in stateless, connectionless mode. Connectionless mode
is generally considered more flexible and scalable. On the other hand, stateful
connection gives – especially in the field of automation – the trust for both
partners that they are still in the expected working mode.
o Because OPC UA defines a meta-model, the format of Services used to access
and manage the Meta data implemented in the servers is fixed, with a limited
number of extension points. Each implementer of each DPWS device must
define the precise format of the WS-Transfer messages used to access and
manage resources in the WS-Management framework. Although very
extensible, this approach can make interoperability a challenge, if proper care
is not taken.
o The OPC UA meta-model allows servers to define relations between nodes and
views of those nodes, which can be exploited by browsing and query services
and provide more functionalities in this area than their WS-Management
counterparts.
o OPC UA natively supports the semantics of historical data, both in the metamodel and in the management services. Each DPWS device implementer has
to redefine this in WS-Management.
o Event management is fairly different in the two approaches: OPC UA provides
a way to define monitored items and subscribe to them, but notifications are
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collected through polling (pull mode) instead of being asynchronously
delivered to the subscriber(s). WS-Management relies on WS-Eventing, which
by default uses a push (asynchronous) delivery of notifications. However, WSManagement extends the WS-Eventing specification by adding additional
delivery modes, including a pull mode. These additional delivery modes could
eventually be folded back into a future version of the WS-Eventing
specification: a push mode means that a two way connection is necessary what
makes eventually problems in real life with blocking firewalls. Furthermore a
push mode may require an explicitly defined Heartbeat (at least in automation
environment) for the client to still know that the server still exists. OPC UA
combines this in its subscriptions in an “intelligent” manner.
6.3. Individual characteristics of DPWS and OPC UA

The above comparison highlights, on the one hand, the strong similarities of the basic
building blocks used by the two sets of specifications, and, on the other hand, the significant
differences in their purpose and targets. In a context where both sets of specifications are
considered for building device-level service-oriented architectures, two questions can be
raised:
-... Can one of these sets of specifications fulfil alone the requirements of device-level
service-oriented architectures?
-... If both specifications must be considered, is it possible to define a common basis for
implementing them?
6.3.1. OPC UA as a generic framework for device-level service-oriented architecture

As mentioned previously, device-level service oriented frameworks need to address both
peer-to-peer interactions at the device level and integration with higher-level layers, such as
supervision or enterprise IT systems.
While OPC UA is certainly not the first choice for integration with higher-level layers, it
nevertheless seems to qualify as a good basis for a general-purpose SOA framework, for
several reasons:
-... OPC UA provides well defined extensibility: OPC UA extensibility allows methods
and services to be added to the Meta model and invoked through predefined Services.
It allows the complete modelling of device functionalities.
-... Message exchange patterns are limited: OPC UA uses stateful, connected,
asynchronous message exchange patterns, even for managing events, which are
received through polling. Lack of support for asynchronous and stateless
communications could limit the scalability and flexibility of the architecture in the
case of peer-to-peer device interaction with enterprise IT systems.
-... OPC UA target hardware platforms appear to be plant floor devices up to operational
devices (process layer).
Against this background the advantages of OPC UA in a nut shell are:
-... Avoidance of implementing a HTTP/HTTPS stack, SOAP1.2 stack, as well as
additional protocols such as WS-Addressing and WS-Discovery, and possibly WSSecurity, WS-Trust and WS-Secure Conversation.
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-... Avoidance of the extra memory footprint and extra processor load for string parsing
and conversion to and from binary data in devices that would be induced by
implementation of some of the previous mentioned technologies.
-... Adhere a set of clearly specified services, which makes interoperability suitable.
-... Adhere a scalable and extensible information model.
Summarizing, OPC UA might be used as a valuable framework for enterprise-level SOA, too.
6.3.2. DPWS and WS-Management as a generic framework for device-level serviceoriented architecture

DPWS is designed as a set of specifications for introducing Web Services at the device level.
Through the use of WS-Discovery and WS-Eventing, DPWS provides support for dynamic
discovery and asynchronous communications at the device level, which are critical
functionalities for device-level SOA. DPWS is also completely generic, and allows any
functionality to be implemented and exposed as a Web Service.
DPWS does not provide explicit support for integration with higher layers, although nothing
prevents such a support to be added. WS-Management is a specification that addresses this
issue and that can be integrated with DPWS. Therefore, the combination of DPWS and WSManagement can be a good candidate for a generic SOA framework at the device level.
However, the combination of DPWS and WS-Management alone still has some limitations
with respect to the functionalities provided by OPC UA for supervision, management:
-... WS-Management does not define any specific meta-model for modelling devices,
services and additional information to be managed. Any implementation of WSManagement for plant-floor devices should therefore specify an appropriate metamodel for resource modelling. OPC UA, on the other hand, provides such a metamodel, well-adapted to the modelling of plant-floor devices.
-... As the natural successor of OPC, OPC UA benefits from a well-known image in the
industrial automation domain, as well as a large potential installation base. Upwards
compatibility between existing OPC and OPC UA clients and servers is also a strong
argument for the quick dissemination of the OPC UA technology in the industry. WSManagement, on the other hand, is coming from the IT and network management
domain, and does not have the same image in the automation world.
For the above reasons, it appears that including OPC UA in the framework for device-level
SOA will likely increase the adoption of the framework in the industrial automation domain,
and also avoid the specification of a new meta-model that will be redundant with the one of
OPC UA.

7. Use cases and requirements for OPC UA and DPWS
In order to identify the relevant features of both OPC UA and DPWS/WS-Management that
must appear this section introduces some use cases that will highlight the major requirements
and constraints that DPWS and OPC UA must fulfil.
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7.1. Requirements
7.1.1. Profiles
7.1.1.1.

As a complete implementation of the protocol specifications will be too heavy for a small
device, it is expected that only a subset of the protocol will be supported by this devices.
However, in order to be recognized and used by a standard client, this subset must be
documented into a standard profile, i.e. a well-defined and consistent subset of the
specification that a certain category of servers implements.
7.1.1.2. OPC UA

The OPC Foundation has dedicated one part (Part 7) of its OPC UA specification to the
definition of profiles. In its current form, the document distinguishes between several device
profiles.
7.1.1.3. DPWS

DPWS is itself a profile, restricting features in standard Web Services specifications in order
to ensure their embeddability in small devices. When extended with WS-Management and
reusing the OPC UA meta-model, proper care will be taken to ensure that only the minimal
required subset of the meta-model features will be retained, in order to preserve the
embeddability of the overall result.
7.1.2. Security

-... Because clients may access devices from enterprise LANs which are more open and
less secure than industrial LANs, direct access to a device from an unsecured network
should always use secured messages. Implementation of complex security
mechanisms, such as those required from enterprise LANs, on small devices remains a
challenge, due to both memory footprint and CPU performances constraints. The use
of simpler mechanisms, such as only channel-level encryption or non encryption,
could be allowed by the profile as a possible alternative for small devices.
7.1.2.1. OPC UA

The OPC Foundation has dedicated one part of its OPC UA specification to the definition of
profiles. In its current form, the document distinguishes between several device profiles.
7.1.2.2. DPWS

The DPWS specification defines a default security model based on SSL/TLS secure channels
and X.509v3 certificates. DPWS can also be extended with message-level security based on
WS-Security and WS-Secure Conversation, but this might not be available on the smallest
devices, for footprint and performances reasons.
7.1.3. Events and Notifications

-... These mechanisms are central, as they provide the normal way to retrieve real-time
information from servers. However, because they require some dynamic state
information to be stored on servers, these mechanisms should be strongly constrained
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by the profile on small devices, by limiting for instance the number of subscribers or
the number of pending notifications that are kept in memory.
7.1.3.1. OPC UA

The OPC Foundation has dedicated one part of its OPC UA specification to the definition of
profiles. In its current form, the document distinguishes between several device profiles.
7.1.3.2. DPWS

DPWS provides built-in support for asynchronous events through the use of WS-Eventing. As
explained previously, the default delivery mode for events is based on a push mechanism,
which is convenient in local peer-to-peer exchanges but has limitations in enterprise-wide
contexts. WS-Management thus introduces additional delivery modes that solve the problem.
7.2. Use Case 1: Device accessed by a client via same protocol

The first use case (Figure 14) describes the interaction between a device acting as server and a
standard client application, such as an Enterprise system. Both actors interact using the same
protocol.

Figure 14 –Device accessed by a client via same protocol

7.3. Use Case 2: Device accessed by a client via different protocol

The second use case (Figure 15) describes a similar situation as the previous one, but focuses
on the connection between different protocols. As highlighted previously, some of the
complexity arises from the different nature of the security and event management features of
the specifications. Therefore, this use case introduces two additional, generic components:
-... A security gateway, which would take care of the translation between secure messages
used by the Enterprise Application client and unsecured messages used by the devices
which are located in the automation network.
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-... A DPUA-Device, which translates the messages between the two protocols where
appropriate.

Figure 15 – Device accessed by a client with different protocol

Although requiring a more complex infrastructure, as additional components are needed, this
approach can bring several benefits:
-... Security requirements can be relaxed. The device located in the automation network
might support no security because there is a clear separation from Industrial LAN and
Enterprise LAN – like today’s automation systems are designed. This concept allows
the migration into existing industrial automation plants. Peer to peer communication
can be done as shown in Figure 15.
-... Notifications and event management mechanisms can be simplified, as the most
expensive operations such as subscription management, event historization and
notification message sending could be delegated to the DPUA-Device. A minimal
Eventing mechanism would however still be needed to achieve event notifications
between the device and the DPUA-Device. The profile should also include chained
servers to allow Monitored Items created by a client on a server to use remote
Subscriptions managed by another server (in this use case the event broker). OPC UA
is already defined for chained servers; it supports secured endpoint connections like
they are needed here.
It highlights the requirements that a device must fulfil to participate in peer-to-peer scenarios
that are central in device-level SOA and the requirement that tidy coupling is a must in
automation networks.
-... The subset that is supported by this profile may actually be larger than in the previous
use case, as the most complex features of the specification are deported to external
components and can thus are more easily supported.

31/46

D3.3
V 0.6

7.3.1. Use Case 3: A client accessing a WSN device via several network layers

This use case (Figure 16) shows a device acting as a client at automation-network level to a
device acting as a server at plant-floor-network. This device acts as Gateway to the underlying
WSN-network. It highlights the requirements that a device must fulfil to participate in chained
and linked scenarios that are central in device-level SOA and again the requirement that tidy
coupling is a must.
Unlike previous use cases, where the device was playing the server role, and thus needed to
implement a well-defined profile, the device acting as a client only needs to implement the
subset of the protocol and information model that it required for its purpose, without
compliance to a specific profile. This subset is expected to be smaller than the subset
implemented by a server, so this use case does not actually impact the scope of the profile.
Furthermore the Gateway acts as a server and needs to implement the profile. The Gateway
acts also as a client to other devices and gives access to the WSN devices. The WSN devices
have also implemented a subset of a profile. The physical access and the protocol might be
different, but the services and Meta data are modelled via profile. Therefore it is required, that
another profile – which is a subset from the previous profile – should be defined.
This use case requires a device to host both the client stack and the server stack, thus
increasing the code footprint requirements. This is by nature for every stack when you need to
implement both directions, or linked servers (PtP). In addition to this, the gateway needs to
host the additional WSN client stack.
As in the previous one, this use case features an optional security gateway component that
may be used to discharge the device from complex security aspects and the DPUA-Device
makes here the previous mentioned adaptation and the adaptation to the field of automation
from loosely coupled to tidily coupled systems.
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Figure 16 – A client accessing a WSN device via several network layers

7.3.2. Use Case 4: Dual OPCUA and DPWS protocol

This use case (Figure 17) features a device accessed by a client application using one protocol
change to the second protocol and back to the first protocol instead. It highlights the need for
the device to host both OPC UA and DPWS stacks. While sharing the stacks – except the
TCP/IP stack – is impossible by their nature, because one is binary with respect to the needs
of automation and the other is human readable with the needs of enterprise systems. Such
devices will be mainly higher level automation devices running on PCs. One could be the
DPUA-Device on previous mentioned use case. On the other hand it could be a SCADA
system. Sharing stacks is also almost impossible, but the implementation of a common
resource model makes here the benefit.
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Figure 17 – Dual OPCUA and DPWS protocol

The use case also features an optional security gateway and DPUA-Device, which can be used
as in previous use cases to remove some complex functionality from the device Furthermore
there are at least two possibilities how this could be done. One of them is that one protocol
will be tunnelled via the other protocol. This has the advantage that the automation network
does not get any impact from the other protocol. On the other hand a still valid solution is the
direct access from a client to a device with the same protocol stack.
7.3.3. Summary of use cases requirements

The requirements generated by the above use cases can be summarized as follows:
-... A specific profile must be defined for each protocol to support interoperable subsets of
the protocol on small(er) devices.
-... The profile must either (I) specify much simplified security and a more simplified
Meta model that can be implemented in constrained devices; or (ii) consider the use of
infrastructure components such as generic security gateways and DPUA-Devices to
remove the complexity of these features from the underlying devices.
-... The devices must support at the same time: (I) a server implementation of the profile,
(ii) a client implementation of a subset of the profile, used for peer-to-peer
interactions, and (iii) might have an implementation of the other protocol with the
respect to this protocol profile. Due to footprint constraints, this could be achieved by
sharing as much of the implementation as possible using the same Meta model.
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8. Summary and conclusions
The document at hand was dedicated to describe the mapping of a viable solution for devicelevel service-oriented architectures (SOA) to the SOCRADES mediator as it is being
developed in WP 3 for the usage in wireless sensor networks and wireless closed loop control
– WP4. Among the corresponding technologies that are used to represent and communicate
information, the eXtensible Mark-up Language (XML) is emerging as a prevailing syntax in
the embedded domain, answering to requirements of interoperability and integration with
desktop and server-type systems. Two example technologies that illustrate this trend are the
OPC Unified Architecture (OPC-UA) and the Devices Profile for Web Services (DPWS).
-... Due to the strong needs of factory and process automation it is valid to use both SOA
implemented protocols parallel or situation dependent.
-... Against this background, deliverable 3.3 served to develop an overview for the
strength and weak of the two SOA protocols.
-... For this reason in chapter 2 of this document, after the introduction, the system
requirements for an appropriate communication technology for field level devices represented by the mediator/gateway for wireless sensor networks and the wireless
sensors themselves – are described.
-... After a short introduction of SOA technology as such, Chapters 4 and 5 then provide a
general overview about service-oriented architectures, introducing the OPC UA and
DPWS specifications, as well as additional Web Service specifications in the security
and resource management domains that can complement DPWS to provide a complete
resource management framework for devices.
-... In chapter 6 an evaluation of the thitherto mentioned technologies takes place,
followed by requirements and use cases in the following chapter.
As a conclusion for this embracing evaluation of OPC UA and DPWS it can be stated that
OPC UA does not require support for the other web services standards, but it does not exclude
their use either. Applications could create a DPWS compliant OPC UA application by adding
support for WS-Discovery and WS-Eventing push mode.
DPWS specifies a suite of low level features that a device vendor can use to implement a set
of custom web services for their device. It does provide a way to publish these web services
(WS-Metadata Exchange), however, consumers of these services will have to be programmed
with knowledge of the custom web services defined for each device. It does not specify
enough to allow compliant applications to interoperate without additional programming.
Similar tasks such as specifying a set of values to read could require the use of different web
services for different devices. Such interoperability issues are expected to be addressed in
dedicated vertical organizations for a given business domain. This is already happening in the
domain of office devices (printers, scanners), but could extended to other domains.
OPC UA defines an information model with associated services that provides a standard way
to describe and access information within a device. As a result, OPC UA eliminates the need
for programming with custom services for each device. This will provide the level of
interoperability that users of COM OPC applications have come to expect.
Furthermore, OPC UA is also not dependent on XML for its implementation. This will allow
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applications to substitute higher performance binary protocols when required without altering
the basic architecture of the application.
Summarizing it can be said that DPWS is the web-services replacement for UPNP and is
designed for searching, finding, and operation of devices on networks. Some OPC UA
applications may be deployed in such environments and it would make sense to add the
DPWS features.
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9. Appendix A – OPC UA services
9.1. OPC UA Abstract Service Model

OPC UA services will be defined as a set of abstract services
OPC UA provides for a server side full mesh network organization approach for exposing
nodes in the address space as shown in the Figure below.

Object

Object

Object
Object

Object

Object

A full mesh network of Objects
These nodes can also be located through the browse/query service. If servers (e.g. for small
devices) do not support a full mesh network of information or the query service, then a
directory hierarchy or manual browsing will be the only method of locating nodes.
Nodes may be created and deleted using the OPC UA Node Management services. A Node’s
related elements (objects, data variables and properties) may be accessed via the OPC UA
Read/Write, and Subscribe/Publish services. The table below provides an overview of these
services.
UA Service Overview
Core Data Node Service

Description

Node Management

AddNode / AddReference
DeleteNode / DeleteReference

These services are used to create and connect nodes in the OPC UA
address space. It also initializes its attributes.
These services are used to delete nodes in the OPC UA address
space.

Data Access

Query/Browse/Read

Write

These services are used to browse/query for nodes and read the value
of their attributes. They are also used to navigate between nodes.
The Browse service follows the path from one node to another that is
defined by the references between nodes. A more robust version of
this service is used to search for a set of nodes whose property values
conform to the query criteria. Not all servers may support value
queries.
This service is used to write the value of a node’s attributes.

Eventing & Subscription

CreateSubscription /
CreateMonitoredItems
Publish

These services are used by a client to specify the topics of
information that the client wishes to be notified on. This can be value
changes or event notifications.
This service is used to send value changes or events.
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Services in OPC UA will be used like they are described in the OPC UA Part 4 Spec
(Services).
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10. Appendix B – The OPC UA object model
10.1. OPC UA Base Information Model

One of the primary goals in creating the OPC UA Base Information Model is to create a
standard way for a server to expose a richer address space while remaining compatible with
existing non-typed hierarchical models in existing servers. The new model adds:
• Definition of types and subtypes
• Definition of simple and complex data types
• Instantiation of types
• Mesh connection of instances and types
Thus, the base model is used to define, characterize, and inter-relate objects within a system.
It is based on the ability to define:
• Types and instances
• Properties
• Property values
An information model is exposed in a servers address space. An information model defines
only semantics and does not specify a particular access mechanism. Clients use the services
defined in the OPC UA Computation Model to access the information model.
OPC UA servers will be able to expose an address space that represents a layered information
model. The middle type layer will contain types that define the instances contained in the
bottom layer, as illustrated in the figure below.
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OPC UA Base Information Model
To maintain compatibility with existing OPC servers and OPC UA servers will be able to
expose only the instance layer (bottom layer). In these cases, all nodes in the instance layer
will be instances of “Base”.
10.2. Describing the Base Information Model

In order to describe an OPC UA information model, the notion of an
object/relationship/related element tuple is used. A tuple expresses an object’s relationship to
a related element. An object is an element of an information model. An object is represented
by a node which is a browsable resource in a server’s address space. An object can be either a
type object or an instance object. All objects derive from a common base object called “Top”
(note that we might rename this from “Top” to something else later on). An object is
graphically represented by an oval.
A related element can either be a reference to another object or a property. A property can be
seen as an inherent attribute of an object and is lightweight and is not separately browsable. A
property can be used to describe metadata as well as instance data. If the related element is a
reference to another object, then the related element is called a “Related Object” and is
graphically represented as an oval. If the related element is a property, then it is graphically
represented as a rectangle. A list of properties can be placed within a single rectangle.
A relationship links two objects or an object to a property. Graphically, a relationship is
represented by a line. If the relationship is a relationship between two objects (an “Object
Relationship”) then it is graphically represented as a solid line. If the relationship is a
relationship between an object and a property (a “Property Relationship”) then it is
graphically represented as a dotted line.
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The tuples below exemplifies the two ways in which a relationship is used.
• Object A has an object relationship with Object B (Object A has related element of
Object B)
•

Object A has a property relationship with Property X (Object A has related
element of Property X)

The diagrams below can be used to illustrate the two tuples above.

Object A

Object
Relationship

Property
Relationship
Object A

Object B

Property
X

Tuples can be linked via common modelling elements. To give a concrete example as a
connected graph:
Reactor’s
related
elements

Object
Relationship

Reactor
Manufacturer

Reactor
Property
Relationship

Property of
Reactor

In order to make the OPC UA base information model more understandable, three object
types are predefined:
• Object Type (object) – an object type is defined by its related elements. An object
type usually has both object and property relationships. For example, a breaker
would be defined as an object type.
•

Property Type (object) – an object that is used to define a property. Property
types are related to object types. The property type will be instantiated as property
for instances of the object type to which it is related. For example, a property type
could define an abstract type such as Timestamp or Quality. In this case,
timestamp and quality are modelled as objects because they need to be further
described by a name, description or other user defined properties. Both of these
property types may also have their own object relationships such as data type.
Property types should not be over used. A property type object is only used when
it would not make sense to instantiate it in independently. For example, consider
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the relationship between a breaker and its manufacturer and status. While both
manufacturer and status could be considered qualifying a breaker, one might want
to instantiate a manufacturer object independently while status only exists to
qualify a breaker instance. Therefore, manufacturer would be modelled as an
object while status would be modelled as a property. All property types must have
a Data Type relationship defined for them. Only property types may have a data
type relationship.
•

Object Instance (object) – an instance of an object type.

Note that there is no such things as a property instance object. In the instance layer an
instance of a property type is realized as a property not an object.
In order to make the OPC UA base information model more understandable, five object
relationships are predefined:
• Instantiation – the relationship between a type and in instance of a type.
•

Subclass – the relationship between a more general type and a specialized type.

•

Containment – The relationship between two types or instances where one is
contained within another.

•

Property – the relationship between a type object and a property object.

•

Data Type – the relationship between a property type and its allowed range of
values.

In order to make the OPC UA base information model more understandable, three property
relationships are predefined:
• Name – the relationship between an object and its name.
•

Description – the relationship between an object and its description.

•

Value – the relationship between an object and a value. To represent the value
associated with an object, the value property is used.

Note that Top and all other objects have this base set of properties. Other properties may be
added to the DPUA Base Model such as “comment” or “Label” via a companion standard or a
system may add proprietary properties. However, the DPUA team needs to discuss the issue
adding DPUA custom properties since may be akin to adding a DPUA custom property in
terms of interoperability.

The diagrams below provide a graphical illustration of the tuples involving object types,
property types, data types:
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To give a concrete example of the two tuples:

Property
Measurement

Value

Data Type
Value

Float

The diagram below illustrates a connected graph of the relationship between objects,
properties, and data types:

Object
A

Property

Property
Type X

Description
Description
of Object A
Object A’s
related
elements

Description

Description
Of Property

Data Type
Data Type

Property X’s
related elements

To give a more concrete connected graph example:
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The diagrams below illustrate the tuples involving object types, object instances, and
properties:

Object
Type

Instantiates

Object
Type

Property

Object

Property
Name

Object

Property
Type

Property
Value

To give a concrete example of the tuples:

Measurement

Instantiates

Measurement

Property

Measurement
AI 5

Value

Measurement
AI 5

Value

103.4

The diagram below illustrates the relationship between object types, object instances and
properties as a connected graph:
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Note that there is no relationship between property type object B and the values of Property B
related to instance object C. This linkage is accomplished by naming the instance object’s
property relationship the same as the object type’s property. To give a more concrete
connected graph example:

Value

Property

Measure
ment

Instantiates

AI 5

Value

103.4

Description
Description
of
measurement
Measurement’s
related elements

AI 5’s related
elements

Note that there is no relationship between property type object “Value” and “103.4”. By
reusing the term “value” for both the name of the property and the name of the property
relationship, a linkage is established. Given the OPC UA Base Information Model, we can
construct a domain specific information model.
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To provide another related example with more object types:

Description

Descriptive text
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Input
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Timestamp
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