D4.4 Solution deployment at Boliden –Verification & Testing.
V2.0
EUROPEAN COMMISSION
Thematic Priority:
SIXTH FRAMEWORK PROGRAM

Priority 2.5.3
INFORMATION SOCIETY TECHNOLOGIES
Unit G3 Embedded Systems

Project Acronym:

SOCRADES
Project Full Title:

Service‐Oriented Cross‐layer infRAstructure for
Distributed smart Embedded devices
Proposal/Contract No: EU FP6 IST‐5‐034116 IP SOCRADES

Deliverable D4.4
Solution deployment at Boliden –
Verification & Testing.
Status: FINAL
Version: V2.0 1
Dissemination Level 2 : CONFIDENTIAL
Date: 04.11.2009

Organization Name of the Lead Contractor for this Deliverable: ABB

1
2

V0.x before peer-review approval, V1.0 at the approval, V1.x minor revisions, V2.0 major revision
See Annex for explanation of Dissemination Levels, as defined in the DoW

D4.4 Solution deployment at Boliden –Verification & Testing.
V2.0

Status Description:
Scheduled
completion
date 3 :

Actual completion
date 4 :

31.10.2009

28.10.2009

Short document
description:

This deliverable presents the work carried out under work package 4, under tasks 4.5. It
builds upon the earlier work performed in combination with other tasks within work
package 4 as well as with other work packages. It describes the demonstrator /
prototype of a wireless plant, implemented and executed at the Boliden mining plant,
Sweden, on 24‐25‐08.2009.

Deliverable type

Report/deliverable classification:

x Deliverable
Three‐Monthly Activity Report
Six‐Monthly Activity Report
Partner

X Schneider Electric Automation
X X ABB

Loughborough University

X X Luleå University of Technology

Peer reviews
Contributions

APS GmbH

Politecnico di Milano

X X Boliden AB

X X SAP AG

Prodatec Oy.

Siemens AG

Institut f. Automation und
Kommunikation e.V. Magdeburg
Kungliga Tekniska Högskolan

Tampere University of Technology
Jaguar Cars Ltd.
ARM Ltd.
Schneider Electric Industries

Peer review approval :
Suggested
improvements:

Date:

X Approved

[28.10.2009]

Rejected (improve as specified hereunder)
[suggested improvements]

Version History:
Version:
0.1
0.2
0.3
1.0
1.1
2.1
2.2
2.0

Date:
20.09.2009
25.09.2009
06.10.2009
12.10.2009
14.10.2009
14.10.2009
28.10.2009
04.11.2009

Comments, Changes, Status:
First draft
Second draft
Third draft
First version
Update
Second version
Assessment of document
Final Version

Person(s) 5 :
Tiberiu Seceleanu (ABB)
Lars Erik Carlsson (Boliden)
Jerker Delsing (LTU)
Tiberiu Seceleanu (ABB)
Stamatis Karnuskous (SAP)
Tiberiu Seceleanu (ABB)
PCC
T. Seceleanu (ABB); A. W.
Colombo (SEA)

3

As defined in the DoW
Scheduled date for approval
5
A list of company short tags can be found in DoW
4

2/33

D4.4 Solution deployment at Boliden –Verification & Testing.
V2.0

Executive Summary
This deliverable presents the work carried out under work package 4, under tasks 4.5. It
builds upon the earlier work performed in combination with other tasks within work
package 4 as well as with other work packages. It describes the demonstrator / prototype
of a wireless plant, implemented and executed at the Boliden mining plant, 24‐25‐08.2009.
The outcome of the efforts in task 4.5. comprises
‐ Definition of a scenario for a constrained plant that will be run over wireless
connections
‐ Setting up a small size wireless system with the plant
‐ Setting up the control scenario, such that authorized personnel may intervene if the
behavior of the wireless system takes the plant out of the normal running
parameters
‐ Setting up the parameters of the connection towards (remote) management
applications
‐ Interconnecting the wireless network with the existent (wired) system
‐ Implementing the connectivity to management applications
‐ Implementing the local monitoring capabilities
‐ Executing the process
‐ Collecting and interpreting data from the demonstrator
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1
1.1

Introduction
Scope of work

Task 4.5. is concerned with the implementation of a small scale demonstrator to validate an
approach to wireless communication employment in real‐life, harsh, industrial environments.

Figure 1. The Boliden plant

In brief, the purpose of this demonstrator is to
illustrate the capabilities of wireless networks
in the process automation domain. The main
aspects that we want to verify concern the
robustness of these networks in the presence of
heavy disturbances and the impact on control
procedures (due to effects such as package
losses), various process time requirements
(raising questions on schedulability), but also to
show that existent techniques for plant
management and integration are transparent to
the actual communication technology and can
easily accommodate wireless networks.

We are monitoring and operating parts of the BOLIDEN plant in Sweden (Figure 1). The process
values measured by the devices are transported by wireless links to the ABB ECS software,
representing the SoA‐enabled interface, towards the enterprise management software, SAP’s MII.
Apart from monitoring, partial management (restricted number of devices) is also realized as a
selection of the output process characteristics and controlled by the enterprise software, and
monitored devices can be checked for faulty behavior. In addition, one can activate / deactivate the
faulty system processing, again, from enterprise system levels.
A simpler, laboratory version of the present demonstrator has been executed during the
intermediary review meeting in June 2008, and the results are contained in Deliverable 4.2 [1]. The
main techniques employed at the time (and described in the documents relating to Milestones 4.2
and 4.3 [2,3]) are also employed in the present context.
1.2

Industrial background and technical requirements

Most companies in the automation industry recognize wireless as a new ʺinflection pointʺ which will
generate significant growth and market share for the industry leaders. Wireless connectivity may provide
great benefits by enabling easy mobility and reducing the cost of cabling. Many industries see the
advantages in wireless connectivity and are actively trying to deploy 802.11‐based wireless networking.

Wireless networking provides connectivity where traditional wired connections are not possible
(difficulties in installing wired solutions, dangerous environments, etc), or are cost‐prohibitive.
Improving the capture of real‐time data, supporting knowledgeable decisions, or delivering on the
promise of lower installed costs, are just a few of the advantages offered by wireless networks.
Suitable applications include process industry, manufacturing, warehousing or environments
requiring connectivity across buildings.
Key implementation issues that must be addressed include handling multiple types of devices from just a
few to thousands, operating in noisy radio frequency environments, sending data reliably and when needed,
predictable power management and solid security. To help keep up with the development activity and help
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users find the best solution for their unique application, several organizations are drafting recommendations
or standards as well as offering open solutions.

Industrial users expect a secure and reliable network that supports multiple types of wireless‐
enabled applications that will:
• Keep people, plant and the environment safe
• Improve plant and asset reliability (as compared with no information)
• Optimize a plant through efficient employees and processes
• Comply with industrial and environmental standards
There are multiple solutions for industrial wireless network deployment, concerning the communication
protocol. Starting with the most common, WirelessLAN, and ending with the latest and the most promising
at this time standard, WirelessHart, a wide range of networks may be employed in industrial environments,
at all the different levels of production. An analysis on the characteristics of such networks was presented in
previous project deliverables (see D4.2, M4.1, M4.2 [1, 2, 3]).

Deliverable 4.2. specified lines of action towards the realization of the demonstrator. Risks and
solutions have been described, and, unfortunately, some of them have also materialized. Thus, the
partners were unable to provide a WirelessHart solution for the demonstrator. The subsequent
action was that a ZigBee network was installed. While the WirelessHart network was the most
suitable option, due to the novelty of the approach, the fall‐back solution does still answer most of
the concerns we have addressed within the project.
1.3

Demonstrator goals

The demonstrator will provide a prototype for a wireless plant in actual conditions and also
illustrates a SoA based approach for communication (information and decision) between
enterprise levels and plant management.
A brief identification of the demonstrator’s impact on the overall project requirements is presented
in the below table, and a generic picture of the realization is illustrated in Figure 2.
Features
1.

Vendor neutral systems
Open, vendor neutral systems are advantageous particularly to the end‐user and
machine builders and could have significant impact through all lifecycle phases.
They have the potential to significantly reduce costs, training requirements and
interfacing problems.

2.

Transparency of the communication media
2.1. Replacement of a wired network segment by a wireless network should not
influence the overall functional behavior. The system will consist of a mix of wired
and wireless network domains and it must be possible to transparently
interconnect these domains. Wired domains include legacy systems.

Objectives
R(D1.2)2.3.8.04,
UR1.4, UR3.5

R(D1.2)2.2.04,
UR3.9,
R(D1.2)2.3.8.07,
UR1.12,
R(D1.2)2.3.6.15,
R(D1.2)2.2.07

2.2. Control systems, sensor networks or databases have to be designed to enable a
seamless integration with the IT system planned for the new installation.
Engineering efforts are also necessary to guarantee a proper integration with the
existing IT infrastructure of the enterprise (CAD system, supply chains, production
planning, etc.) and legacy systems.
3.

Control over wireless links
3.1. A majority of the applications in process industry are control of continuous

R(D1.2)2.2.06,
R(D1.2)2.4.2.02,
6/33

D4.4 Solution deployment at Boliden –Verification & Testing.
V2.0
systems described by dynamic models. One of the major concerns for the
SOCRADES introduction in process control is to provide robust wireless control
which meets the same level of control performance as of today’s wired systems.

R(D4.1)1.0

3.2. To support process control the system must provide a network domain where
the quality of control can be guaranteed even under poor SNIR and high
probability of communication outage.
3.3. The system must control processes that today are sampled at 0.5s
4.

Integration with higher level enterprise systems.
Remote (over the Internet) Service based monitoring of business related
functionality of the plant .

R(D1.2)2.3.8.01,
R(D1.2)2.4.4.01,
D6.1‐2.1, D6.1‐2.4,
D6.1‐2.10

Figure 2. The topics of interest and areas of contributions of the demonstrator
1.4

Outline of the rest of the deliverables
We proceed by describing the environment in which we developed, executed and evaluated
the demonstrator, the mining plant at Boliden, in Sweden. Then, we illustrate the approach
we took for the realization of the prototype, continued with aspects related to the actual
execution. We end with some concluding remarks on the process, the approach, and the
results.

7/33

D4.4 Solution deployment at Boliden –Verification & Testing.
V2.0

2

The Boliden plant

The Boliden concentrator plant (Figure 3) processes ore from different Boliden mines in the
Skellefteå area in Sweden. The mines in production today are the Kristineberg. Maurliden and the
Renström mines. These ores consist of minerals of ZnS, CuFeS2, PbS and also gold and silver. The
sulphide part of the ore is typically 10‐30%.
About 100 truck loads per day will each dump 50 tons of ore are into ore bins underground.

Figure 3. The process plant.
The concentrator process consists of several steps. After crushing the ore to below 300 mm top size
it is grinded (Figure 4) with water in a two stage mill to make the sulphide minerals liberated from
the rest of the rock. When the particles top size is smaller than about 200 μm the degree of
liberation is high enough to start the separation process where the valuable sulphide particles are
floated to the surface in several series of flotation tanks. The gold and silver minerals are partly
recovered in the flotation and partly in separate processes using gravity techniques and leaching.
The final concentrates are dewatered first in a thickener tank and then dried in pressure filters. The
final rock mineral sand is partly used as a mine backfilling and partly pumped out to a tailings
pond.
The flotation process uses small amounts of chemicals that will selectively make the surface of one
selected mineral hydrophobic and thus bind to air bubbles moving up through the tank. At the
surface it will form a froth that will flow out over the tank edge as a first concentrate.
The flotation process starts with producing a combined CuPb raw concentrate. The tails from this
process goes to the Zn‐flotation. This CuPb raw concentrate is then going to repetitive steps of
flotation involving re‐circulating and also regrinding of coarse particles to further increase the
liberation. From this cleaning process a final CuPb‐concentrate is produced which is then taken to
another flotation stage where it is separated into a CuFeS2‐concentrate and a PbS‐concentrate.
Typically, a 80‐90% pure concentrate and a 85‐95% recovery can be achieved.
In the control of flotation you can select different targets what regards the trade‐off between a high
final concentrate grade versus a high recovery. A high recovery will mean more metal but also less
purity. The best economical yield depends on the cost of the smelter to handle impurities. Here
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different strategies must be selected depending on ore type and the characteristics of the smelter
process.
The parameters to control the flotation are many. First the grinding and regrinding results are
essential for a successful flotation. Each floatation tank then has a slurry level control and an air
flow control to maintain a suitable froth height. The amounts of several chemical reagents (frother,
activator, collector) are also controlled to get optimum performance in each part of the flotation
stages. Other important controls are the load of circulating flows and the cyclone operation for
separation of coarse material for regrinding.
The environment. From a wireless connectivity perspective, the plant at Boliden is a very suitable
subject.
At first, the plant offers a contained location, with a few moving parts and with the possibility to
find placement for the wireless devices such that there is a direct visibility towards access points.
In addition, the abundant metallic structures around offers a challenging task for the radio
environment, offering possibilities for signal reflection and multiple path reception.
The existing system of sensing / actuating devices does require a crowded wired infrastructure
(Figure 5). The benefits of a wireless network are hence extremely visible.

Figure 5. Wired communication system

Figure 4. The grinder system at Boliden.
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3

The proposed approach

As earlier specified, in the Boliden concentrator plant, the valuable Cu, Pb and Zn minerals are
separated from the rock minerals. In the final separation (cleaner flotation) stage, we change the
target of the final product quality by varying the different parameters in 3 discrete recipes, A, B,
and C.
The choice of the recipe depends on multiple factors, one of them being (of course) the quality of
ore that is fed into the plant – a lot of the control actions in the plant are adjustments to the
changing ore properties.
The other factors are the froth height, the amount of the reagent addition control, and the air flow
rate ‐ which we can control. Especially the froth height is important to adjust depending on the ore
quality.
The sampling requirements for the three sub‐processes are as follows:
•

Air flow transmitter: 1s

•

Level control: 25s

•

Reagent addition control: 30s

The characteristics of the final product are controlled via actuators that modify the levels of the
slurry in the tanks and the amount of chemical reagents pumped into the tanks. The information
collected in this manner is processed and then it is further forwarded to the ABB ECS system,
connected (via Internet) to the SAP enterprise applications. From here, appropriate decisions on
the product characteristics can be taken, and subsequent effects can be noticed at the plant level.
A schematic of the plant scenario and landscape is shown in Figure 6.

Figure 6. The controllable elements in the process at the Boliden plant.
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In the scheme above, three sensors are connected wireless to the control system, through an access
point. The corresponding actuators are still wired into the system, thus providing a half‐loop
wireless connectivity. The scheme also provides for sources of noise, in the form of WLAN signal
generators. The purpose is to assess the robustness of the system in the presence of heavy
disturbances.
3.1

Use Cases

Several operational features are available for test in the trial in the Boliden mining plant, as
follows.
• The application will be able to ʺcomposeʺ the system in order to achieve the intended
functionality. This means, by selecting one of the recipes and then “START” the system, the
system will operate (predefined plant level commands) following the order.
• The application can operate “START” / “STOP” functions.
• The characteristics of the system can be changed via the ECS interface. The effects can be
observed via the graphical control system.
• Faults in the system can be modeled (not real ones, though, given the required robustness
of the plant system), and again, appropriate measures can be taken (for instance, stopping
the system for maintenance).
• Such “STOP”s cannot have a long duration in the current context.
• Actual (but very short) faults can be implemented by interrupting communication channels
from sensors / actuators. Such events are to be visible in the graphical interface.
The trial will go through all the possible scenarios in order to employ the above system
capabilities.
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4

Implementation and execution of the demonstrator

The plant at Boliden already benefits of a (wired) control system connecting the sensors and
actuators to the central decision point. The connectivity is ensured by 4‐20mA lines.
The wired control is to be replaced in this demonstrator by wireless connections in selected spots.
For the wireless network that will (partly) replace the wired communication we selected the
ZigBee protocol. ZigBee as a standard, or 802.15.4, is one of the industrial current choices for low
power, low data rate wireless communication applications. The wireless network will cover the
connection from the sensors to the access point, from where data is taken over wires to the central
data processing point. The actuators are still connected by wires. The sensors communicate with a
network manager (access point), from where the information is sent (also wired) to the controllers
in the data processing location.
A software switch (Figure 7) will ensure the transition from the wired to the wireless system, thus
allowing the plant personnel to appropriately intervene in emergency situations, if necessary.
Previously developed measures for balancing expected package losses during the wireless
communication operation are implemented in the controller software procedures.

Figure 7. The system with the switch.
4.1

Necessary equipment.

Apart from the existing equipment in the plant (sensors and actuators), the trial requires the
following devices:
-

ZigBee radio modules (x3)

-

Blackfin board (x1) implementing the access point and connecting to the control system via a
ModBus/TCP interface (Figure 8, a.)
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-

ICE.NET router (x1) to provide the physical (Internet) connection towards the enterprise
management application (Figure 8, b.)

-

Noise generator system (x1) on 802.15.4 frequencies, to test the robustness of the wireless
system (Figure 8, c.)

-

I/O module (x1) for feeding the signals into the controller (Figure 8, d.)

-

ModBus / TCP module (x1) for feeding the signals into the controller (Figure 8, d.)

-

AC800M controller (x1) to implement the control loops driving the system (Figure 8, d.)

-

ECS – SAP connectivity server, making the link between the plant management and enterprise
management applications (Figure 8, d.)

Figure 8.The system components

4.2

Integrating the wireless network

The detailed system setup is given in Figure 9.
coordinates is shown in Figure 10.

A scheme of the plant and relative node

Figure 9. A schematic of the wireless communication setup.
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Three sensor nodes, having wireless communication using 802.15.4 radio all set to the same radio
channel, were connected to three existing sensors in an ore flotation plant. The wireless
communication nodes were reading the 4‐20 mA signal from the sensor digitizing it and
transferred the data over the wireless 802.15.4 network once a second.
A collector node (the access point), connected via Ethernet to the ABB control system, was placed
centrally in the ceiling of the plant with near line of sight the two undisturbed nodes, but partly
blocked from the disturbed one.
One of these nodes, corresponding to sensor S3 (Figure 10) was designated as the “experimental”
node to which we where exposing radio disturbance of various kind ‐ Figure 11. The victim ZigBee
radio channel was surrounded by a WLAN channel on each side in the frequency domain. Four
disturbing ZigBee channels were located at the same frequency as the experimental node radio
channel. Furthermore, two Bluetooth radio were used. All the disturbing radio channels were
sending data at the maximum, or very near the maximum data rate for each radio technology, thus
simulating a very tough radio disturbing scenario. Moreover, the experimental node was placed in
the most unfavorable position within the plant (compared to the other two sensors), with hardly a
direct line visibility, having a trellis on the access point direction.
All the nodes were used to measure the impact of the tough radio disturbance environment on the
wireless communication.
Set‐up details. The sampling time set for the wireless devices was established at 10Hz. This was
considered more than sufficient given that the fastest process sampling has a requirement of 1s.
Each data point was time stamped in the gateway. If a value in the gateway was older than 1
second an invalid data code is sent to the AC800M controller system.
Due to the 1Hz required sampling period, the partners considered that a retransmission policy was
not required. Hence, the 802.15.4 standard resend mechanism was turned off. To get an invalid
data to the AC800M, at least 10 lost data packets in a row, from the sensor node to the gateway
was necessary. Moreover, this set of packets should also occur in a suitable timeframe with respect
to the controller sampling moment.

Figure 10. The relative coordinates of the wireless system set‐up.
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Figure 11. The experimental wireless sensor node and the antennas from the disturbance radios.
4.3

Integrating the management

Based on the three recipes available for application at the plant level (SA, SB, SC), the enterprise
applications realising business logic are able to select from three example corresponding modes of
operation: i.e. ModeA, ModeB or ModeC. Depending on the functionality wished the business
application can now directly interact with the plant processes and get timely information. This
information is acquired remotely over the Internet, using SOA based approach i.e. web services.
The status of the shop‐floor is depicted graphically for the user and is available to other enterprise
services that might make use of it. Back in the plant, the control level application interprets the
commands derived from this selection and transfers them into appropriate changes at device level.
4.3.1

Plant Operatorʹs Perspective

The Boliden Concentrator Plant is composed by many tanks, sensors and actuators of several
types, I/O modules and various controller devices. In our scenario, have two tanks linked in a
cascade manner so that whenever the controlled tankʹs level exceeds its set point then the flow to
the adjacent tank starts to increase and the level regulator in this tank will also increase its outflow.
The wireless controlled tank is the one placed at the left side in Figure 12, which represents the
plant operatorʹs workplace developed to ease the execution of local control tasks.
Besides the two tanks we can see also three valves, together with their opening level expressed in
percentage, that represent, from top to bottom:
• Flow level valve: it represents the control valve which controls the flow level. The operator
can check its opening level at any moment through the value in percentage and make
adjustments when needed.
• Air flow valve: it represents the control valve which settles the air injection in the tank. The
operator can check its opening level at any moment through the value in percentage and
make adjustments when needed.
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•

Copper sulphate valve: it represents the control valve which settles the copper sulphate
injection. The operator can check its opening level at any moment through the value in
percentage and make adjustments when needed.

Figure 12. Boliden Operator Workplaceʹs view.
In addition to the control valves, there are three control loops, each with a PID controller. The
operator will enter a desired level or flow, i.e. set‐point, and the PID controllers will manage the
valves such that the actual value will correspond to the set‐point. Moreover, the flow level actual
value can be monitored by the operator through the vertical bars placed on the controlled tank
(Figure 12). It represents both the flow level value, right bar, and the set point value, left bar.
Adjustments at the set point value impact on the quality of the product and can be done by
switching among the three modes (A‐B‐C) previously described. The modes status is shown by
three visual booleans placed on the right side of the perspective; in the picture we can see that the
plant process is running in ModeC since the related visual boolean is enabled (colored in green).
Another visual boolean placed at the top‐left corner, labeled as Start, shows whether the process is
running in automatic control or not. In order to avoid damages at the plant as well as at the
product, whenever a sensor (level, air flow, copper sulphate flow) detects an error, the operator
can point it out by acting on the button placed on the left of the faulty sensor symbol; the set‐points
of the actuators are then set to manual control for further investigation. The valueʹs display of the
faulty sensorʹs value will not visualize a percentage anymore but rather the error symbol “XXX”
(see, for instance, Figure 18). This perspective is available as part of the ABBʹs 800xA System and it
is called the “Operator Workplace”. It generates a representation of the process, corresponding to
the one actually deployed on the ABBʹs 800xA and executed, and which is created and deployed
by the ABBʹs Control Builder M Professional.
4.3.2

Enterprise Business Managementʹs Perspective

The aim is to demonstrate in a timely manner the coupling of the plant with the enterprise
services. The pilot application (overview in Error! Reference source not found.) provides a
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prototype for a wireless plant in actual conditions and also illustrates a SoA based approach for
communication (information and decision) between enterprise levels and plant management.

Figure 13. Enterprise integration.
The ECS framework will allow business systems to interact with control systems, through the
Control System plugin, and make the SAP enterprise business layer able to interact with the
process, through the ECS Web Service Integration. The ECS framework deployment in our
concrete integration case is made of the following steps:
•

Modeling of the integration process ‐ This step takes care of modeling the integration
process in a formal representation in terms of ECS ISA 95 objects; this phase is carried out
by using the ECS Process Definition Tool. The first operation is the creation of a new
integration process model. By the ECS Control System plugin (Figure 14) we are able to
select the Boliden application running on the 800xA system and import it in the ECS
Process Definition Tool [4].
Moreover, we can select which aspects of the application are supposed to be monitored and
visible in the integration model.

•

Deployment of the integration process model ‐ this step concerns the deployment of the
modeled integration process on the 800xA system. The executable code based on the model
is automatically created, and the information about the model is written into the ECS
Execution database in order to prepare the persistency layer to store the model state during
the execution [4]. The ECS Process Definition Tool automatically checks the correctness of
the generated code, but also the correctness of the initial model before the code generation.

•

Execution of the integration process model ‐ When the integration model is deployed on the
800xA, we are able to monitor its execution directly through the 800xA Plant Explorer
Workplace, as any other 800xA application. In order to make this happen and get the
possibility to acquire live data from the execution, the ECS Execution Service connected to
the integration model has to be started in the 800xA Plant Explorer.

•

The ECS Web Service Integration for Business Management 4.0 framework provides an
integrated web service that allows direct interaction between an enterprise business
management layer and the executing model through the Web ‐ Figure 15). It gives several
possibilities by providing five services:
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o ExecuteEvent. It allows executing an event defined in the executing model by giving
the GUID of the instance and the name of the event to be executed as parameters. In
our system it will be used for control issues by the business layer.
o Ping. It can be used to check the connection to the executing model.

Figure 14. The ECS Control System Plugin

Figure 15. The ECS Web Service Integration
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o Read. It is used to read information through parameterized methods defined in the
model.
o ReadProperty. It allows retrieving live data values from the changing properties of
the executing model by giving the GUID of the instance and the name of the
property to be executed as parameters. It will be used in our system by the business
layer to read live values of the executing model properties.
o Write. It is used to write information through parameterized methods defined in the
model.
•

We developed the whole ECS model in a way that could allow the business layer, through
the ECS Web Service Integration, to remotely get information and manage components in
the same fashion as the plant operator can do. Every manipulation performed through the
ECSWeb Service Integration is immediately reflected on the operatorʹs workplace view and
vice‐versa. The final ECS Boliden Plant model will contain the following components:

•

Properties: they are the properties inherited from the control process deployed on the ABBʹs
800xA System that we want to be able to manage through the ECS Framework and that are
available via ECS Web Service Integration through the ReadProperty service by passing as
parameters: guid, which represents the process instance in the ECS environment, and
propertyName which identifies the property and can be:
o Started: it gives the operational status of the system (on/off)
o Faulty: it gives information about the faulty sensor
o CurrentMode: it gives information about the product quality currently selected for
the executing process (Mode A, B or C).

Table 1 below summarizes the properties and their possible values.
Table 1. Model Properties
Property
Started

Value
0: the system is OFF
‐1: the system is ON
None: system running correctly
FlowLevel: the flow level sensor is faulty

Faulty

AirFlow: the air flow sensor is faulty
CopperSulphate: the copper sulphate flow sensor is
faulty
None: no mode activated

CurrentMode

Mode A: system running in Mode A
Mode B: system running in Mode B
Mode C: system running in Mode C
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•

Methods: they allow the actual management of the defined properties. They can be executed
remotely via ECS Web Service Integration through the ExecuteEvent service and passing as
parameters: guid, which represents the process instance in the ECS environment, and
eventName which identifies the method to be executed and can be:
o Start: it starts the process execution
o Stop: it stops the process execution
o SetModeA: it set Mode A as product quality
o SetModeB: it set Mode B as product quality
o SetModeC : it set Mode C as product quality
Table 2 presents a summary of the methods and the meaning of their execution responses.
Method

True

False

START

System has been started

Method execution error

STOP

System has been stopped

Method execution error

SetModeA

Mode A has been enabled and B‐C disabled

Method execution error

SetModeB

Mode B has been enabled and A‐C disabled

Method execution error

SetModeC

Mode C has been enabled and A‐B disabled

Method execution error

Table 2. Model Methods
The method execution gives a boolean as response: true if the method has been correctly executed,
else false. Figure 16 shows an ExecuteEvent request for the SetModeC method.

Figure 16. ExecutionEvent Request
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As seen in Figure 13, integrating the BOLIDEN plant with the Enterprise systems is
straightforward, especially after being able to use ECS for providing SOA interfaces. At this level,
any application residing on a enterprise system can interact with the plant via these. As an
example the services available may appear “as‐is” in the service repository of an enterprise or even
be parts of more complex services or business rules. Products like the SAP MII give us also the
capability of composing complex business monitoring rules and execute them. In a highly dynamic
enterprise, these rules would reside heavily on “just in time” data coming from the plant itself,
evaluating them and if needed take the necessary business decisions and apply them. In our case
since the ECS was offering both monitoring and management services, we were able to create
simple rules that take advantage of this. We have to point out that in‐line with the rest of the
SOCRADES demonstrators, these interactions were done remotely over the Internet.
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5

The demonstrator

The actual demonstrator was executed at the Boliden plant on 24‐25.08.2009. The first day was
dedicated to the installation of the wireless network devices and the installation of the control
devices into the plant network. Initial functionality and communication tests have been also
performed, on a small scale. The support hardware for Internet connectivity was also set‐up and
tested.
The second day witnessed the actual execution of the demonstrator, which run for several hours,
with several mode changes – local and from remote location (SAP), fault simulations and network
analysis. As the plant was always running, the changes performed from the project context have
been limited in time. Twice, the local control (over the wired network) was executed, due to fast
accumulating deviation of the system from the tolerated parameters, following fault injection
actions.
The main task of the demonstrator was to observe and assess the suitability of wireless network for
control purposes.
The execution scenario of the demonstrator takes us through the different changes of running
modes (A, B, C), with fault simulations and actual communication disruptions.
In the following descriptions we follow the demonstrator execution as seen from the tools at the
disposition, the Operator Workplace and the ECS interface.
In the Operator Workplace environment, the performance of the system (the control loops) is
illustrated on three levels:
- The value of the measured process at sensor (green color)
- The operating set point (blue color). When applicable, a blue line becomes “visible” only
following a change in the set point.
- The controlled output (pink color)
The system has been executed both in its wired set up, as well as with the wireless connections
active. During the wireless communication period, an operator permanently observed the behavior
and intervened as necessary.
5.1

Wired communication mode.

One of the visible characteristics of the existing, wired communication system is the availability of
the data. Subsequently, input is read by the specified sampling period and the process follows a
reliable execution. The behavior and the reaction to mode changes are observed in Figure 17.
Note. At the time of the demonstrator, the level control system exposed errors in the actuator part.
Due to this, the operating range of the actuator had to be limited. This lead further to the behavior
illustrated in Figure 17: the oscillating variation of the tank level variable.
5.2

Wireless communication mode.

The wireless connectivity is characterized by temporary communication loss. Such an event is
captured in Figure 18, where it is illustrated by the dotted line segments. Regardless of this, the
system exposed a similar behavior during a stable (same mode) operating mode ‐Figure 19.
Note. The same oscillating behavior of the tank level control (motivated above) can be observed in
the wireless based scenario. However, this is NOT due to the wireless communication. Still, the
oscillating control activity is enhanced by the (however small) packet loss characterizing the
wireless network.
Without the oscillating behavior, we would have expected fewer deviations of the controlled
values with respect to the actual set point. As a matter of fact, the activity of the air flow controls
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(Figure 20), even though a fast (in the context) process (time constant of 1s), does follow the set
point value very accurately.

Figure 17. Wired communication behavior (tank level control).

Figure 18. Observable loss of communication over wireless connection (tank level control).
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Figure 19. Wireless communication behavior (tank level control).

Figure 20. The effect of mode changes (AÆBÆC) over the wireless network (air flow control).
Experiments. A few experiments were conducted on the wireless environment, as follows.
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The experimental node was exposed to a near free line of sight or multi path radio communication
situation. The multi path situation was obtained by covering the node with a metal plate in the
direction of the gateway located in the center of ceiling of the factory, some 25m away from the
experimental node.
1. Running control with no radio disturbance added and nearly free radio line of site for the
experimental node
2. Running control with radio disturbance added and nearly free radio line of site for the
experimental node
3. Running control with radio disturbance added and a multi path radio communication for the
experimental node
The performance of the wireless communication is summarized in Table 3.
Experiment no/
1

2

3

Node

Total no packets

Lost packets

Packet loss %

1

2956

0

0.0%

2

2956

0

0.0%

3 (experimental)

2956

0

0.0%

1

5235

48

0.9%

2

5235

31

0.6%

3 (experimental)

5235

308

5.9%

1

3741

0

0.0%

2

3741

0

0.0%

3 (experimental)

3741

1535

41.0%

Table 3. Packet losses the performed experiments.
To be noted is that even with the very tough radio disturbance the package losses is small. Only
when adding multi path radio transmission the packet losses become large.
5.3

Mode changes.

The operating modes are changed through the ECS interface, from the enterprise application, e.g.
SAP MII over the Internet, and then through the control system, to the nodes. A mode change has
implications on the values of set points for all three variables considered the system.
A “START” command is required such that the ECS interface acknowledges the virtual beginning
of the system monitoring from the higher level application. This is not an actual “START”, as the
plant is already running – and similarly, there will not be an actual “STOP”. The latter will also
signal an “end of monitoring session”, after which no changes can be performed through the ECS
interface. The issuing of the “START” command and the respective acknowledgement in the ECS
interface is shown in
Figure 21.
After a “START” command, the system continues to operate in the existing mode (as of the wired
settings). However, the ECS interface is not aware of this, as its status data is only collecting
information following commands pushed through the interface itself.
Figure 22. illustrates the return result of reading the status of the system: the “CurrentMode”
property is set to “None”. A move to “Mode A” is presented in
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Figure 23. The change is observed in the Operator Workplace, too (Figure 24). During the execution
of the demonstrator, several changes between operating modes have been performed. However,
the effect of a mode change can be observed individually, for each of the control loops.
Figure 20. illustrates how the change mode affects the airflow control, while operated over the
wireless link.

Figure 21. The “START” command and the respective acknowledgement.
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Figure 22. Return of the CurrentMode property.

Figure 23. Setting the operation mode to “Mode A”.
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Figure 24. “Mode A” observed in the OperatorWindow tool.

5.4

Operating with faults.

During the demonstrator, we have observed system faults from two perspectives.
Firstly, we presented to the higher level management application the information of a faulty
device. As this was not possible to be the effect of an actual defect, we provided a fake faulty state
through the Operator Workplace tool ‐ Figure 25. In this case, the air flow control was declared
faulty, and the status can be observed through the ECS interface ‐ Figure 26.
The second approach followed a more concrete situation, and it was realized by actually severing
the communication from the access node to the controller node (the network cable input into the
controller was removed). We have also performed the action immediately following a change
mode operation. The interruption of the communication was observed for a duration of 5 and
respectively 1,5 minutes (approximately), on the air flow control.
In the first case, the execution of the control accumulated fast towards a closure of the air
ventilation. The plant operator had to intervene over the wired connection in order to reestablish
the correct operation set point ‐ Figure 27.
In the second disruption situation, the wireless network connectivity was re‐established quicker,
and the system was able to recover towards the specified set point by itself ‐ Figure 28.

28/33

D4.4 Solution deployment at Boliden –Verification & Testing.
V2.0

Figure 25. Setting the air flow control as “Faulty”.

Figure 26. Reading of the faulty air flow control.
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Figure 27. The first communication disruption.

Figure 28. The second communication disruption.
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6

Results and Conclusions

We have provided in this demonstrator a prototype for the “wireless plant” – a term where the
contextual restrictions are considered. A half‐loop wireless‐wired system has been deployed at the
mining plant in Boliden. Furthermore, the control layer of the application communicated over the
Internet with higher management layers through SoA enabled applications.
Installation.
In our approach we have used products coming from different vendors, thus showing an open
framework with clear potential benefits for the end‐user. From this perspective, we came even
“better” compared with the planned WirelessHART approach, where, given the current provider
status, openness is not an issue.
The installation of the wireless adaptors showed no difficulty. We have used battery powered
devices, but power is most usually available at the machinery. Finding a “good” location of the
access point, and connecting it further to the control room, however, may often be a tedious task.
In the demonstrator, however, due to the small number of devices, and due to the already existent
wiring (the the control room) this was not a difficult task.
Communication.
The wireless network communication has proved also to be reliable and robust in the given
environment. This was expected to add another important stress for the process evolution control,
apart from the natural difficulties of control and time synchronization.
Except for the wireless adaptor physically located the closest to the WLAN “noise” generator – the
“experimental” node, the communication with the other devices proved extremely reliable, is spite
of the metallic surroundings. The reason for this was that direct visibility to the access point
(located high on the metallic structure) was possible.
Consider now the results presented in Table 3.
•

We observe that, when no WLAN or Bluetooth disturbances were employed, the network
did not lose any packet. This applies even in the case of the experimental node.

•

When the WLAN and Bluetooth gears were running, they imperceptibly affected sensors 1
and 2, while the third, experimental node, exposed a packet loss of almost 6%. The effects
of these losses can be seen in most of the Operator Workplace snap‐shots.
Even more, the losses related to the first two nodes we tend to blame on the parallel
activities on going at the time of the experiment, that is, welding performed in the
proximity of the nodes. This conclusion is based on the absence of package losses in the
third experiment, when the welding equipment was stopped.

•

Blocking the experimental node’s visibility towards the access point, combined with the
wireless disturbances did provide a more serious packet loss figure (41%). As noted above,
the WLAN and Bluetooth “noise” did not have an effect on the sensors 1 and 2, during the
third experiment. We explain this by the fact that, most probably, the method of blocking
the third node’s visibility also blocked the noise source towards the other nodes.
However, this was not “visible” at the level of the Operator Workplace, since, as mentioned
at the end of section 4.2, the network must provide at least 10 lost packets in a row, but also
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“synchronized” with the controller sampling time (1s), such that a serious data loss is
observed.
Control.
It becomes clear that, for such time constraints as in the present set‐up, the wireless network, even
with higher packet losses than we observed, is able to provide timely information such that a
sufficient quality of control is achieved. That is, the system does not get unstable due to this, even
though the control actions may not be as accurate as on wired communication.
In support of this come the comparison of the wired / wireless connectivity (Figure 17 vs. Figure
18, and then Figure 19), where the differences between the actual behavior (observed through the
sensor – the green line) as opposed to the desired behavior (the set point – the blue line) are
sufficiently close.
The physical faults introduced during the execution would have provided the same effect even if
on a wired connection. By disrupting the communication immediately after a set point change we
have forced the controller to accumulate on a quick (positive or negative) evolution without
feedback – regardless of the connectivity media.
Enterprise Integration.
We have used as the plant – management interface the ABB’s SoA enabled ECS package. The
interface allowed the transfer of information (status / commands) between the higher levels of the
management and the plant. Setting up the required web services was done through a simple GUI.
The support for this connectivity was ensured by the process and system models in the ECS. These
models allowed us to test the management reaction to errors in the system, while the plant
continued to actually roll on undisturbed.
The enterprise services of SOCRADES use the exported web services from the ECS in order to a)
acquire timely information from them and b) apply some limited management functions. The
information acquisition was realised by pulling it from the ECS. While this works, in future an
event‐based approach might be more efficient in order to avoid unnecessary communication. By
having access via web services to management functions and being able to change between modes,
business rules designed in SAP MII were able to realise this. Although the functionality
demonstrated is simple, this serves as a proof of concept for timely reaction between remote
monitoring of the plant status and being able to apply some limited management directly from a
business application running on an enterprise system.

Objectives

Features

Shown by

R(D1.2)2.3.8.04,
UR1.4, UR3.5

1. Vendor neutral systems

• third party elements

Open, vendor neutral systems are advantageous particularly
to the end‐user and machine builders and could have
significant impact through all lifecycle phases. They have
the potential to significantly reduce costs, training
requirements and interfacing problems.

• Linux based

R(D1.2)2.2.04,
UR3.9,
R(D1.2)2.3.8.07,
UR1.12,

2. Transparency of the communication media

• wireless adapters

2.1. Replacement of a wired network segment by a wireless
network should not influence the overall functional
behavior. The system will consist of a mix of wired and

• coexistence with the
wired system
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Objectives
R(D1.2)2.3.6.15,
R(D1.2)2.2.07

Features
wireless network domains and it must be possible to
transparently interconnect these domains. Wired domains
include legacy systems.
2.2. Control systems, sensor networks or databases have to
be designed to enable a seamless integration with the IT
system planned for the new installation. Engineering efforts
are also necessary to guarantee a proper integration with the
existing IT infrastructure of the enterprise (CAD system,
supply chains, production planning, etc.) and legacy
systems.

R(D1.2)2.2.06,
R(D1.2)2.4.2.02,
R(D4.1)1.0

Shown by
• ½ loop comm.
• operator control over
the wired link
• no changes in the
control approach
• no comm. media
specified
for
the
management app.

5. Control over wireless links
5.1. A majority of the applications in process industry are
control of continuous systems described by dynamic models.
One of the major concerns for the SOCRADES introduction in
process control is to provide robust wireless control which
meets the same level of control performance as of today’s
wired systems.
5.2. To support process control the system must provide a
network domain where the quality of control can be
guaranteed even under poor SNIR and high probability of
communication outage.

• Section 3, Section 4.
• insertion of comm..
disruptions.
• Figure 17, Figure 18,
Figure 19, Figure 20,
Figure 27, Figure 28.
• The fastest control
loop was sampled at 1s.

5.3. The system must control processes that today are
sampled at 0.5s
R(D1.2)2.3.8.01,
R(D1.2)2.4.4.01,
D6.1‐2.1, D6.1‐
2.4, D6.1‐2.10

6. Integration with higher level enterprise systems.
Remote (Internet) Service based monitoring
management from an enterprise application.

and

interacting via web
services with the plan.
Being able to include
these interactions in
business
rules
e.g.
executed in SAP MII.
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