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1.

Introduction

1.1 Objectives
In line with the objectives of WP 8 and with special regard to the technical descriptions of the
industrial application pilots and trials in D 8.1, this document is focussed on the qualitative evaluation
and assessment of results collected from experimental tests and trials which have been carried out to
study the applicability and performance of the SOCRADES technology and to identify its special
potential for advanced SoA‐based automation and control in application areas like manufacturing,
electromechanical assembly, process control and mechatronics.
The results envisaged for evaluation and assessment are provided by the four INDUSTRIAL PILOT
APPLICATION scenarios
-

Car engine manufacturing (Jaguar / Ford)

-

Assembly automation in manufacturing of electronic components (Prodatec),

-

Fault‐tolerant wireless control of continuous processes (Boliden),

-

Integration of legacy systems into SOA,

and by specially selected TRIAL scenarios at APS, which integrate numerous heterogeneous
mechatronic devices as well as HW and SW components and systems developed in WP 3‐WP 7.
Special mattention is also given to test and demonstrate interoperability, interaction and collaboration
across control and automation layers via wired/wireless networks by applying the SoA‐paradigm
using Web and OPC UA technologies.
The results from the evaluation and assessment process will address:

-

scientific and technological aspects

-

application‐specific aspects.

Conclusions from lessons learned and a verification of the potential of the SOCRADES technology in
terms of strength, special benefits, as well as issues for improvement and follow‐up research are
considered.
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2.

Industrial Prototypes in Selected Application Scenarios

2.1 Assembly Automation in Manufacturing of Electronic Components
Partners involved: Schneider Electric, SAP, Prodatec, TUT
Implementation of results from WP 1, 2, 5 and 6.

2.1.1

Assessment criteria

(TUT)

The document D8.1 “Implementation of the SOCRADES Framework in selected Application Pilots
and Trials” reported two tables describing the features that were shown in the Electromechanical
Assembly Demonstrator (EAD): one corresponding to the features implemented on the facilities at
Tampere University of Technology (TUT) and, the other one corresponding to the features
implemented on the facilities at Schneider Electric Automation GmbH (SEA). The list of features
presented on the demonstrator located at TUT can be summarized as follows:
1.
2.
3.
4.
5.

Web services embedded in industrial controllers
Service orchestration
Conflict resolution provided by a multi‐agent system
Service orchestration using semantic web services
Enterprise integration through web service interfaces

Table 1 describes the link between these features, the requirements from where they were originated,
and the assessment criteria utilized for its evaluation.

Table 1: Assessment criteria used for the demonstrator located at TUT.

ID

Req‐ID

Priority

Requirement

Covered
by
Features

Fulfilled? / Assessment Criteria

1

R(D1.2)2.2.1

STRONG

The SOCRADES
architecture MUST support
heterogeneous (wired,
wireless) network
environments.

1, 2

YES

Engineering of SOCRADES
components SHOULD
support composition of
application task related
services.

2

Interoperability MUST be

4

2

3

R(D1.2)2.2.2

R(D1.2)2.2.5

MEDIUM

STRONG

The physical infrastructure for
communications in the EAD is based on
the IP protocol. This allowed a
transparent integration of high‐level
application layers between wired and
wireless network environments.
YES
An example of the smallest functional
unit in the EAD considered during the
engineering phase consisted on a
transfer unit provided by single
conveyor module. Starting from these
transfer units, it was possible to
compose larger transfer units integrated
by several conveyor modules. This
composition was supported by the use
of Business Process Execution Language
(BPEL).
YES
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supported between
heterogeneous devices
deployed in various
platforms and networking
technologies.

The EAD was made up of three
different FlexLink product families that
originally were not designed to be
interoperable, since the mechanical
interfaces and the networking
technologies used in each family were
not the same. The oldest system was
retrofitted with adequate controllers
and networking capabilities in order to
support web services; the remaining
systems only required new controllers
and re‐structuring of the existing
networking infrastructure. Later on,
encapsulating their functionality via
web services allowed clear
interoperability among them. By
including semantic descriptions of the
web services and devices, it was also
possible to facilitate the interoperability
since all the parameters required for
proper service choreography can be
verified beforehand.
Another point to mention here is a
preliminary test made between the
agents’ platform (based on JADE) and a
service‐enabled section of the EAD. In
this preliminary test, a single agent was
run in a device with limited processing
capabilities and different networking
technology (i.e. a mobile phone). In this
case, the agent was able to visualize all
the web services exposed by the section
of the manufacturing system and, at the
same time, it was possible for the agent
to invoke operations on those web
services. This clearly demonstrates
interoperability independently of the
platform and of the networking
technologies. For more details, refer to
Error! Reference source not found..

4

R(D1.2)2.2.7

STRONG

The basic concepts of
migrating from data centric
access to field level devices
to service oriented approach
within field level SHOULD
be described.

1

YES
Small Terminal Box (STB) controllers
provided by Schneider Electric (SE)
allowed a natural transition to the
service‐oriented approach proposed in
SOCRADES. This was possible thanks
to their programming interface that
offered the possibility of developing
logic control functions based on the
IEC‐61131‐3 standard, which in turn
were converted into web service
interfaces.
This approach simplifies the
programming logic from the field
devices point of view, since now it is
only necessary to describe what are the
operations and the data provided by the
device, instead of concerning about
condition checking and data
addressing.
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5

R(D1.2)2.2.8

STRONG

SOCRADES components
MUST provide capabilities
for identifying and
characterising themselves to
each other and to higher
level systems.

2, 4

PARTLY
The web services exposed in the EAD
are self‐descriptive from the functional
point of view. This description provides
some information about the features of
underlying components that was not
available before. At the moment, the
description is easily interpretable by
humans, but automated machine
interpretation requires more work.
During the development of the EAD,
preliminary results about the
application of semantic web
technologies were obtained. These
results showed the possibilities of
adding meaningful descriptions in
ontologies which could be used for
automated processing and
orchestration. The main limitations at
the moment are the lack of a standard
component description in the
ontologies, and the lack of a conciliation
model that could facilitate ontology
reuse.

6

R(D1.2)2.3.1.1

STRONG

The system MUST allow
high level functionalities
(e.g. control) to be
distributed (i.e. embedded,
deployed) into devices.

1, 3

YES
High‐level functionalities of the devices
in the EAD were embedded into STBs
and distributed by segmenting the
physical control. This was possible
thanks to the implementation of the
DPWS stack provided by SE; however,
during development time it was
discovered that there are still some
inherent limitations regarding the
number of web services that an STB can
host, and the addressing schema used.
The Multi‐Agent System (MAS)
developed for the EAD mimics a model
of the manufacturing system. In this
way, it was possible to create specific
agents representing devices and their
services. Agents understand the
functionalities of the devices and, at the
same time, also provide higher level
functionalities to these representations
that are not normally offered by the
devices (such as negotiation or
reasoning).

7

R(D1.2)2.3.1.2

MEDIUM

The system MUST allow
peer to peer communication
between devices.

1

PARTLY
This is provided by the implementation
of the DPWS stack in the STBs.
However, it must be clarified that this
feature was only partly exploited in the
EAD since most of the peer‐to‐peer
communication was performed
between the web services exposed by
the devices and the web services
exposed by the orchestration tools.
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8

9

R(D1.2)2.3.1.3

R(D1.2)2.3.1.4

STRONG

MEDIUM

The service‐centric
infrastructure MUST enable
devices to expose their
functionalities as Web
services.

1

The system MUST provide
the ability to dynamically
assemble services to provide
higher level functional
capabilities.

2, 4

YES
This is provided by the implementation
of the DPWS stack in the STBs and also
in the middleware components.
PARTLY
The dynamic assembly or composition
of services has been achieved by using
BPEL. With this language it has been
possible to control processes execution
at different levels of granularity, and to
isolate them into generic processes that
can be reused; ultimately, this can be
seen as composition. The dynamic side
of this composition on the EAD has
been provided by the MAS used for
decision‐making support, which
features the creation of BPEL scripts on
runtime.
In this sense, the service composition is
not following the Russian doll approach
that is considered by some authors.

10

R(D1.2)2.3.1.5

MEDIUM

The service‐centric
infrastructure MUST allow
service assembly to be
embedded into devices.

1

PARTLY
Due to resource limitations on the STBs,
it was not possible to implement more
than one web service per controller.
Evidently, this becomes also a limitation
if embedded service composition is
considered.
However, service composition was
supported by middleware components
which are not necessarily running on
high‐end systems.

11

12

13

14

R(D1.2)2.3.1.6

R(D1.2)2.3.1.7

R(D1.2)2.3.2.1

R(D1.2)2.3.2.2

STRONG

MEDIUM

MEDIUM

MEDIUM

The service‐centric
infrastructure MUST
support a publish‐subscribe
interaction mechanism.

1, 2, 3, 4

The service‐centric
infrastructure MUST
support a procedure‐driven
interaction mechanism.

2

The system MUST support
automatic discovery of
newly plugged‐in and
previously unknown device.

2, 3, 4

The system MUST support
the dynamic interaction
with a newly plugged‐in
and previously unknown
device.

2, 3, 4

YES
All the components of the SOCRADES
infrastructure which implement the
DPWS stack, can support a publish‐
subscribe mechanism as required by the
SOA principles. This includes STBs and
middleware component.
YES
The sequential invocation of remote
services is supported by the use of
BPEL.
YES
By using the DPWS stack, devices and
middleware components announce
their presence when they join the
system.
YES
All the web services exposed by the
devices used in the EAD are described
by WSDL files. By reading the
information within the WSDL file, any
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other component of the system can
know how to interact with the related
web services, and therefore, also with
the devices hosting them.
When a new service is discovered, the
software tools (Service Explorer and
MAS) can retrieve the WSDL files from
the location pointed in the metadata
provided by the device without human
intervention. If, for some reason, the
location of the WSDL file is wrong or is
not accessible, then the user is
requested to link the service with a
corresponding file.
15

R(D1.2)2.3.2.3

MEDIUM

The system SHOULD
support semantic
description capabilities,
based on shared ontologies,
allowing a service consumer
to dynamically adapt to a
service provider providing
the requested functionality
through an unexpected
service interface.

3, 4

PARTLY
Semantic descriptions for web services
are included in ontologies describing
the EAD and the agents on the MAS.
With these descriptions it was possible
to provide greater interoperability and
reconfigurability of the system. It was
demonstrated that it is possible to
interact with “unknown” devices by
looking at the semantic definition of
their capabilities and not at the
syntactical descriptions on the service
side.
Semantic web services were not fully
exploited in this application since the
questions about how to match different
ontologies corresponding to the same
domain? and how to conciliate these
ontologies? are still open.

16

R(D1.2)2.3.2.4

MEDIUM

The service‐centric
infrastructure MUST enable
the automatic binding to a
service during runtime.

2, 4

YES
The endpoint references for accessing
services are contained within the
metadata of every STB. Such metadata
is obtained during runtime by means of
the DPWS stack.
This information can be also available
from the ontologies describing the
services.

17

18

R(D1.2)2.3.4.1

R(D1.2)2.3.4.2

STRONG

STRONG

The service‐centric
infrastructure MUST enable
the notification of newly
deployed and un‐deployed
services.

2, 3, 4

The service‐centric
infrastructure MUST
provide the notification of
service and/or device
downtime or failure.

2, 3, 4

YES
Notifications of newly deployed
services are sent by the STBs in the way
of “HELLO” messages to all peers. In
the same way, a service leaving the
system can send a “BYE” message to all
peers.
PARTLY
The problem remains when a service is
suddenly removed (i.e. due to a
physical failure on the host STB)
because it is not possible to send the
“BYE” message. In this case, the MAS
can provide updated information about
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the services available on the system,
since every agent can maintain a
“heartbeat” connection with its
respective service mapped. This
approach may introduce some delay in
the systems’ update.
19

20

21

22

23

24

R(D1.2)2.3.4.3

R(D1.2)2.3.4.4

R(D1.2)2.3.5.1

R(D1.2)2.3.5.2

R(D1.2)2.3.6.3

R(D1.2)2.3.6.4

STRONG

STRONG

MEDIUM

MEDIUM

STRONG

MEDIUM

The service‐centric
infrastructure MUST
support the management of
deployed (hosted) services
on device.

1

The service‐centric
infrastructure MUST
support the management of
devices.

1

Devices and IT applications
SHOULD be able to interact
together without
intermediaries and no
protocols translation.

1

Devices and IT applications
SHOULD implement the
same Web services
messaging, description, and
security protocols
(compatible and
interoperable at least).

1

The concept/architecture
MUST be applicable on
devices with small
resources.

1

The system SHOULD be
able to work with a
maximum degree of
autonomy.

3, 4

YES
Basic management tasks for services
hosted on a STB are provided as
operations exposed by the same web
services (i.e. GetStatus, Start, Stop, etc).
These operations are linked to the
functionality of the device that is
controlled by the STB and to the
programming logic used for controlling
those devices.
YES
This requirement is interconnected to
the previous one.
YES
All the web services hosted on STBs in
the EAD are visible to the SOCRADES
Integration Architecture (SIA)
developed by SAP. A software
component called Local Discovery Unit
(LDU) implementing the DPWS stack is
in charge of discovering local web
services hosted on STBs and also
exposes a Virtual Enterprise web
service hosted on a remote server. In
this way the interaction between IT
applications and the factory floor is
completely transparent.
PARTLY
In general, web services messaging and
description protocols implemented on
the STBs, middleware, and IT
applications are standard, compatible
and interoperable. At the device level,
however, it was not considered for the
moment as a priority the
implementation of security protocols
since it was more important to prove
the concept of the SOCRADES
architecture.
YES
As it has been mentioned before, the
architecture was applied also to STBs,
which are embedded industrial
controllers with a limited amount of
resources.
PARTLY
This requirement was created mainly
for those applications with Wireless
Sensor Networks in mind; however, the
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same requirement applies for the EAD
if some considerations are taken.
The service orchestration approach
based on semantic web services
presents some degree of autonomy
since new services or alternatives ones
may be selected during runtime
without the need of a manual selection.
This autonomy is supported in great
manner by the MAS.
25

26

R(D1.2)2.3.6.5

R(D1.2)2.3.6.6

LOW

MEDIUM

The system SHOULD be
able to fulfil Attribute Based
Addressing functions.

4

The system SHOULD fulfil
the necessary functions for
location awareness.

3, 4

YES
Attributes can be used by SPARQL
queries in the Ontology Service and
Ontology Manager tools in order to find
and select devices providing specific
processes (encapsulated by web
services).
YES
The ontology model describing the
components of the EAD provides
information for every service about its
physical location. This information can
be retrieved by SPARQL queries.
Additionally, in the internal models
created by the MAS, every agent has
information about the physical location
of the web service with which it links,
as well as details about neighbours.

27

R(D6.1)2.1

MEDIUM

WEB‐Service support.

1, 2, 3, 4

YES
This requirement maps what was
requested in R(D1.2)2.3.1.3. The EAD
provides the same web service support
for the Enterprise Integration, as for the
local infrastructure and all the software
components developed.

28

R(D6.1)2.2

MEDIUM

Support an Event Driven
Architecture.

1, 2, 3, 4, 5

YES
Event Driven Architecture is inherently
linked to SOA. During runtime, most of
the web services available on the EAD
produce events that reflect the status of
the system, including the operations
that are being performed.
This support has been extended in
order to integrate as well the enterprise
side. In this case, when a production
order is introduced into the system via
a business application on the SIA, a
request is sent to the factory floor in
order to verify if the order can be
produced or not. After the order is
accepted and the production starts, the
assembly line generates events
accordingly (pallets moving, processes
completed, busy devices, etc). When a
production order is completed, a
higher‐level event is generated and
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propagated to the enterprise system.
29

R(D6.1)2.4

STRONG

Business process modelling.

5

YES
Business processing modelling tools
such as BPEL are used in the EAD. This
allows the view of the production tasks
as a sequence of processes that require
coordination. From the enterprise
integration point of view, the whole
production capabilities can be
encapsulated as a single service which
will be included in a higher‐level
business process.

30

31

32

R(D6.1)2.7

R(D6.1)2.10

R(D6.1)2.13

STRONG

STRONG

MEDIUM

Business process
monitoring.

5

Standardized
communication and
information exchange.

5

Access to device status.

1, 5

YES
Production orders are executed locally
in the EAD and the most common and
significant errors are propagated to the
enterprise level through the SIA. These
errors typically include details about
the reasons.
YES
All the communication in the EAD is
based in well‐known standards such as
IP, SOAP, WSDL, DPWS, etc.
PARTLY
Device status is provided by the
operations described on web service
hosted on the corresponding STB. A
separate user interface for accessing the
device’s status was not implemented
since this was not seen as a priority at
the moment.
Device management is possible to some
extent, especially for controlling the
lifecycle of production tasks. However,
at the moment there are some
limitations for deploying new control
logic into the STBs via web service
interface.

2.1.2

Assessment criteria (SEA)

The document D8.1 “Implementation of the SOCRADES Framework in selected Application
Pilots and Trials” reported two tables describing the features that were shown in the
Electromechanical Assembly Demonstrator (EAD): one corresponding to the features
implemented on the facilities at Tampere University of Technology (TUT) and, the other one
corresponding to the features implemented on the facilities at Schneider Electric Automation
GmbH (SEA). The list of features presented on the demonstrator located at SE can be summarized
as follows:
1.

Web services embedded in industrial control devices; and modularization of the
system (each module has own hardware + control device + services)

2.

Dynamic deployment and dynamic discovery of devices/services

3.

Service orchestration embedded in industrial control devices
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4.

Modular device architecture (DPWS framework, Petri net kernel, DSS, custom
applications)

5.

Complete engineering approach with custom designed supporting software

6.

Service orchestration using Petri net formalism, including modelling,
composition, analysis, simulation and execution in service‐enabled control
devices

7.

Interoperability between different hardware/software technologies, connected
together by one framework using DPWS

8.

Conflict resolution provided internally by the control device and supported
externally by a production execution system (which can communicate to ERP
from SAP)

9.

Device to enterprise integration through Web service interfaces

10. Proactive pallet management in a SoA‐based material flow control system, with
multiple pallet support at runtime via web services.

Table 2 summarizes the features demonstrated in Seligenstadt
Table 3 describes the link between these features, the requirements from where they were
originated, and the assessment criteria utilized for its evaluation.

Table 2: Features demonstrated in Seligenstadt facilities.
Feature
1. WEB SERVICES EMBEDDED IN INDUSTRIAL CONTROLLERS:
1.1. Device functionality encapsulated by means of Web services and
embedded in industrial controllers (Schneider STB) through DPWS
stack.
1.2. Control of legacy devices with service gateways (PC‐based, for
OSITrack RFID Readers)
2. SERVICE ORCHESTRATION:
2.1. Model‐based (Petri Nets) orchestration engines embedded in
industrial controllers (Schneider STB).
2.2. Service orchestration at low level with respect to topology of the
mechatronics devices that host the services.
3. CONFLICT RESOLUTION PROVIDED BY A PRODUCTION
EXECUTION SYSTEM:
3.1. Decision support at conflict points based on local information
(services exposed by the mechatronics devices) and on information
obtained from higher levels (services exposed concerning pending
production orders and product needs).
4. ENTERPRISE INTEGRATION THROUGH WEB SERVICE
INTERFACES:
4.1. Production orders and order status updates are sent from
SAP‐system to SE‐factory‐system.
4.2. Cross‐Company site integration via a Cross‐Layer and Event
based Architecture (SIA) for networked embedded devices.

Objectives
R(D1.2)2.2.1, R(D1.2)2.2.7, R(D1.2)2.3.1.1,
R(D1.2)2.3.1.2, R(D1.2)2.3.1.3, R(D1.2)2.3.1.5,
R(D1.2)2.3.1.6, R(D1.2)2.3.4.3, R(D1.2)2.3.4.4,
R(D1.2)2.3.5.1, R(D1.2)2.3.5.2, R(D1.2)2.3.6.3,
R(D6.1)2.2, R(D6.1)2.13
R(D1.2)2.2.1, R(D1.2)2.2.2, R(D1.2)2.2.5,
R(D1.2)2.2.8, R(D1.2)2.3.1.1, R(D1.2)2.3.1.4,
R(D1.2)2.3.1.5, R(D1.2)2.3.1.6, R(D1.2)2.3.1.7,
R(D1.2)2.3.2.1, R(D1.2)2.3.2.2, R(D1.2)2.3.2.4,
R(D1.2)2.3.4.1, R(D1.2)2.3.4.2, R(D6.1)2.2
R(D1.2)2.3.1.1, R(D1.2)2.3.1.4, R(D1.2)2.3.1.6,
R(D1.2)2.3.2.1, R(D1.2)2.3.4.1, R(D1.2)2.3.4.2,
R(D6.1)2.2

R(D1.2)2.2.1, R(D1.2)2.3.1.6, R(D1.2)2.3.2.1,
R(D6.1)2.2, R(D6.1)2.4, R(D6.1)2.7, R(D6.1)2.10,
R(D6.1)2.13
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Table 3: Assessment criteria used for the demonstrator located at SEA.
ID

Req‐ID

Priority

Requirement

Covered by
Features

Fulfilled? / Assessment Criteria
1

R(D1.2)2.2.1

STRONG

The SOCRADES architecture MUST support heterogeneous (wired,
wireless) network environments.

1, 2, 4

PARTLY (because wireless wasn’t tested at device‐level, otherwise YES)
The network infrastructure for communications in the EAD is based on the IP protocol. The network
infrastructure of the production cell is based on conventional Ethernet (Fast Ethernet). Gigabit‐Ethernet and
partly WiFi were used for the integration of some of the PC‐based SOCRADES components, such as the
orchestration tool chain and the Delmia Automation for graphical engineering and simulation.
Though, wireless networks have not been deployed at device‐level, the SOCRADES architecture is based on IP‐
based protocols and allows principal use of wired and wireless network environments.
2

R(D1.2)2.2.2

MEDIUM

Engineering of SOCRADES components SHOULD support
composition of application task related services.

1, 2 (, 3)

YES
Two main device‐level components have been developed that allow the composition of task related services, (a)
the embedded IEC engine which allows composition in a Russian‐doll manner with a single high‐level interface
of the composite and composition in peer‐to‐peer manner, where logic is distributed to several logical
components. Apart from that, (b) the (embedded) model‐based Orchestration engine component allows also
composition of services by composing component models of the devices and services that are composed. The DSS
supports the selection of services on the EAD scenario according to product needs at runtime.
At design time, composition of services is supported for both components. The CB tool allows design of complete
automation applications based on distributed service‐based components. Distribution, deployment and dynamic
interaction between the components / services are completely managed by CB. The design tool Continuum used
for the model‐based Orchestration does the composition of tasks by linking models (of services) into one system
model by using a port connection logic and layout information of the devices and services present and used in
the factory floor.
3

R(D1.2)2.2.5

STRONG

Interoperability MUST be supported between heterogeneous
devices deployed in various platforms and networking
technologies.

2

YES
The service‐centric infrastructure developed around DPWS standard has been ported to many platforms and
operating systems, even for an industrial automation device. The programming interfaces at device‐level are
platform independent as they are based on DPWS and WS‐Management. See under ID 1 the assessment related to
network independency (R(D1.2)2.2.1).
Interoperability at service‐interaction‐level is achieved through the capability of the Orchestration tools to
consume WSDL files in order to manage complex workflows and adapt to any given service interface.
4

R(D1.2)2.2.7

STRONG

The basic concepts of migrating from data centric access to field
level devices to service oriented approach within field level
SHOULD be described.

1

SOCRADES components MUST provide capabilities for identifying
and characterising themselves to each other and to higher level
systems.

2

YES (see comment by TUT)
5

R(D1.2)2.2.8

STRONG

YES
For description of devices and services the resource model provided by the DPWS profile was used. Mechatronic
components are modelled as DPWS devices, which are characterized at least by one device type and at least by
one device scope. The device type provides generic information about the mechatronic entity, so that devices
with same functions can be discovered in the factory floor. The device scope was used to organize devices and the
structure of a machine or a complete system similar to ISA‐88 (…/ cell / unit / equipment module /control
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module). Apart from that, additional, also human readable information such as friendly name, manufacturer,
presentation web page, serial number etc are provided via metadata services.
Service compositions are modelled as DPWS devices, regardless whether those composites are just of logical
nature or represent a physical composition of hardware modules.
Services are described by WSDL location information, which allows other nodes for instance to dynamically
interact with those services, for instance by generating stubs skeletons on the fly.
The Orchestration approach performs dynamic discovery and binding at runtime based on device and service
descriptions by evaluating device types, device scopes and interface types.
Semantic web technologies were investigated and shown by partner TUT.
6

R(D1.2)2.3.1.1

STRONG

The system MUST allow high level functionalities (e.g. control) to
be distributed (i.e. embedded, deployed) into devices.

1, 2, 3

YES
Control in terms of having direct link to process interfaces (actuators and sensors) is embedded in devices (see ID
4) and is downloaded to devices via deployment services. Control in terms of workflow logics is covered by the
Orchestration engine embedded in STB device (Remote IO device now serving as Orchestration engine). The
configuration of the engine takes place via the same service deployment mechanisms.
An embedded version of the decision component that supports the embedded orchestration engine has been
integrated into the device. Configuration is done by service deployment.
7

R(D1.2)2.3.1.2

MEDIUM

The system MUST allow peer to peer communication between
devices.

1

YES
Peer‐to‐peer communication is possible and supported by the embedded IEC control and orchestration
components. Each service and composite service can act in a server role, but can also include references to other
services acting as a client.
In the EAD scenario, the orchestration logic was distributed and executed on 3 separate devices. The
synchronization among the engines was done by peer‐to‐peer, meaning there was no superior instance
supervising the distributed engines. However, the interaction between the orchestration services and the web
services exposed by the devices was not mixed with peer‐to‐peer interaction between the devices at lowest level,
because the reconfiguration of the system is done at the orchestration model only.
Other applications were shown in SOCRADES which had stronger requirements for peer‐to‐peer interaction.
8

R(D1.2)2.3.1.3

STRONG

The service‐centric infrastructure MUST enable devices to expose
their functionalities as Web services.

1

YES
This is provided by the implementation of the DPWS stack and the IEC engine in the STBs and also in the
middleware components.
9

R(D1.2)2.3.1.4

MEDIUM

The system MUST provide the ability to dynamically assemble
services to provide higher level functional capabilities.

2, 3

PARTLY
The dynamic assembly or composition of services has been achieved by using a Petri net based workflow
language. The dynamicity lies in that the assembly of services is done at design time with service models that are
enriched with logical interfaces. With those interfaces the models are compiled automatically to a system model,
creating the correct and allowed service invocation sequences.
Service binding to production services is done dynamically at runtime, where the selection of services is
supported by a decision‐making system.
Dynamic assembly of services at runtime and at device level is not possible with the embedded orchestration
approach today, there is always an engineering step needed before that.
10

R(D1.2)2.3.1.5

MEDIUM

The service‐centric infrastructure MUST allow service assembly to
be embedded into devices.

1, 2

YES (PARTLY, when required to host multiple services per controller)
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The service assembly can be deployed as orchestration service with the embedded Petri net based orchestration
engine and it can be deployed as service component with the embedded IEC engine.
Due to resource limitations and a bug (fixed in later release) on the STBs, it was not possible to host more than
one service per controller. Evidently, this becomes also a limitation if embedded service composition is
considered together with other services hosted on the same physical device.
11

R(D1.2)2.3.1.6

STRONG

The service‐centric infrastructure MUST support a publish‐
subscribe interaction mechanism.

1, 2, 3, 4

YES
All the components of the SOCRADES infrastructure which implement the DPWS stack, support the publish‐
subscribe mechanism.
12

R(D1.2)2.3.1.7

MEDIUM

The service‐centric infrastructure MUST support a procedure‐
driven interaction mechanism.

2

PARTLY
With the model‐based orchestration approach based on Petri net formalism, procedure‐driven interaction
mechanisms are supported with limited features. Modelling of sequential service invocations with client and
server roles is supported and similar to BPEL. However, handling of complex message content with functions for
calculation, compare, aggregation etc is not implemented yet in the orchestration engine.
The approach allows the designer to choose between modelling a system supported by automated model
composition, or modelling systems by defining the set of allowed service sequences for a given production
system.
13

R(D1.2)2.3.2.1

MEDIUM

The system MUST support automatic discovery of newly plugged‐
in and previously unknown device.

2, 3, 4

YES
By using the DPWS stack, devices and middleware components announce their presence when they join the
system and are able to describe themselves and their hosted services.
Even if features such as discovery, announcement, description and dynamic service binding are present anytime
for the complete DPWS based SOCRADES components, unknown devices are only supported at design‐time in
case their service interfaces are unknown. In this case the designer must model the correct “use” of the services
offered by the device and define the composition interfaces first.
For the orchestration perspective, “unknown” device is understood as a device that the service requestor is able
to identify by description the device as a valid service provider.
For the engineering perspective, the orchestration tools support the discovery and integration of newly plugged‐
in and previously unknown devices.
14

R(D1.2)2.3.2.2

MEDIUM

The system MUST support the dynamic interaction with a newly
plugged‐in and previously unknown device.

2

PARTLY
As mentioned in ID 13, integration and interaction with unknown devices is supported as soon as they are
identifiable as valid service provider. All the web services exposed by the devices are described by WSDL files.
By reading the information within the WSDL file, any other component of the system can know how to interact
with the related web services, and therefore, also with the devices hosting them.
The embedded orchestration engine cannot parse and process dynamically WSDL files at runtime, because this is
complex task and on the other hand not all necessary WSDL and Schema files might be accessible in the
production network. This step has to be done at design time and a pre‐processed WSDL representation is
deployed to the engine.
15

R(D1.2)2.3.2.4

MEDIUM

The service‐centric infrastructure MUST enable the automatic
binding to a service during runtime.

2

YES
The endpoint references for accessing services are contained within the metadata of every STB. Such metadata is
obtained during runtime by means of the DPWS stack.
This information can be also available from the ontologies describing the services.
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16

R(D1.2)2.3.4.1

STRONG

The service‐centric infrastructure MUST enable the notification of
newly deployed and un‐deployed services.

2, 3

YES
Notifications of newly deployed services are sent by the DPWS middleware automatically by use of the
Discovery feature of the DPWS stack. As soon as services are registered or un‐registered in the middleware, a
“Hello” or “Bye” notification is issued via Multicasting, receivable by all peers within the same subnet.
17

R(D1.2)2.3.4.2

STRONG

The service‐centric infrastructure MUST provide the notification of
service and/or device downtime or failure.

2, 3

PARTLY
The problem of devices that get disconnected from the network and thus cannot send “Bye” notifications has
been tackled by implementing an mechanism based on eventing with short expiry time in the orchestration
engine. This mechanism has not been applied yet to other components of the SOCRADES architecture.
This way the embedded orchestration engines are able to detect within a given timeframe if the reference services
and their hosting devices are online or not.
18

R(D1.2)2.3.4.3

STRONG

The service‐centric infrastructure MUST support the management
of deployed (hosted) services on device.

1

YES
Basic management for application services are provided as operations exposed by the same web services. Each
service in EAD supports at least a GetStatus operation and Status event notification. The operations read status
information from the programming logic used for controlling those devices.
The dynamic deployment management service is the generic interface to manage hosted services, in terms of
creating, deleting and updating their metadata.
19

R(D1.2)2.3.4.4

STRONG

The service‐centric infrastructure MUST support the management
of devices.

1

YES
This requirement is interconnected to the previous one.
A customizable device and service management component based on WS‐Management has been provided and
integrated with the DPWS stack.
The dynamic deployment management service is the generic interface to manage devices, in terms of creating,
deleting and updating their metadata.
20

R(D1.2)2.3.5.1

MEDIUM

Devices and IT applications SHOULD be able to interact together
without intermediaries and no protocols translation.

1

YES
All the web services hosted on STBs in the EAD are visible to the SOCRADES Integration Architecture (SIA)
developed by SAP. A software component called Local Discovery Unit (LDU) implementing the DPWS stack is in
charge of discovering local web services hosted on STBs and also exposes a Virtual Enterprise web service hosted
on a remote server. In this way the interaction between IT applications and the factory floor is completely
transparent.
21

R(D1.2)2.3.5.2

MEDIUM

Devices and IT applications SHOULD implement the same Web
services messaging, description, and security protocols (compatible
and interoperable at least).

1

PARTLY
All service components that were implemented for the EAD scenario use the DPWS C stack version and are
compatible and interoperable at the basic interaction level. Application services and their WSDLs were specified
according to the rules given by the DPWS profile. Security protocols that are referenced in the DPWS
specification were not implemented for the scenario at the moment.
22

R(D1.2)2.3.6.3

STRONG

The concept/architecture MUST be applicable on devices with small
resources.

1

YES
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An embedded version for the IEC control engine, an embedded version of orchestration engine and application
services controlling devices were provided and tested in the EAD scenario.
23

R(D6.1)2.2

MEDIUM

Support an Event Driven Architecture.

1, 2, 3, 4

YES
Event driven architecture is supported and has been applied in the EAD scenario for the interaction patterns
between application services at device‐level and orchestration services, between orchestration services and MES
and SAP SIA enterprise services.
Status information is propagated to upper levels via event notifications. The classical synchronous request‐
response interaction pattern for operations that take a considerable amount of time has been replaced by a pattern
using an asynchronous event notification as response.
24

R(D6.1)2.4

STRONG

Business process modelling.

4

PARTLY
Business process modelling as such has been shifted to the MES‐ and ERP‐level. In the EAD scenario business
processes are modelled by production orders issued by SAP SIA to the production site via services. Those
production orders are scheduled by MES and are used to support the orchestration of the EAD services.
25

R(D6.1)2.7

STRONG

Business process monitoring.

4

YES
Business process monitoring has been realized in the EAD scenario via production order monitoring. Order
status updates, such as performed production steps and common errors and other events such as “inventory
low” are issued via event notification to enterprise level through the SIA.
26

R(D6.1)2.10

STRONG

Standardized communication and information exchange.

4

PARTLY
A standard production business process monitoring interface has been developed for the monitoring of
production orders (see above) and has been applied in the cross‐company scenario between SAP, TUT and SEA
sites.
27

R(D6.1)2.13

MEDIUM

Access to device status.

1, 4

PARTLY
At the moment there is no device status service to get information about the host device. As mentioned above
each application service provides operations to information related to control applications. A programming
interface to access information of the host has not been implemented yet.

2.1.3

Assessment related to Scientific and Technological Aspects
2.1.3.1

Evaluation of results

According to Table 1, a total of 32 requirements were identified and used as guidance for developing
the features present in the EAD. These requirements have been categorized according to priorities
given by the industry. Out of these 32 requirements, 15 were considered as having strong priority for
achieving a successful implementation of the SOCRADES architecture; 16 requirements were
considered having medium priority; and only 1 was considered having low priority. Furthermore, it is
possible to classify these requirements into the following general categories reflecting different
technological and scientific aspects of SOCRADES (see Table 4):
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1.
2.
3.
4.
5.
6.

Definition and deployment of web services,
Interoperability,
Service orchestration and choreography,
Configuration,
Reconfiguration and reuse
Communication protocols
Table 4: Categorization of requirements assessed on the EAD.

ID

Req‐ID

Priority

Category

ID

Req‐ID

Priority

Category

4

R(D1.2)2.2.7

STRONG

1

10

R(D1.2)2.3.1.5

MEDIUM

4

6

R(D1.2)2.3.1.1

STRONG

1

16

R(D1.2)2.3.2.4

MEDIUM

4

8

R(D1.2)2.3.1.3

STRONG

1

25

R(D1.2)2.3.6.5

LOW

4

13

R(D1.2)2.3.2.1

MEDIUM

1

26

R(D1.2)2.3.6.6

MEDIUM

4, 5

23

R(D1.2)2.3.6.3

STRONG

1

19

R(D1.2)2.3.4.3

STRONG

5

27

R(D6.1)2.1

MEDIUM

1, 2

20

R(D1.2)2.3.4.4

STRONG

5

5

R(D1.2)2.2.8

STRONG

1, 4

32

R(D6.1)2.13

MEDIUM

5

14

R(D1.2)2.3.2.2

MEDIUM

1, 4

7

R(D1.2)2.3.1.2

MEDIUM

6

9

R(D1.2)2.3.1.4

MEDIUM

1, 5

11

R(D1.2)2.3.1.6

STRONG

6

3

R(D1.2)2.2.5

STRONG

2

17

R(D1.2)2.3.4.1

STRONG

6

15

R(D1.2)2.3.2.3

MEDIUM

2

18

R(D1.2)2.3.4.2

STRONG

6

22

R(D1.2)2.3.5.2

MEDIUM

2

21

R(D1.2)2.3.5.1

MEDIUM

6

1

R(D1.2)2.2.1

STRONG

2, 6

31

R(D6.1)2.10

STRONG

6

2

R(D1.2)2.2.2

MEDIUM

3

12

R(D1.2)2.3.1.7

MEDIUM

3

24

R(D1.2)2.3.6.4

MEDIUM

3

28

R(D6.1)2.2

MEDIUM

3

29

R(D6.1)2.4

STRONG

3

30

R(D6.1)2.7

STRONG

3

As it is shown in Table 4, the largest number of requirements considered on the EAD focused
on the category related to the definition and deployment of web services. The categories of service
orchestration and choreography, and communication protocols received the second place on focus.
Finally, interoperability, configuration, reconfiguration and reuse categories were equally targeted by
the requirements. By categorizing the requirements described on Table 1, it is easy to visualize the
general focus of the EAD regarding the scientific and technological aspects. It is seen that the main
emphasis in this domain has been proving the concepts behind SOCRADES architecture, rather than
solving the engineering aspects.
The implementation and fulfilment of the scientific and technological aspects in the EAD has been
covered in a satisfactory way according to the results described by the assessment criteria. The main
drawbacks found are related with those features that were only partially fulfilled, and in most of the
cases, the reason for this was to find a simplification of the problem by focusing only on the real
characteristics that needed to be shown.
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2.1.3.2

Lessons learned

Most of the requirements covering the scientific and technological aspects turned out to be important
and necessary for the successful implementation of SOCRADES architecture. However; it should be
noticed that some of those requirements need re‐evaluation in order to identify open gaps that were
not fulfilled due to factors that were identified only during implementation.
Another lesson learnt was that it is possible to adapt the features of the SOCRADES architecture
to the requirements of the application in hand. This means, that a global base can be set for all the
applications and on top of this, specific characteristics could be integrated. This may be interesting for
domains in which it is not required to have all the features that SOCRADES technology offers but just
some of them; for example, the interoperability and reconfiguration capabilities.

2.1.3.3

Potential

The main strengths of the scientific and technological aspects covered on the EAD were identified
since the beginning of this project and have been kept almost consistently. As it was mentioned
before, further improvements of these technology aspects would require a re‐evaluation and a review
of the current developments going on within other working groups.

2.1.4

Assessment related to the Application in Tampere
2.1.4.1

Evaluation of results

Given the evaluation of the assessment criteria reflected in Table 1, it is possible to see that 13 out of 15
requirements with strong priority were fulfilled by the EAD; 9 out of 16 requirements with medium
priority were also fulfilled; and the only one with low priority was fulfilled. After this, only 9
requirements were left partly fulfilled, of which most of them (7) have medium priority.
These results suggest that the implementation and proof of concept of the SOCRADES
architecture in the domain of electromechanical assembly has been satisfactory to a great extent. It is
important to clarify that the application focused very much in the low‐level technical details, and in no
way it was intended to cover all the aspects proposed in the framework specification. According to the
initial expectations, it can be said that some of the new features presented in this application, such as
the runtime reconfigurability, automated device recognition and re‐use, and potential for low‐level
monitoring, have been identified and welcomed by some experts (including customers of equipment
manufacturers in the field) as important added values and a good business opportunity. Another very
interesting aspect of the implementation, which is not directly linked to the list of requirements, is the
fact that wired cabling, according to current SMEMA standards, was reduced by 100%; this could
become an important economical saving factor in the future when several production units are
considered.
It was observed also through the implementation that there are still some open issues concerning the
performance and security of the components integrating the SOCRADES architecture; this especially
true for hardware components that may require further optimizations in order to cope with the
processing demands (this include mainly XML parsing, guaranteed delivery of important events, and
data encryption). However, in spite of these open issues, it was still possible to control the production
system in a consistent manner as it was shown during the demonstration, which shows the potential
of this technology.
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2.1.4.2

Lessons learned

The implementation of the EAD was very valuable for understanding the advantages and limitations
of the hardware and software tools developed. Following are descriptions of the drawbacks found
and also of the clear benefits of the architecture components.
About hardware and tools for deployment of web services
As it can be observed from the ControBuild (CB) description presented in the deliverable D8.1,
this software application is not a conventional tool for Automation Solutions. Even though it uses the
IEC‐61131‐3 standard for programming, it moves about the whole idea in very different manner,
particularly when integrated with the SE add‐ons. As such, it cannot be said that the way things were
done for this project will be the final version of the system as a whole, since the tools were adapted to
an existing platform and not designed to work together from the beginning. The following is a list of
potentially good features, characteristics or ideas that work well with the integration that was done in
CB by SE:
• WSDL file generation is easy and instinctive, which is an advantage when introducing the
new concepts to field engineers that are not familiar with the technology.
• Basic IEC instructions are available and simple to use.
• The sequence of logic creation is correct and appropriate; as it makes the designer think of the
necessary interfaces before the logic programming is begun.
• The designer focuses merely on implementing the atomic functionality that the device is
supposed to provide and does not get concerned with creating tangling links to other devices
in order to keep proper system operation.
Taking into consideration that the software version used is “pre‐beta” the overall function and
behaviour of the system is appropriate; however, there are still some bugs, both of minor importance
and critical. At the same time, there are a lot of potential improvements that can be made to make the
development of applications less troublesome, more efficient and faster. Table 5 addresses both old
and existing bugs as well as things that are not bugs, but could be improved:

Table 5: List of hardware and service deployment tools features with potential improvements.

About functionality
Some parts of the WSDL and metadata of the devices cannot be changed, or can be
changed by modifying manually other files after generation and before download.
I/O configuration is accomplished via manual edition of a file.
Generation requires many steps which are hard to memorize and consume time.
After 1 generation it is not possible to re‐use the same compilation folder as the system
does not allow a re‐generation all the time. Everything has to be regenerated.
The programming area inside the programming blocks is too small; organizing the logic,
specially complicated logic can become a hassle.
Device naming is embedded in the name of the application and used when creating the
WSDL file. It might be more appropriate to able to select these names separately from the
CB application naming.
If logic blocks are added after a previous generation, Organs and Tasks have to be assigned
manually. The “Propagate” function does not work.
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About limitations
CB application block number is limited to 52 blocks. SE Generation is not affected but CB
generates error.
Logic blocks are limited to 256 blocks (improved).
Scan time is limited to 20ms (10ms version FW also available now).
Space reserved for program inside STB was not enough, even though, this was later on
expanded to twice the size.
Zelio Engine compiler crashes/gets inhibited with certain types of complicated logic loops.
Certain instructions of the IEC standard are not available, like a one‐shot trigger, or integer
selection multiplexers.
Limitation concerning timers: the only timer function block available has resolution of
1/100s, which in some conditions is clearly not enough.
Settings of the EHC 3020 encounter (related to output functions) in Advantys had to be
done every time the STB was uploaded or power cycle has been performed – no way to
save the configuration permanently.
About bugs/unexpected behaviour
Variables have to have different names even if they are in different blocks. Simulation
works correctly, but behaviour changes when downloaded.
If timer values have the same name (and are in different blocks) the timer values change
when simulation is started, problem is fixed by changing variable names.
Even if all changes are saved and everything is recompiled, the program still behaves as it
did in the previous version.
Up‐Down counter function block did not get the position values from EHC3020 encounter,
thus the encounter had to be configured in Advantys.
About HW and FW unexpected behaviour
DPWS core may get corrupted or does not start correctly. Fixed by re‐uploading via FTP or
by re‐burning firmware (FW).
Program disappears after DPWS core gets corrupted.
Name changing does not work on devices. FW has to be re‐downloaded to work.
Sudden terminal fault caused by something unknown disables device completely (3 cases
were reported).
DPWS core total failure which can be fixed via JTAG probe.
Device occasionally displays error. This happened consistently in devices with certain
programs only.
I/O card is suddenly not recognized, power cycle or reset is required. When this did not
work, the device was changed to a different island and this usually worked.
After configuration of the EHC3020 in Advantys (regarding output functions), the I/O card
and encounter seem to go on error (Advantys shows “Assembly Error” message). It
happens randomly in time and after that the current value of the encounter is not
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changing; or as the encounter output functions have been implemented in the logic. That
kind of error affected the functionality partly.

About software tools
The software tools developed as part of SOCRADES were adapted for the EAD. These tools are
described in more detail in deliverables D5.2.1, D5.2.2, D5.4.1, and D5.4.2; as well, its application is
described in D8.1. The main ideas behind the proposed technological aspects were covered by these
tools. Table 6 addresses possible improvements of the developed tools.

Table 6: List of software tools features with potential improvements.
About Service Orchestration Tools
Accessing and using ontologies through a web service interface did not function correctly
100% of the times, in some cases premature failures were detected due to inconsistencies
on the interface. The Java‐based DPWS tools used for generating automatically all the
service interfaces was sometimes creating incorrect stubs and skeletons. This may be due to
a lack of support for the Java version of the DPWS stack.
Parsing BPEL scripts can take a considerable amount of time. This is especially critical for
orchestrating services and making decisions on time.
The lifecycle of devices using the DPWS stack is correctly handled; however, a feature that
was missing from the stack implementation is the provision of a “heartbeat” signal that
could indicate the availability of a service. This is required in order to handle updates of
the production system models when a service or a hosting device stops working properly.
During development, it was assumed and decided that the web service interfaces would be
as generic as possible in order to facilitate their orchestration; however, later on, during the
implementation and testing phases, it was discovered that in some cases it is necessary to
have the same generic interface but with a modification on the parameters required by the
operations. This kind of “special cases” is difficult to handle since the description of the
web service does not provide any mechanism for identifying these modifications.
The functionality of the GUI presented by the Service Explorer tool is a bit difficult to
understand by users that are not familiar with the technology.
Initial configuration of the system is a bit complicated given the lack of mechanisms for
identifying the physical location of devices and hosted services. This is appreciated when
more than one service of the same kind are available on the production system.
About Decision Support Tools
Working with a distributed agent platform has its benefits regarding robustness and
flexibility; however, this distribution of agents also causes an increment on the
communication response times. The main reason for this is the string‐based messages that
are used by agent communication languages, which represent a heavy payload for
embedded systems.
Providing a BPEL script to an orchestration engine as the result of a decision‐making
invocation may take some time. This is caused by the parsing problem described earlier.
The functionality of the GUI presented by the MAS tool is a bit difficult to understand by
users that are not familiar with the technology.
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The process of testing the functionality of the MAS requires having several other
applications running at the same time. This is caused by the distributed nature of the
middleware developed. During this testing process it becomes difficult to debug the
system under test because there are no mechanisms that could gather information from all
the applications at a time.

2.1.4.3

Potential

By advancing further the developments on the hardware and on the service deployment tools, it is
clear that implementing web services on embedded industrial controllers will facilitate enormously
the tasks of engineering and maintaining control applications in different domains. It is expected that
the change of paradigm will help to efficient the production in general terms.
It is known that one weaknesses of the software tools is that most of them are implemented
using Java, this was decided since the beginning given the flexibility that this programming language
offers for prototyping software applications. After some performance problems were detected and the
connectivity with the embedded devices was partially compromised due to the lack of support for the
Java version of the DPWS stack, it is evident that commercial applications would need a SOCRADES
architecture developed on more efficient implementations, such a full C versions. This is a point that it
is still open to discussion.
The parsing time for BPEL scripts could be decreased or completely eliminated in two ways.
The first one requires updating the information contained in the production system’s ontology model,
in such way that more details about the existing connections between BPEL processes are made
available, and the current implementation can take advantage of this information for avoiding script
parsing. This approach will require from the user only to update the ontology model as the
production system‘s layout changes, which can be done reasonably fast. The second one consists on
providing the orchestration engines a general BPEL script that considers all the existing
variations/possibilities on a production system. In this case it will only be necessary to provide the
orchestration engine with the adequate references about which process to invoke. This approach may
be advantageous from the performance perspective, but it also means that a change on the layout of
the production system will imply that the user will need to modify the BPEL script that is “known” by
the orchestration engine, and also the ontology model that is used by the decision support system.
Devices hosting web services and implementing applications based on the DPWS stack should
include the “heartbeat” signal as default mechanism for model maintenance. This idea can be adopted
from the domain of wireless sensor networks and ad‐hoc networks where the topologies are usually
highly dynamic and demand this kind of feature. A similarity to this dynamicity could be expected
from a network of embedded industrial devices.
A possible solution for solving the problem of specifying parameters for special cases of generic
interfaces could be to extend the metadata information. In this way it could be identified already
during discovery that the device presents an interface with slightly different requirements. Also, the
same metadata information could be used for identifying the physical location of devices and hosted
services.
In order to facilitate the application development using the SOCRADES tools, it would be
necessary to create a development environment that could deploy all the related tools simultaneously
and that could collect behavioural data.
In general, it was detected that the use of ontological models in combination with semantic
information, provided great advantages for facilitating the system’s control and adaptation. This
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seems to be an entry point for future standardizations in terms of configuration, meaning that it could
be possible to create the foundation for determining a minimal set of semantic elements required for
device and agent (re)configuration, and that these elements should be provided in a standard form in
the same way that the service interfaces are described nowadays. In connection with this, it was also
identified that the methodology used for setting up the MAS was appropriate since it facilitates the
automated deployment of the agent’s platform, which is a desirable feature when it comes to accept
the use of this kind of technology in the industry.

2.1.5

Assessment related to the Application in Seligenstadt

The main focus in Seligenstadt EAD scenario was the application of the approach of model‐
based orchestration of services and decision‐making processes at device‐level. Together with
demonstrations done in the past, the EAD shows the missing phases of the complete life cycle of the
engineering approach (2D/3D modelling and simulation, design, simulation, analysis and validation
based on formal methodologies, configuration, deployment and production execution).
Aspects such as management of large service‐oriented manufacturing systems with a lot of
service nodes has been shown by TUT with the EAD located in Tampere (3 segments with different
equipment versions and more than 30 modules). The EAD located in Seligenstadt put strong emphasis
and efforts on integrating components of the service‐centric infrastructure at device‐level. The
implementation and fulfilment of the scientific and technological aspects in the Seligenstadt EAD has
been covered in a satisfactory way:
‐

Application Web service and device control based on an embedded IEC engine

‐

Embedded Orchestration services and engine

‐

Embedded and external decision‐supporting components

‐

Service and device management services

‐

Logic deployment services

‐

Integration with Enterprise systems and Business processes

The production cell offered all basic components that would also be needed by a larger
production line, such as loading, unloading, workstations offering different production services and
equipment layout that allows testing of flexible material flow concepts. It was possible to evaluate the
expected characteristics of the approach explained in detail in D5.2.2 and D8.1.
It is worth of mentioning some of the highlights that are present in the developed middleware:
‐ Composition of services by linking models according to layout knowledge rather than
designing individual processes from scratch (“configuration rather than programming”)
‐ Concurrent processes and sequences are easy to model with the PN formalism and thus,
appropriate for the design of modular systems
‐ Separation between Orchestration engine, embedded DSS and external DSS allows to
implement decision algorithms where most appropriate, e.g. embedded DSS deals with
simple path finding calculation, external DSS deals with high‐level production scheduling
However, the small size of the cell had some disadvantages that were not considered as
significant in the beginning. The Seligenstadt cell has only 2 workstations, so that multiple services
had to be hosted on same devices (workstations), e.g. workstation 1, hosted 2 production services and
the loading an unloading service. Hence, the production scenarios that could be investigated were
only of simple nature.
The system performed stable with 2‐3 pallets, critical situations usually occurred due to loss of
synchronization of the engine with the real state of the devices.
29/104

D8.2: Evaluation of the Trials Performed at the Selected
SOCRADES Prototype Applications and Assessment of Results
V1.0
Due to the resource limitations given by the embedded orchestration engines, only simplified
versions of the logic models could be executed, which meant that most logic that was responsible for
the dynamicity and reactivity of the models had to be removed. For example, the detection of pallets
at runtime at any place in the system did not work as expected any more. Workaround was to
introduce pallets only at designated devices.
Because of the relatively small size of the manufacturing cell, scenarios with multiple
simultaneous production processes (>2) of products with different production plans (>4 production
steps) could not be satisfactorily tested with the existing equipment.
It cannot be said that the way distribution of orchestration logic is done is the final approach.
Moreover, stronger synchronization between the orchestration engines and between each
orchestration engine with the device‐level services is required. It was observed that, otherwise,
unexpected situations will disturb the operation of the system too easy. In the current version of the
engine, synchronization takes place via user‐defined service interfaces. This decision was made in
order to hide the technology behind the interface. The conclusion of today is to have dedicated
synchronization interfaces, specialized for the synchronization of distributed models.
More efforts in the future need to focus on really combine results around BPEL based
orchestration and the presented embedded orchestration approach. Petri net was chosen because of
the existing tools for validation and analysis, which were objectives in the project. Both languages
describe workflows, but BPEL language was too powerful to be able to develop an embedded version
out of the specification for such an engine in C. Most engines available are based on Java for executing
large scale business processes. Anyway, a subset of the BPEL elements is implemented in the PN
engine.
The user has the choice of using the orchestration engine as shown in the EAD, by using model‐
composition and distribution of logic to multiple engines, but, he can use engine also in the classical
service orchestration manner, where as many orchestration instances are present as processes are
running. As a reminder, the approach here was, to have one logical model to handle all processes
(though done with distributed engines).
Weaknesses in the Petri net approach are the lack of semantic descriptions of exposed interfaces
and discovery using semantic annotations of service endpoints. Another weakness compared to BPEL
is the lack of sophisticated message handling and implementing algorithms for more complex data
processing.
The design of behavioural models is quite intuitive and quickly done in Petri net. However, it is
evident that the current language derived from High‐Level Petri net (HLPN) provides only the basic
language primitives and that more complex component models or models enhanced with security
features or exception handling will result in very complex models which are hard to maintain and
understand.
For example, a standard call to a device operation needs at least 3 elements (request‐response +
sync event as operation finished notification), and much more if the model must reflect different
responses. Moreover, at this moment, SOAP exceptions cannot be handled at application level. The
health of a device/service is not monitored, only if respective calls are modelled. Hence, introducing
more capabilities into the engine and offering the designer more properties allows significantly
reducing the complexity of models and ease the design of complex systems.

2.1.5.1

Lessons learned

A list of lessons learned elaborated during assessment are listed in the Trials chapter.

2.1.5.2

Potential

A list of potential improvements and problems found during assessment are listed in the Trials
chapter. Drawbacks found at the EAD are mentioned in the assessment related to the application here.
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However, the same problems existed principally also in the Trials, though not perceived as critical due
to the different application domain addressed by the Trials.

2.1.6

References

SOCRADES Deliverables D5.1.3, D5.2.2, D5.2.4, D6.5, D8.1
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2.2 Car Engine Manufacturing
Partners involved: LOU, Jaguar/Ford, SEA, SAP and SEI
Implementation of results from WP 1, 2, 5, 6 and 7.
This section focuses on the evaluation of a car engine assembly test rig. Further details of the
engineering tools and their specific evaluation can be found in deliverables D7.6 and D7.7. This
deliverable aims to provide qualitative and where possible quantitative performance evaluation. The
implemented test rig, shown in figure B, aims to replicate, as much as possible, the mechanical and
control system modularity of a typical engine assembly machine. Indeed the configuration of the test‐
rig is the one adopted by Ford internally for all their new control system evaluations.

2.2.1

Assessment criteria

Key desired attributes from a Ford and Jaguar end‐user perspective for advance manufacturing
automation systems can be summarised as follows:
•

Appropriate real‐time control capabilities with error handling and recovery

•

A high degree of reuse

•

Rapid design of the automation system

•

Quick response to change in the production capacity

•

Visualisation and simulation

•

A consistent integration approach for diagnostic and maintenance support

•

Seamless business‐to‐manufacturing process integration

•

Support for non‐vendor specific platforms

Given the poor levels of reuse that are currently achieved, at major objective of this demonstrator
system was to investigate opportunities to improve machine modularity, reconfigurability and
component reuse, via the adoption of the SOCRADES DPWS‐based distributed device control
architecture.
In terms of performance, the typical response requirements for an automotive engine assembly
application were determined via discussions with Jaguar, Ford and their supply‐chain partners. Key
performance criteria were established, including an average real‐time control response of less than 20
milliseconds with an error time‐out indication if 50 milliseconds was exceeded. In terms of message
delivery, 100 percent quality of service is required, i.e., no messages can be lost in the distributed
system, and all errors must be notified at the application level.

2.2.2

Assessment related to Scientific and Technological Aspects
2.2.2.1

Control System Performance Evaluation

Introduction
The embedded smart devices used are ARM9 processor based Field Terminal Blocks (FTB)) developed
by Schneider Electric. This device incorporates local I/O, and a standard embedded Ethernet
connection with RTOS and TCP/IP stack software provided on top of the hardware environment to
handle DPWS based tasks for Web Service applications. Four of these devices have been installed on
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the test rig from Festo to control its functionalities via Web Services. This test rig is shown in Fig. 1
and reflects the functionalities of assembly machines typical of line installations at Ford, Jaguar, and
other companies supported by their principal machine builder, Krause. The basic operation of the test
rig is to move a workpiece from one end of the machine to the other by a number of operations like
picking, moving, drilling and gauging, and an important characteristic of the system is that several
operations have to occur simultaneously. Full details of the demonstrator are provided in D8.1.

Fig. 1. The FORD‐FESTO test rig platform
The typical component‐based (CB) configuration of this machine system is built from various machine
subsystems. The test rig system has been divided into four subsystems (i.e. units or stations):
1. Distributed hopper unit,
2. Buffer unit,
3. Processing table unit, and
4. Handling arm unit, as shown in figure B.
Each of these subsystems contains one or more mechanical components (No. 1‐7 in Fig.1) that are
connected to field devices (i.e. sensors and actuators) through a distributed FTB‐based module. These
device components communicate via state variables within the finite state machine behaviour of the
complete system. The sequence of machine operations is defined by the interlocking of components
defined at the design phase, i.e. using the engineering application tools including a process definition
editor to configure an orchestration engine. See deliverables D7.6 and D7.7 for more details of the
engineering approach adopted.
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Fig. 2. A PC‐ based orchestration engine application
In the distributed Web Services‐based control system implementation, the distributed control devices
host the service of components (e.g. hopper, and swivel arm component) which provide the Web
Services operation and element state propagation functionality to the service orchestration engines are
based on a publish and subscribe approach in an event‐driven architecture. As shown in Fig.2, there
are 4 service orchestration engine tasks running as a client (client 1, 2, 3, and 4). Each one is
responsible for controlling a specific station hosted by the servers (server S1‐ server S10) of the
components to perform manufacturing tasks in the control system.
Ethernet Packet Delivery Time and Determinism
Based on the implemented WS control system, the protocol analyzer has been installed to capture the
network performance present on the network during the test‐rig operation. Within the WS automation
via the orchestration engine application, SOAP messages for DPWS operations (i.e. state notification,
service call functions, discovery probe and metadata return) are transmitted. During TCP
transmission, there are 9 packets sent and received for one DPWS operation. These packets are
responsible for establishing the TCP connection (3‐way handshake), sending the SOAP message (a
TCP byte – oriented sequencing protocols) and connection termination (full‐duplex mode). Delivered
network performance of the WS control system is measured and summarised in Table 1.

FTB 10BasedT Ethernet
Packet size
(Bytes)
Interval reaction speed (a)
(ms)
Network bandwidth
(KBits/sec)
Network utilisation
(%)

750-1514 (Max)
22-55
495
8%

(a)- The time delay between the occurrence of an input event (signal) and the corresponding of an output event.

Table 1: Network Performance Analysis
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The values shown for the FTB‐WS test rig are averaged from 10 runs of the full operation with
approximately 1000 packets accumulated. In this evaluation, the network bandwidth determines the
speed of the network or throughput for data transfer (Kbits/second) over the connection, whilst
network utilisation (%) indicates the current network traffic load. An ideal performance is indicated
by a higher network bandwidth and a lower network utilisation (lower traffic).
As seen from the table 1, the network could deliver the average speed of 495 Kbits/sec despite the
large SOAP packet size. In terms of overall control speed, as defined by the transaction time, the FTB‐
WS control system delivers an interaction response time in the range of between 22 and 55 ms. Whilst
this is outside the target response criteria of 20ms it is not far from meeting the requirement.
DPWS Processing Time and Reaction Time Analysis
Regarding the DPWS processing time (i.e. parsing‐encoding/marshalling and decoding/de‐
marshalling) on the FTB device and the service orchestration engine (on the PC), the millisecond and
microsecond resolution timer functions were utilised on both the FTB and the PC application
respectively, in order to measure accurately the time consumed by the DPWS functions.

I/O interaction
time = Event notification time + Orchestration engine application +Service invocation time

Fig. 3: The DPWS Service Invocation and Notification Time Analysis
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The full analysis of the DPWS functions is shown in Fig. 3 which presents the analysis of the I/O
interval reaction (i.e. response) time for: (i) DPWS event notification, (ii) orchestration logic processing
and (iii) DPWS service invocation. The ARM 966 embedded control device with CPU speed 96 MHz is
capable of processing the DPWS application in approximately 7 milliseconds for decoding and 2
millisecond for encoding SOAP messages. However, by taking into account the packet delivery time
of all messsages, local I/O processing, and the DPWS processing time, the estimated event notification
and the service invocation time associated with the DPWS approach on the FTB device are 6.04
milliseconds and 13.08 milliseconds, respectively (see Fig. 3). In addition to I/O response time analysis,
the orchestration logic processing time on the PC (i.e. client applications) has been captured for
decoding notification messages, state condition scanning and encoding for service invocation
messages. Overall these processes take 11.94 milliseconds to complete.
The DPWS and I/O interaction time have been measured for the full test‐rig operation of 4 distributed
controller nodes comprising 10 components and 21 elements. As observed from Figures 2, the DPWS‐
enabled device is capable of delivering the I/O interaction time in around 31.06 milliseconds (Note:
6.04 ms: the DPWS event notification + 13.08 ms: the DPWS service invocation + 11.94 ms: the
orchestration engine processing). As a result based on the calculated I/O intervention time, using the
DPWS approach is 31.06 milliseconds on average whilst it exceeds the target I/O response time (under
20 ms is desired by the end users) it is indicative that the WS approach has the potential to achieve the
target time given further improvements.
System Robustness and Fault Tolerance / Recovery
To optimise the system robustness, non‐deterministic Ethernet network protocol in term of message
collision, and packet and communication loss are taken into consideration. In this context, the
management of DPWS message synchronisation during operation has been realised to avoid the
collision of incoming (DPWS request for device operation) and outgoing (device state change
notification) message at the local port.
In order to enhance system reliability, heartbeat monitoring system and fault recovery routines have
been implemented within the WS control system to detect faults initiated by lost communication. The
periodic heartbeat message sent by the components as a message acknowledgment is used to monitor
and ensure that all the control device operations (DPWS applications and I/O functions) are
functioning normally. In the case of missing acknowledgements within the time frame of 50 ms, the
orchestration engine application can raise an alarm.
Component Reusability
With regard to the assessment of control system reusability from the component builder / supplier
perspective (which involves the hardware device programming), the evaluation of component
reusability is investigated here in terms of code reuse at the DPWS application level for creating new
components within the WS development platform. Given the new component design, as previously
demonstrated in the test scenario of adding a new drill component (see Deliverable 8.1), conceiving a
new component for component users requires the commissioning of:
•

The WSDL description (to generated WS server stub and client skeleton files),

•

DPWS interfaces for device operations on the FTB project‐server application.

In addition to commissioning a new component, component users need to orchestrate the new control
configuration for newly‐required manufacturing tasks, as defined in the client application via new sets
of interlocks for the service orchestration. See section 2.2.4 on applications engineering with the
process definition tools.
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Regarding component code reusability in building the new drill component with the Web Services
approach, shown in Table 7, WS call operations and drill state variable names remain unchanged, thus
the WSDL definition for the new drill component has been slightly altered via a new component name
for the unique Web Services target namespace. The WSDL definition can therefore be reused with
confidence. For the drill operation of a second drill on the embedded device (FTB), only the DPWS
interface to the device operation (13 lines of codes) needs to be written. Note that the component
control logic for the low‐level device functionality, provided by the component builder, is
encapsulated as “black box” and the device I/O control already exists. Therefore there are no changes
to the internal implementation of the local controller application. On the client application, the 28 lines
of device interlock programming code have been added to support the new system operation.
Required software
element
WSDL definition
Server application (FTB)
Client application
(Service orchestration
engine-PC)

All codes
(Lines)

New codes developed
(Lines)

% reusable codes
1 -New codes
All codes

146
86
127

0
13
28

100 %
85 %
78 %

Table 7: Adding a New DPWS Drill Component Scenario
System Orchestration
For a demonstration, the services orchestration engine running the component state transition logic is
implemented with both C and Java language to investigate interoperability of the implemented DPWS
control platform. The engine is used to manipulate the action on embedded controllers (FTBs) by
sending out the DPWS invocation command in SOAP message format through Ethernet to the target
component using XML transport. The peer device of the distributed control system is demonstrated
with the STB control device enabled with the DPWS protocol.
A SOA enabled device provides a set of service which represents more abstract production operations.
By compositing these services from either only one device or different devices, it is possible to make
applications (manufacturing tasks) for production process in a shop floor. Depending on process
requirement, the manufacturing system will be easily reconfigurable by changing or adding one or
more services. The system orchestration approach provides effectively the reusability and scalability
of services on devices, composing the process application for the functionalities required on a shop
floor. It facilitates the composition of application by reconfiguration rather than reprogramming.
There is no need for software reprogramming but rather only need new workflow logic and
reconfiguration for a new manufacturing system. Also, this orchestration approach based on SOA
paradigm implemented through Web Service technologies also can become a central point at which
seamless integration with other applications be achieved, enabling the adoption of unifying all levels
of the enterprises from sensors, and actuators to enterprises business process. With this approach,
overall workflow logic is be placed in the one place and fully controlled by an orchestrator, thus
enabling safety and security features to be developed into the system.

2.2.2.2

Control System - Lessons Learned

The orchestrator makes any change to be a centralised process that can be governed by workflow
logic, linking changes top whenever machine executions are updated rather than when individual
logic is located in each device. Thus, it improves interoperability between services on different
devices. Furthermore, the absence of direct communication between devices facilitates the machine
set‐up process and the replacement of devices. However, it centralises message communication and
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thus it takes more time in exchanging messages via an orchestrator rather than directly device‐to‐
device, in particular, when some messages on different devices need to be exchanged at the same time.
Although the application of Web Services in manufacturing is a promising technology providing
standard communication infrastructure, the device‐to‐device communication is complex and current
DPWS technology does not guarantee message delivery at the application level. This is an important
issue in automation systems where robust control performance is an absolute requirement.
There are many challenges in the use of Web services and SOA in discrete part manufacturing, mainly
attributable with the immaturity of the technology especially in terms of use in automation. During
the research peer‐to‐peer communication was attempted in order to build a choreographed system.
This proved impossible with the current implementation as the FTB’s (Field Terminal Blocks) have
limited memory and thus could not support a client and a server being implemented on a single node.
For this reason the current implementation uses orchestration (i.e. predominantly centralised system
control with distributed local device control).
There are a number of drawbacks in the Web Services implementation realised in this research.
a) The high memory footprint of the DPWS stack (around 240 kbyte) on the controller is a concern on
embedded devices with memory constraints, e.g., the Schneider FTB devices used for this prototype
application.
b) The large size of a SOAP message (around 1 kbyte) could potentially contribute to high network
bandwidth/load that may affect system integrity in the large automation scale such as variation of the
I/O response time may be greater.
c) The robustness of the prototype system is not high enough for industrial applications of this type. In
some case the error rate in associate with faults in the DPWS server communication is too high and
resulted in observed component failures around once every 50 cycles (operations)/ component.

2.2.2.3

Control System – Potential

The Web Services functions embedded on the current prototype control device are close to providing
sufficient performance for industrial uses within the soft‐real time constraint, i.e., can provide soft
real‐time performance with an average response time of about 30ms. A response time better than
20ms should be readily achievable with development and would then offer adequate performance for
the sequencing and interlocking of automotive assembly systems – offering broadly comparable
performance to current centralised PLC systems. Thus, whilst not currently being suitable for hard
real‐time applications. The implemented DPWS based system does offer adequate performance in the
context of process synchronisation and work flow between machines where the response time is not
critical.
Regarding additional research required, significant research work and industrial experiments are still
required for the current implemented Web Services to become fully mature. However, with the fast
technological development of Web Services in term of optimising network speed and DPWS parsing
time using SOAP binary form as well as more powerful control devices and supported engineering
tools to minimise the human engineering effort and developing time, it is expected that
aforementioned limitations could be evidently resolved in the near future. Improvements, including,
falling hardware cost coupled with the possible use of binary XML and/or hardware based message
handling are likely to radically improve performance in the future
Based on the results obtained by this research, it is evident that key functionality in DPWS is the
provision of online device discovery and device services invocation based on XML message passing
among devices. Higher control levels in a manufacturing automation process are able to connect to the
DPWS enabled automation system via standard Web Services and SOAP applications.
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Web‐Services offer a very rich interface for network‐based components, which can be used to describe
the requirements, data and operation of components. Using the techniques of WS‐Discovery, WS‐
Addressing and WS‐Eventing loosely coupled devices can be integrated to perform operations in a
well‐defined manner. When used in discrete part manufacture these techniques are good for defining
system operation, however the reduction in the overhead of decomposing and using this information
in a real‐time environment is key to improving the overall system performance to widen its
applicability.

Fig. 4: Choreography Approach for fully Distributed System
The FTBs used in the demonstration test rig have limited memory which prevented the
implementation of a more highly distributed control system solution. Given enough memory it would
be practical to implement the choreographed approach shown schematically in Fig. 4. With this
approach, the need for orchestrator functionality will be largely removed but a Logic Engine will now
be allocated into each device. Thus, each device can check its condition autonomously. Also it can
communicate to other devices using a publish/subscribe mechanism. Each device will download its
logic from the engineering tools and can send its state changes to the higher level applications as
before. This choreographed approach fully supports distributed manufacturing systems.
Network traffic could be substantially reduced (by more than 50%) with the implementation of a fully
distributed control system (peer‐to‐peer communication) where there is no service request
(invocation) required. Additionally, multicast messaging propagation via UDP could reduce the
network traffic and improve the performance overall if the message delivery could be guaranteed.
In test rig, about 100 events happened every second, perhaps two or three of these events need to be
sent to enterprise level. The filtering and aggregation of these events is seen as a key area of future
work in production monitoring.
The application of a SOA approach based on Web Services offers the potentially to create industrial
systems that are highly scalable. Using peer‐peer communications’ over a well‐architected network
may result in large complex systems where communication between peers can be isolated on multiple
sub‐networks in order to reduce overall network loading.
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2.2.3

Assessment related to the Application
2.2.3.1

Applications Engineering for SOA – Evaluation

The engineering tools (Process Definition Environment (PDE)) developed at Loughborough
University are designed to support a component‐based approach to automation system
implementation and are focused on the needs of powertrain assembly systems. This toolkit aims to
encapsulate component behaviour behind a common interface to enable both, Master‐Slave or Peer‐to‐
Peer interaction between components.
The PDE toolkit has been successfully used to automate a DPWS‐based control system demonstrator
at Loughborough University. This system hardware is based on a standard test configuration used by
Ford Motor Company for the proof of concept evaluation of new control systems for engine assembly
automation prior to their full industrial application. The demonstrator system consists of four machine
stations with their associated distributed control system, linked to the application engineering
environment.
The PDE has been used to generate a library of reusable components for the DPWS‐based FTB target
devices that have been used to build test and automate the real time demonstrator. Components
consist of interacting elements of three types:‐
• Actuators – Elements that have a physical output (e.g. Linear drive)
• Sensors – Elements that provide inputs from the real world (e.g. Proximity Sensor)
• Virtual – Elements that have no physical representation in the real world (e.g. Timer)
Encapsulated into each element is its input/output configuration, the geometric representation of the
element (if appropriate), kinematics of the geometry to for virtual simulation of the element,
behaviour represented as a state transition diagram, configuration parameters specific to the element
and error/diagnostic information.
In the example shown in Fig. 5 below of the “Distribution Hopper” component the “Eject Cylinder”
element consists of a single actuator with 2 digital outputs to drive the cylinder and 2 sensors
providing feedback on the actuator position. By integrating these I/O into a single element the I/O
communication is dramatically reduced, as only a single value is reported (the Eject cylinder state).
Another real‐world example could be a clamping system where multiple “part seated” sensors can be
integrated into one “part seated” element indicating the overall state of the sensors. This fits with the
SOA approach as network communication is reduced.

Fig. 5: Integrating the behaviour of multiple elements in a single component
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This form of SOA encapsulation has multiple benefits on system design including:‐
1. Potentially increased saleability as functionality is distributed across many devices instead of
building a monolithic system handling all I/O and functionality.
2. Reduce wiring cost and maintenance as the distributed WS control module (FTB or STB) can
be located close to the IO module
3. Reduced network traffic as I/O values are encapsulated by the elements and components and
only state behaviour is transmitted over the network.
4. Reduced system complexity as complexity is distributed to the components /elements and
encapsulated in their behaviour.
5. Potentially increased reliability as a system can be built from “tried and tested” components/
elements, so reliability is addressed component level before the system is built.
6. Potentially reduced maintenance. Each Component /element has diagnostic “built in” so any
faults can be identified at component level not system level in traditional systems.
When the required components are built the PDE toolkit allows the complete model to be built and
the component interaction to be added. This interaction can be simulated using the tools to predict
the machine behaviour. For example, Fig. 6 shows a screen capture of the PDE toolkit running a
simulation of the Ford demonstrator system. The process chart view shown is used to detect dead/
live lock behaviour of the control system.

Fig. 6: PDE toolkit running a simulation of the Ford demonstrator system
During the system design it was found that in order to make components operate correctly several
additional virtual elements were required. These additional elements were required to overlay some
process onto the component behaviour. For example when a delivery system receives a new
workpiece it needs to establish that each element associated with it has finished its operation before it
transfers the components. Conversely each element needs to know that a “new” workpiece has
arrived before it starts its operation, or else it will repeatedly operate on the same workpiece.
“Sequence lock” virtual elements were added to indicate that a station was ready to receive
workpieces, when it was working on them and when their operation was complete. Transferring the
workpiece out of the station caused the “Sequence Lock” to move from “COMPLETE” to “READY” so
that the elements may start their operation on a new workpiece.
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2.2.3.2

Component-Based Engineering

The demonstrator described in deliverable 7.6 comprises of 25 elements that encapsulate 51 inputs and
outputs. These elements have been mapped onto 4 Components 6 . Each component controls the
functionality of a single station of the demonstrator. At the centre of the current runtime system is a
PC based orchestrator that dictates element operation.
The SOA approach maps well onto the PDE tools and its component‐based methodology. The runtime
component is built to conform to the generic component interface that describes how the component
contains a list of elements each of which report their current state, state changes and Errors whilst
monitoring the automation system mode (such as Manual and Automatic) and propagates safety
information, such as the health of the node as a heartbeat signal.
Runtime components defined in the PDE are described in XML that is taken as a input of the
component generator. The generator takes this definition (with state behaviour and error definition)
and generates a WSDL file that fully describes the services offered by the component. This WSDL file
is then compiled using the gSOAP compiler to produce all the header files, proxies and stubs to build
the component from its associated elements.

Fig. 7: Workflow for the creation of DPWS based Machine Components
All SOA components are designed built and tested stand‐alone before being combined into station
systems.
Using best industry standard practices the component is built and tested. The component operation
may be rigorously tested, ensuring operation conformance is achieved. Testing the component offline
in isolation increases the identification of faults, and will allow the performance to be tested and
optimised before use in a complete automation system, it is perceived this will have considerable
advantages, enhancing system reliability and performance.
Once the system is simulated and tested in the virtual environment it’s XML description is transferred
to the install process. The installation process allows the identification of the specific instances of
components directly from the runtime system (using WS‐Discovery) and map them to the appropriate
components/elements of the system. When all components have been identified their configuration is
downloaded. The configuration consists of:‐
•

Parameters ‐ Component specific parameters that affect the component performance.

•

Component/ element interlocking – For Choreographed (not Orchestrated) systems this
defines the interlocks with peer components/ elements that dictate system operation.

A hierarchy of stations composed of components, composed of elements is enforced with the PDE
design methodology. See deliverables 7.6 and 7.7 for more details.

6
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Fig. 8:. Component mapping and orchestration

2.2.3.3

SOA Applications Engineering – Lessons Learned

It has been shown that the PDE toolkit is clearly able to support the use of Web Services in
automation, and by encapsulating complexity and IO requirements it offers a very saleable approach
for distributed control.
Work on engineering with the PDE toolset has highlighted that, in the automotive domain at least;
applications need to be supported in a different way to usual WS enterprise computing models. End‐
users (i.e. the system integrator) require ease of process design and reconfiguration, the process
engineering tools have a significant contribution in accommodating the design, integration of the
control system and process reconfiguration by hiding the complexity of component programming and
minimising or ideally eliminating manual coding tasks.

2.2.3.4

Applications Engineering – Future Potential

The potential of SOA in automation systems is enormous– enabling the effective realisation of
cooperating loosely‐coupled devices based on standard network technology. The PDE component‐
based methodology has been shown to be well‐aligned to the implementation of SOA based systems
based on Web‐Services.
Improved process engineering tools are desirable, supporting the automated dynamic deployment of
the Web Services to minimise the human engineering effort and developing time. Further
development in this area will enhance the deployment and scalability for the more complex SOA
systems.

2.2.4

Overall Application Potential in the Automotive Assembly Domain

The results of this application study show the potential for the future use of Web‐service‐based control
systems in the automotive engine assembly domain. The overall potential of the approach is
summarized briefly below against some key user requirements.
Appropriate real‐time control capabilities with error handling and recovery
The real‐time control requirements given by the end user in terms of a 20‐millisecond average
response to events were not fully met by the demonstrator system. However, an average response of
around 30 milliseconds was achieved indicating that with modest improvements this form of soft real‐
time control can practically be addressed by Web services.
A major area where improvement is needed relates to achieving reliable application‐to‐application
event handling with robust error handling.
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The current system does not support multicast messaging; meaning that synchronization between
devices is not readily achieved. This is desirable as a future enhancement.
A high degree of reuse
The demonstrator system was able to show that support for a component‐based approach with a high
degree of reuse can be readily achieved.
Rapid design of the automation system
The combination of the PDE tools with DPWS‐based devices has illustrated the potential for the rapid
design and configuration of control systems in a virtual environment prior to their deployment.
Practical use cases are highlighted in D7.6 and D7.7.
Quick response to change in the production capacity
The potential to reconfigure DPWS‐based embedded control systems has been shown in the prototype
systems implemented. Further work to support the dynamic deployment of these systems is expected
to enhance these capabilities.
Visualisation and simulation
The component‐based approach adopted has shown the integration of 3D component visualization
with encapsulated state behaviour. The approach enables the consistent visualization and simulation
of component behaviour throughout its lifecycle.
A consistent integration approach for diagnostic and maintenance support
Web services offer the potential for both local and remote support for diagnostics and maintenance.
Such systems are, however, still in their infancy and safety and security issues need to be carefully
addressed.
Seamless business‐to‐manufacturing process integration
The potential for real‐time event‐based integration has been demonstrated across the project. The
management and aggregation of the potentially large number of events generated in such systems is
an area for future work.
Support for non‐vendor specific platforms
There is great potential benefit to end users in the wider use of Web services since such systems are
inherently vendor‐independent, providing the necessary functionality can be implemented and
adequately supported.

2.2.5

References

SOCRADES D8.1
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2.3 Fault-tolerant Wireless Control of Continuous Processes
Partners involved: ABB, Boliden, SAP, LTU and KTH
Implementation of results from WP 1, 2, 4 and 6.

2.3.1

Assessment criteria

We have provided in this demonstrator a prototype for the “wireless plant” – a term where the
contextual restrictions are considered. The main task of the demonstrator was to observe and assess
the suitability of wireless network for control purposes.
A half‐loop wireless‐wired system has been deployed at the mining plant in Boliden. Furthermore, the
control layer of the application communicated over the Internet with higher management layers
through SoA enabled applications.
More details on the actual realization of the wireless plant are given in Deliverable 4.4: Solution
deployment at Boliden – Verification & Testing [1]. In the following we express our assessment on the
results of the demonstrator in accordance to criteria like:
1.

2.

3.

Vendor neutral systems.
•

Employment of various provider equipment.

•

Installation difficulty.

Transparency of the communication media
•

System set‐up

•

Control system

o

take into account communication specifics

Observation through the control monitor windows – multiple perspectives.

Integration with higher level enterprise systems.
•

2.3.2

independent on communication structure

Control over wireless links
•

4.

o

Communication with enterprise levels.

Assessment related to Scientific and Technological Aspects
2.3.2.1

Evaluation of results

In our approach we have used products coming from different vendors, thus showing an open
framework with clear potential benefits for the end‐user. From this perspective, we came even
“better” compared with the planned WirelessHART approach, where, given the current provider
status, openness is not an issue.
The installation of the wireless adaptors showed no difficulty. We have used battery powered devices,
but power is most usually available at the machinery. Finding a “good” location of the access point,
and connecting it further to the control room, however, may often be a tedious task. In the
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demonstrator, however, due to the small number of devices, and due to the already existent wiring
(the the control room) this was not a difficult task.

Communication.
The wireless network communication has proved also to be reliable and robust in the given
environment. This was expected to add another important stress for the process evolution control,
apart from the natural difficulties of control and time synchronization.
Except for the wireless adaptor physically located the closest to the WLAN “noise” generator – the
“experimental” node, the communication with the other devices proved extremely reliable, is spite of
the metallic surroundings [1]. The reason for this was that direct visibility to the access point (located
high on the metallic structure) was possible.

Fig. 9: A schematic of the wireless communication setup.

The performance of the wireless communication is summarized in Table 8.

Experiment no.

Node

Total no packets

Lost packets

Packet loss %

1

1

2956

0

0.0%

2

2956

0

0.0%

3 (experimental)

2956

0

0.0%

1

5235

48

0.9%

2
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3

2

5235

31

0.6%

3 (experimental)

5235

308

5.9%

1

3741

0

0.0%

2

3741

0

0.0%

3 (experimental)

3741

1535

41.0%

Table 8: Packet losses during the performed experiments.

To be noted is that even with the very tough radio disturbance the package losses is small. Only when
adding multi path radio transmission the packet losses become large.
Moreover:
We observe that, when no WLAN or Bluetooth disturbances were employed, the network did not lose
any packet. This applies even in the case of the experimental node.
When the WLAN and Bluetooth gears were running, they imperceptibly affected sensors 1 and 2,
while the third, experimental node, exposed a packet loss of almost 6%. The effects of these losses can
be seen in most of the Operator Workplace snap‐shots [1].
Even more, the losses related to the first two nodes we tend to blame on the parallel activities on going
at the time of the experiment, that is, welding performed in the proximity of the nodes. This
conclusion is based on the absence of package losses in the third experiment, when the welding
equipment was stopped.
Blocking the experimental node’s visibility towards the access point, combined with the wireless
disturbances did provide a more serious packet loss figure (41%). As noted above, the WLAN and
Bluetooth “noise” did not have an effect on the sensors 1 and 2, during the third experiment. We
explain this by the fact that, most probably, the method of blocking the third node’s visibility also
blocked the noise source towards the other nodes.
However, this was not “visible” at the level of the Operator Workplace, since the network must
provide at least 10 lost packets in a row, but also “synchronized” with the controller sampling time
(1s), such that a serious data loss is observed.

2.3.2.2

Lessons learned

The wireless network communication has proved also to be reliable and robust in the given
environment. This was expected to add another important stress for the process evolution control,
apart from the natural difficulties of control and time synchronization, but no visible downgrade of
the quality of control process was observed.
A full loop scenario may provide more challenging issues to be solved.
The generated noise was unable to totally disrupt the communication. With the given sampling
characteristics the heavy disturbances we provided did not affect strongly the control process. Clearly,
though, a faster process will require more attention to noisy environments from the point of view of
the communication network.
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2.3.2.3

Potential

The above results and evaluations support the possible move in process industries towards wireless
communication networks. The obvious message of the demonstrator illustrates that wireless networks
are already capable of replacing the wired systems, in the given context.
A large size network would, however, provide new challenges coming from the necessary coexistence
of multiple networks and devices. However, there are available solutions which will relatively
smoothly solve the scalability issues.

2.3.3

Assessment related to the Application
2.3.3.1

Evaluation of results

Control

It becomes clear that, for such time constraints as in the present set‐up, the wireless network, even
with higher packet losses than we observed, is able to provide timely information such that a
sufficient quality of control is achieved. That is, the system does not get unstable due to this, even
though the control actions may not be as accurate as on wired communication.
In support of this come the comparison of the wired / wireless connectivity (see: D4.4), where the
differences between the actual behavior (observed through the sensor – the green line) as opposed to
the desired behavior (the set point – the blue line) are sufficiently close.
The physical faults introduced during the execution would have provided the same effect even if on a
wired connection. By disrupting the communication immediately after a set point change we have
forced the controller to accumulate on a quick (positive or negative) evolution without feedback –
regardless of the connectivity media.

Enterprise Integration
We have used as the plant – management interface the ABB’s SoA enabled ECS package. The interface
allowed the transfer of information (status / commands) between the higher levels of the management
and the plant. Setting up the required web services was done through a simple GUI. The support for
this connectivity was ensured by the process and system models in the ECS. These models allowed us
to test the management reaction to errors in the system, while the plant continued to actually roll on
undisturbed.
The enterprise services of SOCRADES use the exported web services from the ECS in order to a)
acquire timely information from them and b) apply some limited management functions. The
information acquisition was realised by pulling it from the ECS. While this works, in future an event‐
based approach might be more efficient in order to avoid unnecessary communication. By having
access via web services to management functions and being able to change between modes, business
rules designed in SAP MII were able to realise this. Although the functionality demonstrated is
simple, this serves as a proof of concept for timely reaction between remote monitoring of the plant
status and being able to apply some limited management directly from a business application running
on an enterprise system.
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Objectives
R(D1.2)2.3.8.04,
UR1.4, UR3.5

R(D1.2)2.2.04,
UR3.9,
R(D1.2)2.3.8.07,
UR1.12,
R(D1.2)2.3.6.15,
R(D1.2)2.2.07

R(D1.2)2.2.06,
R(D1.2)2.4.2.02,
R(D4.1)1.0

Features

Shown by

1. Vendor neutral systems
Open, vendor neutral systems are advantageous
particularly to the end‐user and machine builders and
could have significant impact through all lifecycle phases.
They have the potential to significantly reduce costs,
training requirements and interfacing problems.

party

• Linux based

2. Transparency of the communication media

• wireless adapters

2.1. Replacement of a wired network segment by a
wireless network should not influence the overall
functional behavior. The system will consist of a mix of
wired and wireless network domains and it must be
possible to transparently interconnect these domains.
Wired domains include legacy systems.

• coexistence with
the wired system

2.2. Control systems, sensor networks or databases have
to be designed to enable a seamless integration with the
IT system planned for the new installation. Engineering
efforts are also necessary to guarantee a proper
integration with the existing IT infrastructure of the
enterprise (CAD system, supply chains, production
planning, etc.) and legacy systems.

• no changes in the
control approach

• ½ loop comm.
• operator control
over the wired link

• no comm. media
specified for the
management app.

1. Control over wireless links
1.1. A majority of the applications in process industry are
control of continuous systems described by dynamic
models. One of the major concerns for the SOCRADES
introduction in process control is to provide robust
wireless control which meets the same level of control
performance as of today’s wired systems.
1.2. To support process control the system must provide
a network domain where the quality of control can be
guaranteed even under poor SNIR and high probability
of communication outage.

R(D1.2)2.3.8.01,
R(D1.2)2.4.4.01,
D6.1‐2.1, D6.1‐
2.4, D6.1‐2.10

• third
elements

D4.4:
• insertion of comm.
disruptions.

D4.4:,

1.3. The system must control processes that today are
sampled at 0.5s

• The fastest control
loop was sampled at
1s.

2. Integration with higher level enterprise systems.

interacting via web
services with the
plant. Being able to
include
these

Remote (Internet) Service based monitoring
management from an enterprise application.

and
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Objectives

2.3.4
[1]

Features

Shown by
interactions
in
business rules e.g.
executed in SAP MII.

References

SOCRADES D4.4, D8.1.

50/104

D8.2: Evaluation of the Trials Performed at the Selected
SOCRADES Prototype Applications and Assessment of Results
V1.0

2.4 Integration of Legacy Systems into SoA
Partners involved: IFAK, SAP
Implementation of results from WP 1, 2 and 6.

For the integration of a manufacturing system into the SOA approach a mediator is also used. The
mediator offers a DPWS interface to higher level management applications as shown in Fig. 10. The
interaction with the whole underlying manufacturing system is implemented via the OPC DA
interface.

Management Application

DPWS Server
Mediator
OPC DA Client

Fig. 10: Integration of a manufacturing system in SOA
The plant is still controlled by the PLC. The management level of the plant interacts with the plant via
the mediator. The mediator itself communicates to lower levels by means of OPC DA. Therefore an
OPC DA client has been implemented within the mediator acting as the downstream interface. This
client can be connected with any OPC DA server. The server that will be used at run time is
preconfigured in a separate configuration file. For the approval of concept, services like START and
STOP of the production process are offered.
The controller of the manufacturing plant is accessed via an OPC DA client within the mediator and
an existing OPC DA server within the controller of the manufacturing plant. The detailed operation of
the process is still controlled by the PLC. There are functions to START and STOP the production
processes via DPWS.
This pilot application represents a production cell, which produces work pieces and sorts them at the
end of production respective their colour to related container. In this production process different
errors can appear which are propagated to the ERP system. Therefore, the mediator polls the process
image of the PLC and creates events, signalling such defects.
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2.4.1

Assessment criteria

Req‐ID

Priority

Requirement

Description

Supported

R(D1.2)2.3.8.04

STRONG

SOCRADES
system MUST
be a vendor
neutral
system/open
system

Open, vendor neutral systems are
advantageous particularly to the end‐
user and machine builders and could
have significant impact through all
machine lifecycle phases. They have
the potential to significantly reduce
costs, training requirements and
interfacing problems.

YES, using
Mediator it is
even possible
to integrate
legacy
systems

An open system architecture supports
to interface machines, sensors and
control components faster and more
easily.
UR1.14

STRONG

Remote
assistance from
experts to
rectify machine
problems

Engineering systems should
inherently offer support for the
rectification of machine problems
from remote locations, e.g., from the
machine builder and control vendor
sites. Consideration of safety and
security are of key importance.

YES, the
Mediator
offers a
Status
service for
the
production
cell

R(D1.2)2.2.07

STRONG

The basic
concepts of
migrating from
data centric
access to field
level devices to
service
oriented
approach
within field
level SHOULD
be described.

Introduction of a new technology is
easier within a new installation than
in a retrofit project. But new
installations may be the exception
depending on the industrial branch.
Most projects are retrofit installation.
Retrofit means substitution of a part
of an existing installation. To target
this large part of the installation
market the SOCRADES architecture
must consider integration of existing
system components. This requires the
support of service interfaces attached
to standard field devices as well as
service gateway/proxy for access to
classical field devices through
different communication interfaces.

YES, this is a
core feature
of the
demonstrator

R(D1.2)2.3.4.02

STRONG

The service‐
centric
infrastructure
MUST provide
the notification
of service

This means that a presence protocol is
required.

the Mediator
indicates if
the
production
cell is up and
running
52/104

D8.2: Evaluation of the Trials Performed at the Selected
SOCRADES Prototype Applications and Assessment of Results
V1.0
and/or device
downtime or
failure.
R(D1.2)2.3.4.04

R(D1.2)2.3.7.01

STRONG

STRONG

The service‐
centric
infrastructure
MUST support
the
management of
devices.

Manage a device means:

The service‐
centric
infrastructure
MUST provide
a diagnostics
Web service for
automation
devices.

This diagnostic service must be a
standardised Web Service; At least, all
devices should share the same
diagnostic interface (e.g.
standardising the device status and
an event sent when a fault occurs).
This web service provides a
consolidated relevant view, i.e. a field
device level view, a machine level
view, an application level view…

‐ Get its status (Operational state,
Faulty state…)
‐ Start, Stop

This is
provided for
the overall
production
cell.

It is possible
to retrieve
the status of
the
production
cell (service
of the
Mediator)

This Diagnostic web service
properties are:
• Extensible (Optional interfaces
could be added as required)
• Autonomous and independent of
other web services
UR3.2

STRONG

Provision for
process
monitoring

During ramp up and operation
monitoring is necessary to assure the
reliability of each individual machine.
From the process perspective
monitoring is essential to guarantee
high quality products. In case of
failure monitoring enables easier
trouble shooting and error handling.

Failures are
coded within
the status
service.

D6.1‐2.13

MEDIUM

Access to
device status

There should be a rich interface for
accessing the device status and
options to configure it or even allow
code to be downloaded to the asset
and executed there. [D6.1, p.27]

The
Mediator
provides
status service
for the
production
cell.
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2.4.2

Assessment related to Scientific and Technological Aspects
2.4.2.1

Evaluation of results

It was shown that is a possible involvement of DPWS. In the example implementation, the feasibility
was investigated. An integration of ʺlegacy devicesʺ in the ERP system through the definition of
interfaces using DPWS is a possible route. This approach has the advantage that one can develop a
platform and programming language independent.
The implementation was developed only for a small automation system, we can calculate, however
recognize that this principle can easily be extended to larger systems or system components. Therefore
it is only necessary to adjust the interfaces accordingly or expand.
In this implementation, OPC was used as a communication with the plant. However, it is possible
other technologies such as ProfiBus, CAN, etc. to use.

2.4.2.2

Lessons learned

The mediator, as it is used here, is used to interface the complete production cell encapsulating and
representing the overall functions of the cell and de‐coupling the fieldbus type communication from
the above SOA architecture. It is offering a DPWS interface to the ERP system (SAP in this case). The
OPC DA server of the manufacturing system provides a couple of parameter, which have to be read
and can also partly be written. Each of the parameters has a specific semantic, but this semantic is
hardly to transmit to the DPWS interface. Therefore the mediator collects the recent state of the
parameter values and assembles a couple of them to different services. This means, the provided
services are either assembled or spread to several parameters of the manufacturing system.
The option of integrating legacy devices directly into ERP systems, enabling a new perspective on the
automation of plants and plant components. The view of the automation equipment is thus easier to
see.

2.4.2.3

Potential

The concept of a mediator, there are several ways to expand them. These are firstly in the expansion of
ports for an extended system overview. Also, a better resolution of features for an enhanced control of
the individual components can be outlooked. Furthermore, it is possible to further integrate various
bus systems.

2.4.3

References

SOCRADES D8.1.
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3.

Trials

Partners involved: APS, Schneider, SAP, Siemens, IFAK
Implementation of results from WP 1, 2, 3, 5, 6 and 7.
The evaluation and assessment of results collected from the mechatronic trials in WP 8 is mainly based
on engineering efforts focussed on the analysis of the overall system performance, of the specific
functional behaviour of the components involved as well as of their performance and effectiveness in
combination with implemented IT solutions as regards applicability, reliability, scalability,
interoperability and stability under load.
In order to assure high efficiency of the evaluation and assessment process it is useful to define clear
assessment criteria first.

Assessment criteria

3.1

In order to be able to evaluate the Mechatronic Trials with regard to certain criteria and to assess the
results achieved, the collection of USER REQUIREMENTS elaborated in WP 1 (see: Excel–List of
overall SOCRADES Requirements) has been used as an instrument to identify important performance
goals and to extract potential criteria for the evaluation and assessment of results gained from the
mechatronic trials.
Key user requirements taken into account in this context are:


Open system architecture is needed to interface machines, sensors and control components
faster and more easily;



The system must allow to distribute high level functionality into devices;



Interoperability must be supported between heterogeneous devices;



The SOCRADES architecture must support heterogeneous (wired and wireless) network
environments;



It must be possible to bridge information between wired and wireless network domains;



The service‐centric infrastructure must enable devices to expose their functionalities as Web
services;



The service‐centric infrastructure must allow service assembly to be embedded into devices;.



SOCRADES components must provide capabilities for identifying and characterizing
themselves to each other and to higher level systems;



The system must allow peer to peer communication between devices;



The service‐centric infrastructure must support the reconfiguration of the service binding
during runtime.



The service‐centric infrastructure must support a publish‐subscribe interaction mechanism;



Provision for process monitoring;



Support an Event Driven Architecture (EDA);



Asynchronous eventing should be supported for example implemented by a ʺpublish/
subscribeʺ mechanism.
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The collection of user requirements mentioned above gave birth to the definition of USE CASES for
the trials (see: D 8.1). Intention was, to create numerous functional scenarios of different complexity
with selected performance objectives to study and demonstrate the applicability of the SOCRADES
approach in real world situations and to verify how heterogeneous mechatronic devices, sensors,
tools, and controllers from different vendors are able to interact and collaborate through a SoA‐based
approach via WebServices.
Therefore, with regard to the User Requirements and in view of the specific performance goals of the
Use Cases a couple of criteria has been selected, which – from the SOCRADES point of view‐ are of
particular importance and to consider for the evaluation and assessment of results achieved during
the trials. The criteria selected will address:


Service Configuration / Service deployment



Orchestration and choreography of services



Interoperability of heterogeneous devices



Latency and real‐time performance



Plug & play performance



Reconfigurability and reuse



User aspects.

3.2 Assessment related to Scientific, Technological and Application-specific Aspects
3.2.1 Evaluation of results: Control of heterogeneous mechatronic devices
Guided by the set of criteria specified above, the evaluation and assessment of results gained from the
execution of the various Use Cases was focussed first on aspects related to the system integration and
interoperability of the heterogeneous mechatronic devices and systems involved in the trial scenario.

3.2.1.1

System Integration and Interoperability

To meet the goals of system integration and interoperability specified in 3.1. a so called Device Profile
Stack (DPS) for mechatronic devices was developed that allows “integration” capability to set up a
SoA‐based system approach. Each DPS embedded in a device will publish the functionality provided
by the device as services for consumption and composition as illustrated in Fig.11.
The interoperability is realized by event exchange for action invocation and service consumption for
parameter exchange. In order to have a decentralized control the service composition is not
implemented by a centrally actuating orchestrator but by means of choreographies that describe the
interaction pattern between devices as shown in Fig.12.

56/104

D8.2: Evaluation of the Trials Performed at the Selected
SOCRADES Prototype Applications and Assessment of Results
V1.0

Device Profile
Stack

Device

Ethernet/
SoA

Role
Manager

Choreography
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Manager

Events

Communication
Manager
Device
Manager

Services

Fig. 11 Device Profil Stack (DPS) embedded in mechatronic devices

Device 1

Device Profile
Stack

Device 2

Device Profile
Stack
SoA

Device n

Device Profile
Stack

Choreography
Engine

Device Profile
Stack

Fig. 12 SoA‐based concept applied to control the cluster of mechatronic devices

After defining and uploading choreographies to the devices, the cluster is able to control the
interaction of its components by direct inter device communication without any intermediary control
instance. The termination of elementary services is published by the DPS as an event to which the
subsequent devices can subscribe. When such an event occurs it serves as invocation trigger for the
next action. Thereby a chain of action and reaction is initiated that leads to the performance of the
complete process sequence defined inside one choreography (see Fig.13).
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Device 1

Device Profile
Stack

Device 2

Device Profile
Stack

Manual Invocation of 1st Role

Event based Invocation
of subsequent Roles
Device n

Device Profile
Stack

Fig. 13 Event‐based invocation of device‐specific roles predefined in a choreography

To meet the demands related to the distributed control paradigm of near zero latency interaction
which is of relevance for the collaborative control of the mechatronic devices on the one hand, but also
to fulfill the specified requirements of providing device functionality via DPWS as a standardized
interface on the other hand, a DPWS mediator with link to the cluster and its components has been
implemented to support also less time critical WS‐based communication and interaction between
external WS‐enabled devices and the mechatronic device cluster as well as with each individual
cluster component.
This mediator can be used to invoke choreographies but enables also the classical service composition
by orchestration engines.

3.2.1.2

Service Deployment

In order to enable a service‐based interaction between heterogeneous mechatronic devices, the
functionalities of those devices have to be provided as services. For this purpose the devices will be
accessed by their embedded DPS and typical device‐specific data to be sent or received need to
transformed into a suitable format. In accordance to the functionality of the devices involved in trial
scenario concept and with regards to the Use Cases several services were defined.
The DPS embedded in each mechatronic device is able to understand commands received from the
SoA as well as data received by the device itself. Service queries are interpreted by the DPS and
commands for actuation / data query are generated. Thereby the access on devices via services
requests is enabled.
The definition of the service syntax depends on the used functionality. In this context the parameters
used for communication and interaction include simple integers but also complex types such as 3D
position data or lists of these complex types (e.g. the Loading Station service “GetAllObjects” returns a
list of objects. These objects are defined by their color and X‐Y‐position. The answer from the loading
station service might look like this: “red,122,1753 green,223,1550”). A short description of the services
and returned parameters is passed along with the device profile and can optionally be accessed by the
user if he needs support when composing services.

The devices involved in the trial scenario can be divided into two categories: sensors and actuators. To
enable the use of the sensing devices, the sensor data need to be preprocessed before being
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implemented as services. The functionality of actuating devices are provided in a human readable
format in order to make service consumption and composition easier.
The following description now gives an overview of the service generation and deployment of the key
components of the mechatronic device cluster:

A) Service of the Loading Station
The Loading Station is equipped with a camera that monitors the loading area. The raw data are first
undistorted and the objects position is determined by first applying Canny Edge Detection on the gray
scale image. The resulting contours are analyzed by ellipse fitting. The centers of the ellipses are
assumed to be the centers of the objects. By analyzing the histograms inside the ellipses the color of
the objects can be determined. The results are transformed from camera coordinates to the gantry
coordinate system and provided as services (see Fig.14).

Camera
Image

Gray Scale
Image

Canny Edge
Detection
Services

Ellipse
Fitting

Color
Dertmination

Coordinate
Transformation
Events

Data Preprocessing

Data Publication

Fig. 14 Service of the Loading Station

For the interaction with the Gantry Robot, positions of single objects are needed since only one object
can be picked at a time. Therefore the ”GetObjectPosition(<color>)” service was implemented. Because
of the coordinate transformation the returned data (x‐y‐position) can directly be used by the Gantry
Robot to position the Robot Arm. For monitoring purposes additionally a synchronous event
returning a list of the position and colors of all detected objects at the loading area was implemented.

B) Safety Sensor service/Workspace Surveillance service
The Workspace Surveillance was realized by two range scanner laser sensors scanning a half circular
area. The obtained data are measured distances at angles from 0 to 180 degrees. From the data and the
position of the sensors, the coordinates of any obstacle inside the gantry workspace will be calculated
in the Gantry Coordinate system. For the use of the information provided by the Workspace
Surveillance system, a service which is returning the number of obstacles as well as an event
(“ObstaclesDetected”) was implemented. The obstacles in the periphery of the operating range are
discarded so that no further conditions have to be checked by the Gantry Robot. The Gantry Robot can
either subscribe to the event “ObstaclesDetected” or poll the corresponding information and thereby
pause if any obstacles have been detected.
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C) Services of Sensor‐controlled Pallet systems
The Pallets are equipped with analogous light detectors to supervise the status of the slots (occupied /
free). This analogue signal is digitalized by switching a relay. In addition a constant signal (realized by
a shortcut) is used to determine whether a connection between Pallet and STB device, responsible for
the pallet management, is established or not. The digital signals are used by the STB to generate
integer values in byte format to represent the occupation of the eight pallet slots (see Fig. 15). This
integer value is polled by a DPWS mediator and sent to a “virtual pallet module” defined inside the
mechatronic device cluster. The reason for defining this virtual pallet module was to enable
interaction of the devices with the pallet via the internally used protocol. The virtual pallet
reconstructs the bytes from the obtained integer and assigns coordinates to the sensors and thus to the
pallet slots.

“1 1 0 0 0 0 0 1“

STB
“193“

Services
DPWS Client

“193“

DPS
Virtual Pallet

“Objects Positions:
X1,Y1 X2,Y2 X8,Y8“
Events

Fig. 15 Pallet slot detection service

The mainly used services provided by the DPS are “GetOccupiedPosition” and “GetFreePosition” for
pick and place tasks respectively. For signalizing the necessity to exchange a pallet when it is full, an
event was implemented to which interested devices or users can subscribe.

D) Services of Robot Arm
For the Robot Arm the deployed services consist of absolute movement commands and velocity
settings. The XRC control unit of the Robot Arm can be accessed via Ethernet, but the commands are
quite cryptic as described in D 8.1 (e.g. “BscPMov MOVJ 5 0 500 0 1000 0 90 0 0 0 0 0 0” results in a
movement to position [500,0,1000] with velocity 5mm/s). The functionality needed for the trials is the
change of the tool position with constant orientation (the objects are picked and placed only from/on
horizontal planes). Therefore a service “MoveAbs(X,Y,Z)” (absolute movement) was implemented.
Since the robot is operated upside down and rotated by 90 degrees with respect to the Gantry Robot
coordinate system, the coordinate systems of the two manipulators were aligned to make the
configuration more intuitive and thus easier.
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Fig. 16 Move Service of the Robot Arm

For gaining status information about the Robot Arm, services such as “GetVelocity”, “GetStatus” and
“GetPosition” (i.e. tool position) were implemented. Also events that signalize changes of status (busy
or idle), changes of position, and ‐ for visualization purposes ‐ changes of joint angles are generated
and published. An example of how events are created during the Robot’s movements is shown in
Fig.17.

Device
Manager

Pulses

Reconstruct
Angles

= target
Angles?

“Position reached“
yes

no
“Position changed“

Subscription
Manager

Events

Fig. 17 Scheme of event generation during Robot Arm motion

E) Gantry Robot services
The Gantry Robot was actually not designed as a robot but as a gantry which can be moved manually.
By integration of a micro controller it became is possible to access the gantry via PC and thereby via
Ethernet. The Gantry Robot offers a service for movements in a horizontal plane. The velocity can be
set and information about current status can be accessed. For pausing and restart of the Gantry Robot
in case that an obstacle is detected inside the operating range, two further services, “Servo(1)” and
“Servo(0)” for switching the power on and off respectively were implemented.
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F) Gripper service
The Gripper is controlled by a micro controller that switches a relay to open and close the fingers. This
functionality was implemented by two services. In addition the status can be requested or one can
subscribe to events informing about status or status changes.

3.2.1.3

Service Composition by Choreography

As already mentioned above, the mechatronic device cluster is controlled by means of choreographies.
For the system configuration a Choreography Engine (CE) is used for defining the interaction pattern
for the devices in order to perform self‐contained process sequences, such as the “delivery” of one
object from A to B. The CE is based on the same DPS skeleton as the devices.
When the automation system is started, the devices connect to the CE, which queries the device
profiles. These profiles are displayed in the GUI of the CE. The process of how to define a
choreography from scratch is briefly explained by means of an example.
Fig.18 shows a screenshot of the CE. In the upper left of the GUI the user can see the available service
providers and, by clicking on a provider, the provided services. The descriptions of services used and
returned parameters are also available when expanding the tree view of the services.

Fig. 18 GUI of the Choreography Engine

As shown in Fig. 8, the user has already defined the choreography name “MoveGreenObjectFrom
LoadingStationToPallet1” and has added a role skeleton by clicking on the corresponding button
(“Add Role”). This results in a role description based on four elements (see also D 8.1):
o

Invocation Event

o

Performance Condition

o

Claimed Services
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o

Termination Condition

In addition, the role descriptions contain information of where to receive invocation events,
performance conditions, parameters for the service performance and the provider of the termination
conditions. The default invocation event of a role is the termination of the previous role, but this can
be changed by the user, e.g. when tasks have to be performed in parallel. The default performance
condition is “WHILE(1)”, i.e. the performance can be carried out without checking any condition. The
user can now select services from the providers list as claimed services. Parameters, e.g. target
positions for the Gantry Robot, can either be inserted as numbers or as requests to other devices (e.g.
Loading Station). The termination condition is usually the termination of the claimed service. But in
principle any other condition can be used as termination trigger. Fig.19 shows a part of the GUI
displaying the first role of a choreography defined by the user.

Fig. 19 GUI with first role of a choreography

A choreography has for example to consider a sequence of service‐based interactions to be processed
for performing the desired task as illustrated in the sequence diagram of Fig.20. The order of the single
tasks can be changed, i.e. the Robot Arm can be moved before or after the movement of the Gantry
Robot. It is up to the user to find a meaningful order of sub processes.
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Fig. 20 Sequence of services as input to the choreography process
The invocation event “Termination::Role0” is a purely fictive event since the 0th role does not exist. The
corresponding event will be created by the CE when the choreography is invoked. The user decided to
leave the performance condition as it is.
In the evaluation of performance goals related to Use Cases 6 “Plug&Play Example / Online
Reconfiguration” an example will be given for which the performance condition is used. As “claimed
service” the user chose the “MoveTo(X,Y)” service provided by the gantry. If the position of the object
that has to be picked up is known the user might insert fixed numbers (e.g. “MoveTo(500,1750)”).
Since the idea of the choreography is more general than just picking up one object from a fixed
position, the user can use another service for the definition of the target position by defining the
“claimed service” as “GantryÆMoveTo(LoadingStationÆGetObjectPosition(green))”. This is the first
example for generating interleaved services. Later on, during runtime, the position of an arbitrary
green object will be queried from the Loading Station, i.e. the system is adaptive to situations which
are not known during the configuration phase. The termination condition was set to
“GantryÆPositionReached”, i.e. the role will terminate as soon as the Gantry has reached the position
obtained from the Loading Station. In a similar manner the other roles have to be specified.
After the Gantry Robot has reached the target position, the Gripper has to be opened so that it can
pick an object. A suitable termination condition is “IF(GripperÆIsOpen() ==FALSE)”. In the next step
the gripper is positioned above the object. The Gripper is than moved down by the Robot Arm from
above, is closed and the grabbed object is lifted up for transportation.
For transporting the object for example to Pallet1, again an interleaved service is used. The object is
dropped down at the desired pallet slot. Then the Gantry is moved to its home position in the center
of the operating range. Thereby the choreography sequence is completed.
For practical reasons the user might find that the sequence of the elementary services is not suitable
(e.g. the Robot Arm might collide with the camera stand if an object is placed in an inauspicious
position). S/he can now optimize the choreography by moving the roles suitably, deleting roles that
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are unnecessary or copy yet existing roles and insert them at defined positions inside the sequence
(see Fig.21).

Fig. 21 Reconfiguration of a choreography by means of the Role Editor
The defined choreography can be saved after optimization (choreographies can also be modified later
on).
To inform the devices about their roles after a choreography is completed, the user has to press the
“Update Devices” button. The choreography is split into the single roles, the service providers are
replaced by the addresses (known by the CE from the registration phase) and are parsed to a format
that is understood by the DPS (using semantic tagging). To prevent ambiguities and to allow the
definition of more than just one choreographies, the role identifiers are a combination of the
choreography name and the role (e.g. “MoveGreenObjectFromLoadingStation ToPallet1.Role1”).
If a device receives a role definition, a role object is created by the Role Manager (a module defined
within the DPS). The role definition is parsed, and the role elements are saved. The role object sends a
request to the Communication Manager (also part of the DPS) to connect to the provider of the
invocation event and to subscribe to the invocation event. This procedure is done by all actuating
devices involved in the choreography. Fig.22 shows a sequence diagram that illustrates the process
from system initialization to the configuration process.
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Fig. 22 Sequence of services from System Initialisation to the Configuration Processn

After this autonomously running configuration process, the automation system is ready for use. When
the first role is invoked the defined sequence will be processed. Once the system is started, the
interaction pattern (choreographies) can be changed, optionally at runtime. Less complex
configurations, e.g. the setting of velocity, can be done via the DPWS mediator (DPWS interface).
For the invocation of choreographies a service (“Invoke(<Choreography Identifier>)”) was
implemented in the CE. When receiving an invocation request, the CE checks if the choreography
exists, subscribes to the termination event of the last role and generates an event that serves as
invocation trigger for the first role. In principal the invocation can be done by directly sending the
invocation event to the corresponding device provided that the user knows the correct syntax (and the
actor of the first role).
In order to have one single access point for choreography invocation, the CE was chosen since
thereby choreographies can be designed and modified freely without taking care where to invoke
them (this is especially important when the actor of the first role is changing). The invocation of
choreographies can also be triggered via the DPWS interface. The choreographies applied for the
execution of the Use Cases were directly implemented as services provided by the CE. If new
choreographies are added, the CE‐ WSDL has to be adapted.
After the evaluation of the mechatronic trials in accordance to fundamental criteria such as:


Service Configuration / Service deployment,



Orchestration and choreography of services,



Interoperability of heterogeneous devices,
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it is now intended to continue with the evaluation and assessment of results gained from the
functional issues and performance goals specified in the Use Cases.

3.2.1.4
Use Case 1:

Use Cases
“Bring 3 red Objects to Pallet 1”

By this Use Case some basic features realised through integration of the SOCRADES technology will
be demonstrated. Furthermore it will serve as a first example for demonstrating the cross layer
infrastructure. As a trigger to start a new “production task” a work order is provided by a business
process and is sent to the Production Execution (PE) tool which asks for order details. The PE will
check the status of the automation system and invoke the choreography: “MoveRedObjectFrom
LoadingStationToPallet1” at the CE. A sequence diagram of the choreography, which is invoked by
the PE is shown in Fig.23.
It is assumed that the positions of objects at the loading station as well as the free positions at the
pallets are unknown during the definition of the choreography. Therefore the devices have to react
flexible on the situation at the time when the choreography is performed. The request for invocation of
the choreography will be sent to the CE, which will first check if the choreography is executable, i.e. it
will check if all the devices involved are available and if the system is idle. Then it will autonomously
subscribe to the termination event of the last role and than deliver the invocation event to the first
device (Gantry Robot). The Gantry Robot will send a request for a position of one red object from the
Loading Station. It will subscribe to the event “PositionReached” (provided by the Gantry Robot
itself). As soon as the position of the red object returned and the termination condition is not fulfilled
(delivery of “Position Reached==FALSE”) the Gantry Robot will move to a position from where the
Robot Arm is able to position the Gripper so that the object can be picked up. When reaching the
position the event “PositionReached==TRUE” will cause the termination of the first role.
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Fig. 23 Use case 1: Sequence of services
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The Gantry Robot will cancel the subscription and throw the event “Termination:MoveRedObject
FromLoadingStationToPallet1.Role1”. During the configuration phase, i.e. the distribution of roles by
the choreography engine, the Robot Arm has subscribed to this event which will be used as invocation
trigger for the second role. It subscribes to the termination event and positions the Gripper above the
Object (Note: since the standard procedures of subscription to termination events when invoking and
its cancellation when terminating a role are the same for all roles it wont be mentioned in the future.
The reason for cancellation of these events is to reduce the network load.). In the next step the Robot
Arm positions the Gripper so that the object is surrounded by the fingers. The termination event of
this actions is the invocation event for the closing process. The next role of the robot is to move the
gripper to the predefined transportation level and to signalize the Gantry Robot that the object can be
transported. The Gantry Robot will query a free position from Pallet1 and start to move to the target
position. The Robot Arm will move to reach the free position in a certain distance above the free slot
and lowers the Gripper, which then opens. The Gripper is moved up and the Gantry moves to its
home position at the centre of work space and throw the termination event to which the CE has
subscribed before invoking the choreography. By receiving this termination event the overall system
status is changed from busy to idle and the PE is informed that the task was performed successfully.
The PE will inform the business process (SAP) about the progress of the work order and checks if
there are outstanding tasks (in this case two further objects have to be delivered) and again invokes
the choreography. When all the tasks of the work order are fulfilled, the first Use Case is finished.

Use Case 2: “Clear Loading Station”
The invocation and logistic tasks of this Use Case are similar to the previous one. The main difference
is that the completion of performance is checked by the CE. It will invoke the choreography
“MoveAnyObjectFromLoadingStationToPallet1”, as long as there are objects detected. Therefore it
will subscribe to the event “ObjectAvailable” at the Loading Station. The returned parameters are the
number of objects, their color and position. As long as the number of objects is not zero, the CE will
continue to invoke the corresponding choreography. After termination of the last delivery process, the
system status changes from busy to idle and the PE is informed by the corresponding event. In Fig.24
the sequence diagram is shown.
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Fig. 24 Use Case 2: Sequence of services
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Use Case 3: “Plug‐and‐Play”
This Use Case demonstrates a Plug‐and‐Play situation through extending the automation system by
introducing the second pallet station. An empty pallet is plugged in (connection between pallet and
STB device (SE) ) and has to be positioned
The pallet positioning is supervised by means of wireless operating distance sensors (Siemens) The
wireless sensors detect the pallet and change their status. This creates an event which is used by the
STB (pallet management) to decide whether the pallet is ready for use. As soon as all three sensors
have detected the pallet the STB provides information about the slot status of the pallet.

Use Case 4: “Bring two Objects from Pallet1 to Pallet2”
This Use Case was selected to demonstrate the capability of fast and easy reconfiguration of the
system performance stimulated by a work order which is different from the previous ones. Here
objects stored at Pallet Station 1 should be picked up to supply Pallet Station 2 with requested parts.
The object from pallet 1 will be transferred to free slots of pallet 2.

Use Case 5: “Keep Pallet 2 filled with Blue Objects”
This Use Case differs from the others since here a status at the shop floor has to be kept constant and
thus this Use Case will never be terminated. To demonstrate is that the task of the PE is actually to
work as binding element between business level and shop floor and thereby enables the business
process to take influence on the production process and informs about the status of work order
execution. After instructing the STB the PE will not receive a termination event. The STB will subscribe
to the event “FreePositionAvailable” and will invoke the choreography with: “MoveBlueObject
FromLoadingStationToStation2” whenever a free position is detected.

Use Case 6: Online Choreography and Safety
For the demonstration of online re‐configuration capabilities a new component will be plugged into
the installation. The Workspace Surveillance will be introduced. Its objective is to allow safe human‐
robot coexistence by detecting obstacles inside the operating range of the Gantry Robot. In order to
demonstrate the online adaptation of yet existing choreographies, the choreography
“MoveBlueObjectFromLoadingStationToStation2” will be used The information delivered by the
Workspace Surveillance can be used by the system as a performance condition. Initially, the
performance condition for moving the Gantry Robot is “WHILE(1)”, i.e. movements will be carried
out always. The default behavior for the devices, either when the service parameters are unknown or
the performance condition is unknown or not fulfilled, is to pause. The reason for a unknown status
might be that the connection to the provider was lost. The device that initiated the connection will try
to re‐establish it and query the desired information. As soon as the condition is known and fulfilled
the device will continue its task. By changing the current performance condition under use of the
reconfiguration features provided by the CE to:
“WHILE(WorkspaceSurveillanceÆObstacles
Detected==0)” (see Fig. 25) and updating the devices this additional feature can easily be
implemented.
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Fig. 25 Online reconfiguration by consideration of input from the Safety Sensors

The update of the devices can be done at runtime, so the system has not to be stopped. In the next
cycle, the Gantry Robot will pause when an obstacle (e.g. a human) enters the operating range. This is
achieved by a subscription of the Gantry Robot to the corresponding event provided by the
Workspace Surveillance. To demonstrate the functionality, a human will enter the operating range
during the movement of the Gantry Robot. In order to reduce network load, the subscription to
performance condition will be cancelled after termination of the role.
A further possibility for online reconfiguration is changing the velocity of the robots. This can be done
via the DPWS interface and also at runtime.

Use Case 7: Real to Virtual Connectivity
In this Use Case an online simulation of the trial scenario is demonstrated as part of future tools for
interactive system engineering and monitoring. The Visualization Tool is connected to the devices
when being started and subscribes to events that can be monitored. These events include movements
of the robots, detection of objects, and status changes of the Gripper. Since the frequency of updates is
quite high, the Visualization Tool connects to the devices within the internal communication structure
instead of using the DPWS interface. This approach enables near zero latency monitoring of the
system status. Fig.26 shows two screenshots from the user interface of the Visualization Tool.

Fig. 26 Screenshots from the 3D Visualisation & Monitoring Tool
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Use Case 8: Reconfiguration of the Wireless Network
The reconfiguration of the wireless network will be demonstrated by exchanging a “defect” sensor
node. The sensor node is removed and replaced by a working one. When the sensor is removed the
STB receives a signal that the Pallet is not detected by this node and thus assumes that the pallet is not
in place. The new node will signalize that the Pallet is detected and the STB will inform the system
about this change in status. The system then continues with the performance of its current task.

As a conclusion of the evaluation of the use cases described above, the most important evaluation
results and their relation to corresponding user requirements specified in SOCRADES are listed up in
Table 9.

Table 9 Results from the evaluation of the Use Cases

ID

Req-ID

Priority

Requirement

1

Fulfilled? / Assessment Criteria
R(D1.2)2.3.8.4
STRONG SOCRADES system MUST be a vendor neutral system/open
system
YES
Sensors and actuators of several vendors are integrated in the trial scenario. The developed
Device Profile Stack (DPS) supports several hardware interfaces such as Ethernet, USB and
RS232 for accessing devices. The system can be enhanced by further devices with slight
adaptations of the DPS. The DPS is able to work as a translator between human readable
services and machine language. It can be adapted to virtually any hardware independent of
interface or communication.

2

R(D1.2)2.3.8.6

STRONG Ensuring design simplicity where possible

YES
The design of the DPS was kept general as far as possible. The standard functionalities
(providing subscription to events, autonomous interconnection, role management and
communication) are not affected when implementing device specific features. The structure of
the DPS is clearly modular, i.e. for the implementation of new devices only one class
(“DeviceManager”) has to be adapted to the device specific services, hardware interface and
communication protocol. Due to the possibility of encapsulating device functionality according
to the task specific needs, the complexity of commands can be reduced significantly.
3

R(D1.2)2.3.1.1

STRONG The system MUST allow high level functionalities (e.g. control) to
be distributed (i.e. embedded, deployed) into devices
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YES
The devices were equipped with a DPS that can be configured for direct device interoperability.
The device interaction pattern are defined by means of choreographies, which consists of roles
describing the relation and communication in between the devices. These roles can be uploaded
to the devices (=configuration). Thereby the control is completely distributed to the devices, i.e.
the system can be operated without any central control unit.
4

R(D1.2)2.2.3

MEDIUM Engineering process SHOULD be suitable to non-high-skilled
users

YES

For the (re‐)configuration of the devices no knowledge about the device programming language
is needed. The services representing the device functionalities are human‐readable and
described in terms of syntax and effect. Coordinate systems of the devices were aligned as far as
possible. Thus the user can compose elementary services without explicit knowledge about how
the available devices work.

5

UR1.14

STRONG Remote assistance from experts to rectify machine problems

YES

The device status can be accessed remotely via DPWS. In addition to general information,
device specific information can be obtained. This data can be used for monitoring the devices
interaction. Thereby the remote assistance is not reduced to assist in case of single device
failures but also for multi device interaction failures.
6

R(D1.2)2.3.1.2

MEDIUM The system MUST allow peer to peer communication between
devices.

YES

The decentralized control architecture is based on peer to peer communication. The
communication consists of service consumption, subscription and eventing. The devices
autonomously subscribe to events that are necessary to guarantee a proper device interaction.
In case of interleaved services, devices autonomously connect to peer devices and query
parameters or status information.
7

R(D1.2)2.3.1.3

STRONG The service-centric infrastructure MUST enable devices to
expose their functionalities as Web services.

YES
All device functionalities needed for the realization of the trials were also implemented as
standard Web Services.
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8

R(D1.2)2.3.1.4

MEDIUM The system SHOULD provide the ability to dynamically assemble
services to provide higher level functional capabilities.

YES
The Choreography Engine supports service composition. The developed high level services can
be invoked via the DPWS interface. The service assembly is not purely static, but is flexible to
situations that are unknown during service composition. By providing the possibility of
generating interleaved services, the system is able to adapt to unknown situations during
runtime.
9

R(D1.2)2.3.1.5

MEDIUM The service-centric infrastructure MUST allow service assembly
to be embedded into devices.

YES
Due to the chose paradigm of service choreography for having a decentralized control the
service composition is assembled on device level. The roles described within the choreographies
are uploaded to the devices, which are able to interpret and execute them, i.e. the service
assembly is embedded into devices.
10

R(D1.2)2.3.2.4

MEDIUM The service-centric infrastructure MUST enable the automatic
binding to a service during runtime.

YES
The devices autonomously interconnect according to their relationships defined within the
choreographies. They exchange parameters, subscribe to events, and inform each other about
their current status.
11

R(D1.2)2.3.3.2

MEDIUM The service-centric infrastructure MUST support the
reconfiguration of the service binding during runtime.

YES

The reconfiguration can optionally be performed at run time. If currently performed sub tasks
(roles) are configured, the changes apply within the next cycle, i.e. after termination of the sub
task. If a choreography requires service assembly of devices which are not connected, the
devices autonomously interconnect without affecting the performance of the currently carried
out task of the system, i.e. there are no downtimes when reconfiguring the system during
runtime.
12

R(D1.2)2.2.8

STRONG SOCRADES components MUST provide capabilities for
identifying and characterising themselves to each other and to
higher level systems.

YES
DPWS supports service and device discovery and description.
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13

R(D1.2)2.3.4.3

STRONG The service-centric infrastructure MUST support the
management of deployed (hosted) services on device.

YES

Service status requests and setting service parameters are standard features of the devices.
14

R(D1.2)2.3.4. 4

STRONG The service-centric infrastructure MUST support the
management of devices.

YES

There are two different possibilities for device management. The first is the configuration of
devices by changing device parameters, e.g. the speed of a robot. The second one is the
definition of device interaction by means of choreographies.
15

R(D1.2)2.3.7.1

STRONG The service-centric infrastructure MUST provide a diagnostics
Web service for automation devices.

YES

The overall system as well as single the devices provide event subscription to changes in status
(busy, idle). In addition, device specific information (e.g. positions of robots, detected objects)
can be queried.

16

R(D1.2)2.3.1.6

STRONG The service-centric infrastructure MUST support a publishsubscribe interaction mechanism.

YES

The publish/subscribe mechanism is the main concept used for coordinated device interaction.
The events generated after termination of roles are used as invocation events for subsequent
roles.

17

R(D1.2)2.3.8.3

STRONG Reuse of machine components MUST be maximized

YES

Once a device is equipped with the DPS, it can be reused also in other scenarios. The deployed
services are independent of other devices. Thereby the components of assembled machines (e.g.
the Gantry‐Robot‐Gripper system) can be reused without changing the DPS.
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18

R(D1.2)2.4.2. 1

LESS

The service-centric infrastructure SHOULD support high
performances messaging.

YES

The two folded architecture applied for the realization of the mechatronic device cluster uses a
semantic tagged messaging far less complex than XML. This messaging protocol was
introduced to enable high frequency condition monitoring without having unnecessary meta
data. The interaction is mainly based on the exchange of events instead of service requests.
Thereby the network load and parsing time for messages is reduced significantly.
19

UR2.5

STRONG Asynchronous eventing should be supported for example
implemented by a "publish subscribe" mechanism.

YES

In addition to synchronous eventing, asynchronous events are provided (e.g. change of status).
These events are generated during runtime and therefore are asynchronous.
20

UR3.2

STRONG Provision for process monitoring

YES

The 3D visualization of the mechatronic device cluster can be used for production supervision
and failure identification. The monitoring has near‐zero latency and thus shows the current
status of the system virtually without any delay.
21

D6.1-2.13

MEDIUM Access to device status

YES

The devices status can be accessed via the DPWS interface (mediator). The available status
queries include general and device‐specific status. For testing the functionality of devices, the
provided services can be used.
22

D6.1-2.2

MEDIUM Support an Event Driven Architecture (EDA)

YES

The developed architecture is a combination of SoA and EDA. Events are the driving force for
the invocation of composed services. These events can be generated either by the device cluster
(e.g. detection of an object) or by humans (e.g. invocation of choreographies).
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3.2.2

Evaluation of results: STB-controlled Pallet Management
3.2.2.1

Assessment criteria (SEA)

The document D8.1 “Implementation of the SOCRADES Framework in selected Application
Pilots and Trials” reports a table describing the features that are going to be shown in the
Mechatronic Trials. A part of the feature to be assessed has already been covered by the
assessment done for the EAD.
The list of the features presented by the Schneider contribution on the Trials can be summarized
as follows:
1.

Web services embedded in industrial control devices

2.

Dynamic deployment and dynamic discovery of devices/services

3.

Service orchestration available in industrial control devices

4.

Service orchestration using Petri net formalism, including modelling, composition,
analysis and execution in service‐enabled control devices

5.

Interoperability between different hardware/software technologies, connected together
by one framework using DPWS

6.

Conflict resolution provided internally by the control device and supported externally by
a production execution system (which can communicate to ERP from SAP)

7.

Device to enterprise integration through Web service interfaces

Table 10 describes the link between these features, the requirements from where they were originated,
and the assessment criteria utilized for its evaluation.
Table 10: Relation between features demonstrated by SEA in the Mechatronics Trials and Project
Objectives.
Feature
Services embedded in controllers:
1.1. Device functionality encapsulated by means of WS and
embedded in industrial controller (STB)
1.2. Mechatronic device functionality encapsulated by means of
Event-driven services and embedded in controllers
2. Service Orchestration:
2. 1 Model‐based service orchestration engines embedded in
industrial controllers (STB)

Objectives
R(D1.2)2.2.1, R(D1.2)2.2.7, R(D1.2)2.3.1.1,
R(D1.2)2.3.1.2, R(D1.2)2.3.1.3, R(D1.2)2.3.1.5,
R(D1.2)2.3.1.6, R(D1.2)2.3.4.3, R(D1.2)2.3.4.4,
R(D1.2)2.3.5.1, R(D1.2)2.3.5.2, R(D1.2)2.3.6.3,
R(D6.1)2.2, R(D6.1)2.13
R(D1.2)2.2.1, R(D1.2)2.2.2, R(D1.2)2.2.5,
R(D1.2)2.2.8, R(D1.2)2.3.1.1, R(D1.2)2.3.1.4,
R(D1.2)2.3.1.5, R(D1.2)2.3.1.6, R(D1.2)2.3.1.7,
R(D1.2)2.3.2.1, R(D1.2)2.3.2.2, R(D1.2)2.3.2.4,
R(D1.2)2.3.4.1, R(D1.2)2.3.4.2, R(D6.1)2.2,
R(D6.1)2.7

Table 11: Assessment criteria used for features demonstrated by SEA in the Mechatronics Trials.
ID

Req‐ID

Priority

Requirement

Covered by
Features

Fulfilled? / Assessment Criteria
1

R(D1.2)2.2.1

STRONG

The SOCRADES architecture MUST support heterogeneous (wired,
wireless) network environments.

1, 2
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YES
The network infrastructure for communications in the Mechatronic Trials is based on the IP protocol. The
network infrastructure of the Trials is based on conventional Ethernet (Fast Ethernet). Gigabit‐Ethernet and
wireless networks. Though, wireless networks have not been deployed at device‐level, the SOCRADES
architecture is based on IP‐based protocols and allows principal use of wired and wireless network
environments.
2

R(D1.2)2.2.2

MEDIUM

Engineering of SOCRADES components SHOULD support
composition of application task related services.

1, 2

YES
Two main device‐level components have been developed that allow the composition of task related services, (a)
the embedded IEC engine which allows composition in a Russian‐doll manner with a single high‐level interface
of the composite and composition in peer‐to‐peer manner, where logic is distributed to several logical
components. Apart from that, (b) the (embedded) model‐based Orchestration engine component allows also
composition of services by composing component models of the devices and services that are composed. The DSS
supports the selection of complex material handling services at the APS choreographer according to product
orders issued by enterprise system.
At design time, composition of services is supported for both components. The CB tool allows design of complete
automation applications based on distributed service‐based components. Distribution, deployment and dynamic
interaction between the components / services are completely managed by CB. The design tool Continuum used
for the model‐based Orchestration does the composition of tasks by linking models (of services) into one system
model by using a port connection logic and layout information of the devices and services present and used in
the factory floor.
3

R(D1.2)2.2.5

STRONG

Interoperability MUST be supported between heterogeneous
devices deployed in various platforms and networking
technologies.

2

YES
The service‐centric infrastructure developed around DPWS standard has been ported to many platforms and
operating systems, even for an industrial automation device. The programming interfaces at device‐level are
platform independent as they are based on DPWS and WS‐Management. See under ID 1 the assessment related to
network independency (R(D1.2)2.2.1).
Interoperability at service‐interaction‐level is achieved through the capability of the Orchestration tools to
consume WSDL files in order to manage complex workflows and adapt to any given service interface.
In the Mechatronic Trials this feature is intensively used in order to integrate different devices from the partners
which services and interfaces were designed independently. Devices and services to be integrated by the
Orchestration approach are Siemens wireless sensors based on OPC‐UA, APS mechatronics and choreography
services, SAP Enterprise services and Schneider Pallet management services.
4

R(D1.2)2.2.7

STRONG

The basic concepts of migrating from data centric access to field
level devices to service oriented approach within field level
SHOULD be described.

1

YES
Small Terminal Box (STB) controllers provided by Schneider Electric (SE) allowed a natural transition to the
service‐oriented approach proposed in SOCRADES. This was possible thanks to their programming interface that
offered the possibility of developing logic control functions based on the IEC‐61131‐3 standard, which in turn
were converted into web service interfaces.
This approach simplifies the programming logic from the field devices point of view, since now it is only
necessary to describe what are the operations and the data provided by the device, instead of concerning about
condition checking and data addressing.
In the Trials scenario two workstation devices are controlled by STB devices, which supervise the pallet surface
via optical sensors. The sensor information is linked via input modules to the pallet service logic.
5

R(D1.2)2.2.8

STRONG

SOCRADES components MUST provide capabilities for identifying
and characterising themselves to each other and to higher level
systems.

2
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YES
For description of devices and services the resource model provided by the DPWS profile was used. Mechatronic
components are modelled as DPWS devices, which are characterized at least by one device type and at least by
one device scope. The device type provides generic information about the mechatronic entity, so that devices
with same functions can be discovered in the factory floor. The device scope was used to organize devices and the
structure of a machine or a complete system similar to ISA‐88 (…/ cell / unit / equipment module /control
module). Apart from that, additional, also human readable information such as friendly name, manufacturer,
presentation web page, serial number etc are provided via metadata services.
Service compositions are modelled as DPWS devices, regardless whether those composites are just of logical
nature or represent a physical composition of hardware modules.
Services are described by WSDL location information, which allows other nodes for instance to dynamically
interact with those services, for instance by generating stubs skeletons on the fly.
The Orchestration approach performs dynamic discovery and binding at runtime based on device and service
descriptions by evaluating device types, device scopes and interface types.
6

R(D1.2)2.3.1.1

STRONG

The system MUST allow high level functionalities (e.g. control) to
be distributed (i.e. embedded, deployed) into devices.

1, 2

YES
Control in terms of having direct link to process interfaces (actuators and sensors) is embedded in devices (see ID
4) and is downloaded to devices via deployment services. Control in terms of workflow logics is covered by the
Orchestration engine embedded in STB device (Remote IO device now serving as Orchestration engine). The
configuration of the engine takes place via the same service deployment mechanisms.
An embedded version of the decision component that supports the embedded orchestration engine has been
integrated into the device. Configuration is done by service deployment.
7

R(D1.2)2.3.1.2

MEDIUM

The system MUST allow peer to peer communication between
devices.

1

YES
Peer‐to‐peer communication is possible and supported by the embedded IEC control and orchestration
components. Each service and composite service can act in a server role, but can also include references to other
services acting as a client.
In the Trials scenario, the orchestration logic is executed on one STB devices, communicating with the referenced
services (pallet management, APS choreographer, ifak Translator, SAP) as classical client communicating with
service providers in hub‐and‐spoke architecture. However, the interaction between the different orchestration
services and the web services exposed by the devices was not mixed with peer‐to‐peer interaction between the
devices at lowest level, because the reconfiguration of the system is done at the orchestration model only.
Other applications were shown in SOCRADES which had stronger requirements for peer‐to‐peer interaction.
8

R(D1.2)2.3.1.3

STRONG

The service‐centric infrastructure MUST enable devices to expose
their functionalities as Web services.

1

YES
This is provided by the implementation of the DPWS stack and the IEC engine in the STBs and also in the
middleware components.
9

R(D1.2)2.3.1.4

MEDIUM

The system MUST provide the ability to dynamically assemble
services to provide higher level functional capabilities.

2

PARTLY
The dynamic assembly or composition of services has been achieved by using a Petri net based workflow
language. The dynamicity lies in that the assembly of services is done at design time with service models that are
enriched with logical interfaces. With those interfaces the models are compiled automatically to a system model,
creating the correct and allowed service invocation sequences.
Service binding to production services is done dynamically at runtime, where the selection of services is
supported by a decision‐making system.
Dynamic assembly of services at runtime and at device level is not possible with the embedded orchestration
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approach today, there is always an engineering step needed before that.
10

R(D1.2)2.3.1.5

MEDIUM

The service‐centric infrastructure MUST allow service assembly to
be embedded into devices.

1, 2

YES (PARTLY, when required to host multiple services per controller)
The service assembly can be deployed as orchestration service with the embedded Petri net based orchestration
engine and it can be deployed as service component with the embedded IEC engine.
Due to resource limitations and a bug (fixed in later release) on the STBs, it was not possible to host more than
one service per controller. Evidently, this becomes also a limitation if embedded service composition is
considered together with other services hosted on the same physical device.
11

R(D1.2)2.3.1.6

STRONG

The service‐centric infrastructure MUST support a publish‐
subscribe interaction mechanism.

1, 2

YES
All the components of the SOCRADES infrastructure which implement the DPWS stack, support the publish‐
subscribe mechanism.
12

R(D1.2)2.3.1.7

MEDIUM

The service‐centric infrastructure MUST support a procedure‐
driven interaction mechanism.

2

PARTLY
With the model‐based orchestration approach based on Petri net formalism, procedure‐driven interaction
mechanisms are supported with limited features. Modelling of sequential service invocations with client and
server roles is supported and similar to BPEL. However, handling of complex message content with functions for
calculation, compare, aggregation etc is not implemented yet in the orchestration engine.
The approach allows the designer to choose between modelling a system supported by automated model
composition, or modelling systems by defining the set of allowed service sequences for a given production
system.
13

R(D1.2)2.3.2.1

MEDIUM

The system MUST support automatic discovery of newly plugged‐
in and previously unknown device.

2

YES
By using the DPWS stack, devices and middleware components announce their presence when they join the
system and are able to describe themselves and their hosted services.
Even if features such as discovery, announcement, description and dynamic service binding are present anytime
for the complete DPWS based SOCRADES components, unknown devices are only supported at design‐time in
case their service interfaces are unknown. In this case the designer must model the correct “use” of the services
offered by the device and define the composition interfaces first.
For the orchestration perspective, “unknown” device is understood as a device that the service requestor is able
to identify by description the device as a valid service provider.
For the engineering perspective, the orchestration tools support the discovery and integration of newly plugged‐
in and previously unknown devices.
14

R(D1.2)2.3.2.2

MEDIUM

The system MUST support the dynamic interaction with a newly
plugged‐in and previously unknown device.

2

PARTLY
As mentioned in ID 13, integration and interaction with unknown devices is supported as soon as they are
identifiable as valid service provider. All the web services exposed by the devices are described by WSDL files.
By reading the information within the WSDL file, any other component of the system can know how to interact
with the related web services, and therefore, also with the devices hosting them.
The embedded orchestration engine cannot parse and process dynamically WSDL files at runtime, because this is
complex task and on the other hand not all necessary WSDL and Schema files might be accessible in the
production network. This step has to be done at design time and a pre‐processed WSDL representation is
deployed to the engine.
15

R(D1.2)2.3.2.4

MEDIUM

The service‐centric infrastructure MUST enable the automatic
binding to a service during runtime.

2
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YES
The endpoint references for accessing services are contained within the metadata of every STB. Such metadata is
obtained during runtime by means of the DPWS stack.
16

R(D1.2)2.3.4.1

STRONG

The service‐centric infrastructure MUST enable the notification of
newly deployed and un‐deployed services.

2

YES
Notifications of newly deployed services are sent by the DPWS middleware automatically by use of the
Discovery feature of the DPWS stack. As soon as services are registered or un‐registered in the middleware, a
“Hello” or “Bye” notification is issued via Multicasting, receivable by all peers within the same subnet.
17

R(D1.2)2.3.4.2

STRONG

The service‐centric infrastructure MUST provide the notification of
service and/or device downtime or failure.

2

PARTLY
The problem of devices that get disconnected from the network and thus cannot send “Bye” notifications has
been tackled by implementing a mechanism based on eventing with short expiry time in the orchestration engine.
This mechanism has not been applied yet to other components of the SOCRADES architecture.
This way the embedded orchestration engines are able to detect within a given timeframe if the reference services
and their hosting devices are online or not.
18

R(D1.2)2.3.4.3

STRONG

The service‐centric infrastructure MUST support the management
of deployed (hosted) services on device.

1

YES
Basic management for application services are provided as operations exposed by the same web services. Each
service in EAD supports at least a GetStatus operation and Status event notification. The operations read status
information from the programming logic used for controlling those devices.
The dynamic deployment management service is the generic interface to manage hosted services, in terms of
creating, deleting and updating their metadata.
19

R(D1.2)2.3.4.4

STRONG

The service‐centric infrastructure MUST support the management
of devices.

1

YES
This requirement is interconnected to the previous one.
A customizable device and service management component based on WS‐Management has been provided and
integrated with the DPWS stack.
The dynamic deployment management service is the generic interface to manage devices, in terms of creating,
deleting and updating their metadata.
20

R(D1.2)2.3.5.1

MEDIUM

Devices and IT applications SHOULD be able to interact together
without intermediaries and no protocols translation.

1

YES
All the web services hosted on STBs in the Trials scenario are visible to the SOCRADES Integration Architecture
(SIA) developed by SAP. A software component called Local Discovery Unit (LDU) implementing the DPWS
stack is in charge of discovering local web services hosted on STBs and also exposes a Virtual Enterprise web
service hosted on a remote server. In this way the interaction between IT applications and the factory floor is
completely transparent.
21

R(D1.2)2.3.5.2

MEDIUM

Devices and IT applications SHOULD implement the same Web
services messaging, description, and security protocols (compatible
and interoperable at least).

1

PARTLY
All service components implemented on the STB use the DPWS C stack version and are compatible and
interoperable at the basic interaction level. Application services and their WSDLs were specified according to the
rules given by the DPWS profile. Security protocols that are referenced in the DPWS specification were not
implemented for the scenario at the moment.
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22

R(D1.2)2.3.6.3

STRONG

The concept/architecture MUST be applicable on devices with small
resources.

1

YES
An embedded version for the IEC control engine, an embedded version of orchestration engine and application
services controlling devices were provided and tested in the EAD scenario.
23

R(D6.1)2.2

MEDIUM

Support an Event Driven Architecture.

1, 2

YES
Event driven architecture is supported and has been applied in the Trials scenario for the interaction patterns
between application services at device‐level and orchestration services, between orchestration services and MES
and SAP SIA enterprise services.
Status information is propagated to upper levels via event notifications. The pallet management service sends
status update notifications cyclically every 1 second.
24

R(D6.1)2.7

STRONG

Business process monitoring.

YES
Business process monitoring has been realized in the EAD scenario via production order monitoring. Order
status updates, such as performed production are issued via event notification to enterprise level through the
SIA.
25

R(D6.1)2.13

MEDIUM

Access to device status.

1

PARTLY
At the moment there is no device status service to get information about the host device. As mentioned above
each application service provides operations to information related to control applications. A programming
interface to access information of the host has not been implemented yet.

3.2.2.2

Evaluation of results (SEA)

The main focus in the Mechatronic Trials from Schneider Electric perspective was to show the
system integration capabilities of the model‐based orchestration approach and the applicability of the
embedded orchestration engine in heterogeneous environments with devices (service‐enabled and
legacy) from different vendors. Features of the orchestration approach have also been evaluated in the
electronic assembly domain described earlier in this document. Compared to the EAD the system
developed for the Trials was less complex. Hence, emphasis was given to the openness and
interoperability of the developed SOCRADES components with external systems, particularly legacy
devices and gateways, as well as the integration of enterprise‐level systems. The title STB controlled
pallet management must be understood as a more comprehensive system that includes the following
aspects presented in the Trials scenario:
‐ Application Web service and device control based on an embedded IEC engine
‐ Embedded Orchestration services and engine
‐ Embedded and external decision‐supporting components
‐ Service and device management services
‐ Logic deployment services
‐ Integration with Enterprise systems and Business processes
It is very important to note in the time between the EAD and the Trials were assed (~1 month)
the embedded orchestration engine has been improved by bug fixing and removing of resource
limitation, so that the Trials were done with a more mature and stable version of the STB device.
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The central integration component in the Trials is the embedded orchestration engine that
means the engine was used to implement a simple material handling process that was interacting with
‐ SAP via the production execution component (reuse from he EAD)
‐ APS Choreography component for the coordination of the robots
‐ Pallet management services implemented on STBs
‐ Siemens sensors via the OPC‐UA Translator service
The used scientific and technological aspects are around the concept of Service‐oriented Architecture.
The most important topics to this context are related to the engineering of such systems, from the
system design until its operation. The results show the applicability and correct behaviour of the
system and reduced efforts in development. Besides that, the fulfilment of the requirements shows
that the used methodologies were successfully defined and implemented. However and since it
represents the first prototype application in the domain, there are several tasks that could be done in
the improvement of the used methodologies (see comments of the requirements).
It is worth of mentioning some of the highlights that are present in the developed middleware:
‐ Composition of services by linking models according to layout knowledge rather than
designing individual processes from scratch (“configuration rather than
programming”)
‐ Concurrent processes and sequences are easy to model with the PN formalism and
thus, appropriate for the design of modular systems
‐ Separation between Orchestration engine, embedded DSS and external DSS allows to
implement decision algorithms where most appropriate, e.g. embedded DSS deals
with simple path finding calculation, external DSS deals with high‐level production
scheduling

3.2.2.3

Lessons learned

Since SoA represents a completely new form of engineering (mostly from the automation engineer
point of view), the used methodologies and technologies had to be adapted to complete the project’s
objectives, but also to introduce this new paradigm to potential future “clients”. The requirements of
the project were considered in the specification and development, and afterwards identified in the
demonstrations. Note that some of the requirements need to be re‐evaluated because they were only
partially succeeded. This can be due realization issues or related to the specification of the
requirement itself.
The most valuable lessons and also that were successfully demonstrated is the ability of having a
complete and integrated service environment since most singular devices of the factory shop‐floor
until the business levels, configured and “orchestrated” by the developed tools in this project.

3.2.2.4

Potential

The biggest potential is the advent of a new form of engineering for automation systems. In fact this
project is still in the beginning of such approach, but from the output it is possible to trace the future
requirements and necessary improvements. The potential represent also new features that have to be
analysed. An important aspect and consequence of the potential is the necessity of education,
trainings and other forms of dissemination showing the “new form of engineering” and its features, so
it can be accepted in the near future.
It cannot be said that the way distribution of orchestration logic as done is the final approach.
Moreover, stronger synchronization between the orchestration engines and between each
orchestration engine with the device‐level services is required. It was observed that, otherwise,
unexpected situations will disturb the operation of the system too easy. In the current version of the
engine, synchronization takes place via user‐defined service interfaces. This decision was made in
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order to hide the technology behind the interface. The conclusion of today is to have dedicated
synchronization interfaces, specialized for the synchronization of distributed models.
More efforts in the future need to focus on really combine results around BPEL based orchestration
and the presented embedded orchestration approach. Petri net was chosen because of the existing
tools for validation and analysis, which were objectives in the project. Both languages describe
workflows, but BPEL language was too powerful to be able to develop an embedded version out of
the specification for such an engine in C. Most engines available are based on Java for executing large
scale business processes. Anyway, a subset of the BPEL elements is implemented in the PN engine.
The user has the choice of using the orchestration engine as shown in the EAD, by using model‐
composition and distribution of logic to multiple engines, but, he can use engine also in the classical
service orchestration manner, where as many orchestration instances are present as processes are
running. As a reminder, the approach here was, to have one logical model to handle all processes
(though done with distributed engines).
Weaknesses in the Petri net approach are the lack of semantic descriptions of exposed interfaces and
discovery using semantic annotations of service endpoints. Another weakness compared to BPEL is
the lack of sophisticated message handling and implementing algorithms for more complex data
processing.
Link between DSS component of the embedded orchestration engine and the MAS‐based DSS by TUT
has not been tested and refined yet. Today both systems use different semantics when asking for the
“next” service, because both systems are
The design of behavioural models is quite intuitive and quickly done in Petri net. However, it is
evident that the current language derived from High‐Level Petri net (HLPN) provides only the basic
language primitives and that more complex component models or models enhanced with security
features or exception handling will result in very complex models which are hard to maintain and
understand.
For example, a standard call to a device operation needs at least 3 elements (request‐response + sync
event as operation finished notification), and much more if the model must reflect different responses.
Moreover, at this moment, SOAP exceptions cannot be handled at application level. The health of a
device/service is not monitored, only if respective calls are modelled. Hence, introducing more
capabilities into the engine and offering the designer more properties allows significantly reducing the
complexity of models and ease the design of complex systems.
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3.2.3

Evaluation of results: Integration of wireless Sensor Networks

In the following we repeat some details of the implementation as described also in Deliverable D3.4
[1] in order to simplify reading. We also point out differences in the implementation for D8.1 and D3.4
due to the different applications and requirements.

3.2.3.1

Wireless sensor hardware platform

For the trial at APS the battery powered wireless multi‐sensor platform SiMote‐3‐XL developed at
Siemens Corporate Technology is used. It has the following technical data:
•

16 Bit Microcontroller MSP430F1611 (Texas Instruments)
o

48KB + 256B Flash Memory, 10KB RAM

o

Ultra low power consumption

•

Modular concept: Exchangeable front‐end, Processor or USB board

•

USB Connector

•

o

Programmable via USB

o

Power control via USB

IEEE 802.15.4 wireless transceiver CC2420 (Texas Instruments)
o

2.4GHz ISM Band, 250kbps data rate

•

Temperature sensors (Internal=AD7814, External=TSic)

•

Acceleration sensor (SCA3000‐E01)

•

Inductive proximity switch (Siemens Bero)

•

Light sensor (VTB8440BH)

•

Battery voltage

•

3 LEDs (red, green, yellow)

Only the inductive proximity switch is used for detecting the proximity of a pallet.

Fig. 27: Wireless multi‐sensor platform SiMote‐3‐XL (150mm * 82mm * 30mm).
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3.2.3.2

SiMote Software Architecture

Some key components of the software architecture are shown in Fig.28. For the trial at APS only the
software component for the inductive proximity sensor providing events if metallic objects come close
to or are removed from the sensor. The component EventCount counting the number of events within
a reporting interval is not used for the APS‐trial. The component ThrAutoConfig automatically
configuring thresholds cannot be used in combination with the proximity sensor. The Time
Synchronization module for decentralized time synchronization has not been implemented due to the
close deadline; instead, a local timestamp is transmitted. However, the implementation within D3.4
does contain this module.

Fig. 28: SiMote software architecture for application layer and part of middleware layer. Just the
proximity sensor module is implemented in the D8.1. trial and just one Send and Receive interface
are shown.

The central element is the DataManager component. It organizes the communication between the
sensor components and data processing components like AutoConfig and EventCount. It also
organizes access to the different Send and Receive interface of the networking component and to the
network wide synchronized time of the TimeSynchronization component (here only the local time).
The networking component provides the Send and Receive interfaces for the different message types.
For the communication with application layer components these messages are:
•

•

Downlink (Receive interface)
o

Configuration of sampling parameters

o

Configuration of reporting task parameters

o

(De‐)Activation of mote

Uplink (Send interface)
o

Acknowledgement with state information
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o

Task report message

For the communication with the networking component the following messages are exchanged:
•

Downlink (Receive interface)
o

•

Configuration of network parameters

Uplink (Send interface)
o

Acknowledgement

o

Network report message

On the gateway sensor node, the networking module handles also the communication with the
OPC/UA gateway and OPC UA DPWS Translator.
To enable network communication for the pilot application, network modules as depicted in Fig. 29
have been implemented. To keep the graph simple, only the transport and routing layer modules
required for application integration are shown. Additionally, a low power listening MAC layer is used
to provide energy efficient communication capabilities.
DataManagerReceive

Data ManagerSend

Network Manager

ReceiveConfiguration

only on gateway node

SendConfiguration
GWReceive
Configuration Dissemination

ReceiveData

GWSend

Gateway

SendData

Data Collection

Fig. 29: Network modules interfacing to the application

The Network Manager coordinates and dispatches the message based communication. It interfaces to
the data manager to provide the message handling as indicated in Fig.29. The messages are
dispatched to the dedicated transport modules according their type. Further the Network manager
arbitrates the access to the radio resource, thereby controlling the load created by the different
application modules.
Configuration messages, i.e. network‐, sampling‐ and reporting task‐configurations, are distributed in
the network with the help of a modified dissemination mechanism (see [1]). This mechanism takes
care, that every node receives the configuration without overloading the network with broadcast
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storms. Since it is assumed, that configuration messages are exchanged seldom in the lifetime of such
a network, this mechanism is more efficient than a dedicated general P2P routing.
Due to the monitoring task of the pilot application, the upstream, i.e. sensor to gateway,
communication is enabled by a tree collection routing mechanism (see [1]). The data collection
mechanism is used for the transport of sensor reports, network reports and configuration
acknowledgements.
The network reports contain the topology, link metrics and battery status to enable the operator to
monitor and manage the network.
The mechanism provides a highly reliable communication towards the gateway by applying self‐
configuration and self‐healing of the network topology. The algorithm is based on link level
acknowledgements that trigger the retransmission and even selection of a new parent node in the tree.

3.2.3.3

Gateway

The gateway consists of a Linksys NSLU2 (Network Storage Link for USB2.0) device whose wireless
interface to the sensor network is realized by a wireless mote connected via USB. The Linksys device
runs Debian GNU/Linux 5.0 (Lenny). This device can be connected to an external automation network
by Ethernet. In our pilot application setup, it hosts an OPC‐UA server that provides access to selected
properties of the nodes of the attached wireless sensor network and provides methods for
configuration of the behavior of the sensor network and the data acquisition application running on
the sensor nodes.

Client Host (PC)

Gateway Device (NSLU2)
WSN Server Application

UaExpert
OPC UA Browser
(GUI based)

OPC UA Binary Stack

WSN Configuration
Client
(console based)

Mote
Manager
Object

Gateway
Mote
Object

Field
Mote #1
Object

...

Field
Mote #N
Object

OPC UA Framework

OPC UA Framework

WSN Message Parser

OPC UA Binary Stack

OPC UA Binary Stack

WSN Serial Adapter

OPC UA Binary connection

USB Serial connection

OPC UA Binary connection

Gateway
Mote
Device
(SiMote)

Fig. 30: Architecture of the OPC UA infrastructure.
The WSN Server application uses a number of objects representing the motes in the wireless sensor
network. Each of these mote objects provides properties representing states or sensor data delivered
by the respective mote as well as methods that allow configuration of the sensing application running
on the mote. The MoteManager is responsible for administration of the mote objects; it can
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dynamically create mote objects when new motes are added to the network. The Gateway Mote
Device is associated to the Gateway Device via a USB serial connection; a WSN Serial Adapter and a
WSN Message Parser process messages obtained from the Gateway Mote and send the received data
to the respective Mote Objects. The Mote Objects can send configuration and command messages to
the Gateway Mote Device via the USB serial connection.
The OPC UA clients are running on an ordinary PC (denoted as Client Host in Fig. 30). There are three
kinds of clients:
•

The WSN Configuration Client (console based) that performs initialization of the sensor
networking stack and the sensing applications according to data provided via a configuration
file at initialization or reconfiguration of the sensor network. Configuration is performed by
invocation of methods offered by mote objects provided by the OPC UA WSN Gateway
server.

•

The UaExpert client, a GUI‐based OPC UA browser (developed by Unified Automation [2])
that is used for viewing the object structure and properties of the OPC UA tree provided by
the OPC UA WSN Gateway server as well as for invoking methods offered by mote objects
provided by the OPC UA WSN Gateway server.

•

The OPC‐UA‐to‐DPWS Translator (see section below).

The OPC UA server and the OPC UA clients are connected via OPC UA Binary connections.
OPC‐UA uses a tree structure for organization. It consists of folders, objects and properties/methods.
A typical structure for the current case of a wireless sensor network is shown below in Fig.31.

Mote Manager

Folder
Objects

SiMote 1

Proximity Sensor

Properties, methods

SiMote …

#Neighbors

Battery Sensor

Value (0 or 1)

Value

Sampling rate

Sampling rate

…

Reporting interval

SiMote 6 (Gateway)

…

…

Fig. 31: Typical OPC‐UA tree.
On top of the hierarchy is the folder “Mote Manager” representing the whole sensor network. It
contains objects representing the different motes. These have several properties/methods like the
sensor value or specific configuration parameters.

3.2.3.4

OPC-UA<->DPWS translator

To support interoperability within the SOCRADES architecture behind the mechatronics trials, the
information transport coming from OPC UA to DPWS is implemented by means of a specific gateway.
In this context, such a gateway is also called translator. Fig.32 shows the usage of the translator. The
main task is to “translate” the OPC UA service notation into DPWS conformant services and to
manage address resolution. In this maner, one of the major objectives of the mechatronics trials is
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reached, i.e, SoA‐based interoperability between smart devices from different technology vendors
(core SOCRADES industrial partners like Schneider, Siemens, SAP.
The approach for doing that is described below.

Management Application

DPWS Server
OPC UA Binary Client to DPWS Server

Gateway
OPC UA Client

OPC UA Binary
Server Interface

Gateway

AIR interface

Wireless
Device

Wireless
Device

Fig. 32: Usage of the translator

The translator consists of three parts: A DPWS server to which a DPWS client can connect, an OPC UA
client that is used to communicate with an OPC UA server, and the actual converter between OPC UA
and DPWS.
The OPC UA client component allows consuming the functions of the OPC UA server. The OPC UA
client is the basis for accessing any OPC UA server from the translator and consequently the mapping
to DPWS. Thus OPC UA services are mapped to DPWS services within the translator. The DPWS
client does not get notice of the underlying OPC UA communication as this is hidden by the DPWS
server.
The Translator is intended to provide DPWS services for OPC UA devices. The following OPC UA
services are mapped to DPWS:
•

For all OPC/UA nodes
o

GetCurrentNode

o

GoToParent

o

GoToRoot

o

GetChildren
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•

o

GoToChild

o

GetPath

o

GetAttributes

o

GetInfoAsStrings

o

GetInfoAsStringsUsingPath

Only for OPC/UA parameters
o

Read

o

Write

The relationship between the OPC UA node and its representation in DPWS is defined in a separate
configuration file. The implementation is done by means of a property file, shown in Fig.33.

Fig. 33: Configuration file for Translator
The file has the following syntax:
“name of the DPWS‐device”=”path in OPC/UA address space”
Each configured OPC/UA node is represented as a DPWS device. Thus, for each OPC UA device a
logical DPWS device is instantiated and represented by the set of services represented above.

3.2.4

Evaluation of results: OPC-UA / DPWS Translator

To support interoperability, the information transport coming from OPC UA to DPWS is implemented
by means of a specific gateway. In this context, such a gateway is also called translator. Fig. 34 shows
the usage of the translator. The main task is to “translate” the OPC UA service notation into DPWS
conformant services and to manage address resolution.
The example of OPCUA / DPWS Translators was shown the involvement of one is very meaningful.
Thus, data from the device level, the business logic will be made available. The use of DPWS also
shows that one of these benefits paid for by a loss of speed.
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Speed comparison of OPC UA and OPC UA / DPWS Translator

Fig. 34: Speed comparison
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3.2.5

Evaluation of results: Enterprise Integration through SIA

We implemented our version of an integration middleware called SOCRADES Integration
Architecture (SIA). As factories move towards SOA‐enabled shop‐floors, SIA enables the future real‐
time enterprise systems by facilitating the integration of real‐world services running on embedded
devices with enterprise services. All SIA components are independent and communicate through web
services both with each other and to business systems. Therefore a networked device can connect to
the SIA and directly participate in business processes while SIA hides the details of the underlying
hardware.
SIA is split in two parts: a ``local, on premiseʹʹ part, which features a Local Network Discovery and
Management Unit (LDMU) and is running at the local network that contains the devices to be
integrated, and a central system (anywhere on the network or the Internet) that hosts enterprise‐level
applications. Many LDMUs (e.g. one for each shop floor location) can connect to a central system. In
the local subsystem at Device Layer there are several embedded devices that are running various
services. SIA is able to interact with devices using several communication protocols.
Mapping to the
SIA Architecture

Internet‐wide
Enterprise
Services

SIA
Server

Enterprise to
shop‐floor
Communication

Internet
Local Network
Event
Subscription

DPWS
Device

LDMU

DPWS
Device

Location A

LDMU

DPWS
Device

LDMU

REST
Device

Location B

Fig. 35: ‐ Enterprise Integration through SIA

SIA allows applications to subscribe to any events sent by the devices, offering a publish/subscribe
component that supports WS‐Notifications. It also offers buffered invocations of hosted services on
devices that are only intermittently connected. When the device becomes available again a
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notifications is sent to the client or the system caches an invocation message and delivers it when the
device is ready to receive it.

Prior to the mechatronics trial we had done several lab evaluations and also other demonstrators from
which we have acquired valuable experiences. All of our prior efforts, including experiences had
flown to the mechatronics trial which did not bring up any surprises but was in‐line with our previous
results. In this trial we made several tests with respect to the device discovery. All of the devices were
discovered in a timely manner, despite of their DPWS stack implementation. However, the biggest
issue that became apparent was that of interoperability. Typically we had two DPWS stacks running
in the trial i.e. the WS4D (www.ws4d.org) and SOA4D (www.soa4d.org). This resulted in 3 different
implementation i.e. WS4D (Java) and SOA4D (Java and C). Although discovery was fully working, the
same did not hold true for the subscription. We solved this by utilizing a dual‐stack approach.
Furthermore due to one of the two stack‐specific implementation, services offered by devices should
be a priori known which was limiting. All in all, we were able to demonstrate seamless device
discovery, integration on the enterprise system, interaction with the enterprise services and cross‐layer
collaboration and information flow.

SIA has been proven in the trial an adequate way to provide cross‐layer and timely SOA integration.
Future work planned includes refinement of the services and testing of the performance. As web
service support has become available in the SE versions of Java, our Java EE prototype could be re‐
implemented with the same functionality (and potentially less overhead) using light‐weight run‐times
like OSGi. We need also to make a thorough analysis of the pros and cons of the different approaches,
e.g. DPWS vs. OPC UA vs. REST and see where optimizations can take place.

Furthermore, we want to test performance and load balancing under high load of device events.
Although first tests indicate that web service calls between the components on the same machine
create unnecessary delays and limit throughput, we want to evaluate this for cases where the
components are distributed in several hosts in a cloud computing architecture. Optimizations might
also be needed that detect peer components on the same application server and use local
communication instead of web service calls.

Experiences from this trial, lab tests and other demonstrators have led us to some results also depicted
in section 3.4.5 (Assessment: Service based Enterprise Integration) of this document.
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3.3 Lessons Learned and Potential for Future Use
3.3.1 Assessment: Service-based collaborative control of mechatronic devices
(APS)
3.3.1.1

User Aspects

The architecture of the mechatronic device cluster holds several advantages over legacy production
automation systems from the user’s point of view. First of all it is a vendor neutral system which can
easily be enhanced by any further mechatronic device. The homogenous architecture and
communication makes system maintenance and enhancement easier and less time consuming.
Components can be replaced without affecting the functionalities and features of other devices or the
system itself. Due to that the decentralized control the system is more robust against failures of
subsystems, i.e. the breakdown of one component not necessarily means a breakdown of the complete
system. Another advantage is that the user does not need to have knowledge about the programming
languages of the involved devices when reconfiguring the system. Due to the human readable services
the interaction of devices can be configured easily. Also the alignment of coordinate systems means a
significant improvement for an easy operation of the system. The user does not have to think about
coordinate transformation (e.g. because the robot is operated in a suspended position) when
composing elementary services but can concentrate on the definition of the sub processes when
defining a production task.
By the access on every single component via DPWS remote maintenance by the manufacturer is
enabled. System failures can be analyzed and suggestions on how to solve occurring problems can be
given without the necessity of sending staff to the user. This saves time and costs.
Once the devices are equipped with the DPS, their reuse is possible even in completely restructured
assemblies since the features of the devices do not depend on each other. The physical reconfiguration
and reassembly of devices therefore is possible without changing the DPS, i.e. the production
environment can be adapted to new tasks without much effort for defining the interaction pattern of
the involved devices. This high flexibility reduces costs and time to market when facing fluctuating or
individual customer demands.
Finally the process monitoring in combination with the Choreography Engine helps to analyze and
optimize production processes even from distant locations. The order of sub processes can be changed
or single tasks can be carried out in parallel when this is meaningful. Such optimizations can be
applied immediately by the remote reconfiguration capability provided by the Choreography Engine.

3.3.1.2

Lessons learned

The advantage of SOAP over other protocols is obviously its high flexibility due to which it can serve
for universal information exchange between completely different technical systems, such as e.g.
mechatronic devices integrated at the shop floor and business applications. However, this high
flexibility is borrowed from a huge amount of meta data that severely restricts its application for the
realization of near‐zero latency systems. The XML parsing of SOAP messages is time consuming
especially when being carried out on embedded systems with limited computational capabilities.
Already in the early stages of the implementation planning phase and first experiments of controlling
device interaction via SOAP, it became clear that when time critical interleaved services are required
their implementation by use of SOAP can hardly be realized in an economically affordable way. The
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system downtimes in‐between single actions add up to a huge idleness of the system and thereby
reduces the productivity significantly.
To overcome the above mentioned problem and at the same time to fulfill the requirements of
standardized device access via DPWS, a two folded architecture was developed. While time critical
interaction and information exchange is performed without the use of SOAP the access on devices is
provided by a DPWS interface. Thereby it is possible to gain information about single devices at the
shop floor from business level and have a near‐zero latency interaction at the shop floor at the same
time. To make the use of web services applicable for device interaction at the shop floor either more
efficient protocols are needed or the computational capability of the controllers is required.
Due to its decentralized control and direct inter device communication the trial architecture is
significantly faster than legacy systems controlled by an intermediary orchestration device.
Furthermore it enables the definition and execution of interleaved services at device level that can
combine elementary services provided by several devices. The device re‐configuration by
choreography allows online reconfiguration at runtime, i.e. processes can be designed or adapted
while the system is busy. The remaining downtimes are thereby reduced to the time waiting for new
instructions form the production execution.
Although the idea of completely controlling the shop floor from business level is beckoning one
should keep in mind that the intention of SOAP was to realize business‐to‐business integration. For
those applications information exchange within seconds is more than enough. This is not the case in
production automation. Downtimes reduce the productivity and thereby cost a lot of money. Also it is
questionable if the business level is really interested in controlling the production processes
themselves. For influencing the production by work orders and monitoring of devices for process
analyses and optimization a cross layer infrastructure is desirable and easily can be justified. For the
interaction of devices however it seems more applicable not to use web services in general.

3.3.1.3

Potential

To make the application and usage of the mechatronic device cluster easier, several improvements of
the system can be proposed for follow‐up research and consecutive development. Up to now, the user
has to have a deep understanding of the processes themselves and changes in the system
configuration are not checked for legality. For interleaved services a meaningful substitution of
parameters by service requests is required if the system should run properly. This problem might be
solved by giving the user a choice of legal services that can be used to substitute numerical
parameters.
Also the generation of choreographies might be easier when providing the possibility of graphical
service composition instead of choreographies in table form. The Petri net engine provides graphical
service composition but can only be used for defining sequential device interaction. The possibility of
running elementary services in parallel or defining interleaved services with inter‐device
dependencies is not supported yet.
Although several efforts were taken to make the system configuration intuitive, e.g. by aligning the
coordinate systems of the actuators, the remote re‐configuration of the devices without visual support
is still very difficult. A possibility to cope with this problem might be to enhance the Visualization
Tool by simulation ability. The user can check if the defined choreography serves for the intended task
before configuring the real system. This would improve the safety of the system configuration and the
user friendliness significantly.
The developed DPS has potential for improvements, too. The integration of new devices might be
realized by defining hardware interface, commands for the realization of needed services and the
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creation of device specific events in separate files without touching the source code of the DPS. Also
the self healing capability could be further improved. Up to now, the devices reestablish connections
only when there are dependencies between each other. But the choreographies are not uploaded
automatically when a device is restarted, i.e. the device configuration has to be repeated manually in
case of a device restart.
Security aspects were completely ignored, i.e. every user is able to use the complete system
functionalities without validating authority. This could be improved by password checks.
Another unsolved problem is the performance of several production processes in parallel. This might
be solved by priority assignment to processes. When implementing this feature also synergy effects
between different processes become possible. As an example, the process “ClearLoadingStation”
could be advantageously combined with “KeepPallet2Filled”. Instead of filling Pallet1 (no priority
since not defined) the system could decide to deliver objects to Pallet2 and thereby increase the speed
of the production by preventing unnecessary movements. Also the decision which object to pick and
on which pallet slot to place in order to improve the overall production performance might be taken
by the system. The main question that comes along with these ideas is where to embed the intelligence
in a system with decentralized control.

3.3.2

Assessment: Control with WS-enabled STB (SEA)

Despite the very positive experiences that have been collected with the use of the SOCRADES SW‐
components for the Trials and the EAD, a considerable set of engineering, technical and functional
issues/gaps has still to be corrected, solved or approached. Some of them, as described below, are of
fundamental importance to drive forward the definitive acceptance of SoA‐based control and
automation approaches and tools by the industry.
The following tables summarize some of those gaps and propose ‐in some cases‐ possible
solutions/actions/recommendations for future solutions.
Continuum tool for orchestration engine
The current prototype of the Continuum tool has stability issues potentially due to
memory leaks. General recommendation is to save your work as often as possible
and create backups of the projects.
The tool chain around configuration, generation and deployment of device and
service properties should be better integrated into the user interface. The current
tool framework is very open to define all kind of properties and extensions on Petri
net model, but therefore, is a bit complicated to use for inexperienced users.
The analysis, validation and simulation can be performed on Petri net models. But,
in the current version leaves it up to the user to do the correct interpretation of the
results and derives the necessary modification for the model, which is specialized
for the application with service‐oriented systems.
Composer doesn’t warn about inconsistent sub models. Just to give an example,
logical reference names must be unique for all the models that are to be composed.
WSDL Explorer tool allow only “flat” files. The WSDL Explorer of the Continuum
design tool can only accept WSDL files which have a flat structure, meaning that
they do not include external WSDL or Xml Schema files. The external WSDL and
Schema parser tool that provides a more detailed view into WSDL files allows the
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inclusion of external files accessible via URL or local file system. This tool must be
better integrated with Continuum designer.
No warning about incompatible messages in WSDL parser. The external WSDL
and Schema parser tool is used to provide a more detailed view of a WSDL and its
contained definitions to the user. It is not possible today to indicate if a given
message of an operation meets the requirements of the HLPN‐based orchestration
engine and can be processed by it or not. Only certain message structures can be
processed, such as element sequences with fixed occurrence numbering.
Descriptor template file must be created manually. For the creation of the set of
dynamic deployment descriptor files that are to be downloaded to the
orchestration engine, additional descriptor files for the referenced devices/services
as well as for the composite device/service description are needed. These files must
be created manually and stored as Xml file with naming convention
“device_<reference name>.xml”. There is a tool that performs a discovery and writes
all found devices as descriptor files with the file name format “device_<friendly
name>_<device uuid>.xml”. The user must rename the files afterwards.
Creating service interaction sequences is very flexible, but requires therefore a lot
of steps and recurrent work. The designer should allow adding standard
interaction patterns by click, such as “request‐response + notification”.
The orchestration engine is integrated with the DPWS stack on‐top the deployment
framework and can therefore be used along with other engine technologies
embedded in the same physical device. However, due to resource limitation
existing in the beginning of the implementations and the high efforts to integrate
both engines within the time left in the project, this exercise has not been done yet.
Both engines should coexist on same device.
In the same device, the communication between two or more orchestration engines
could be enhanced by bypassing the SOAP‐based communication (e.g. using direct
method calls, active object design pattern, callbacks)
Orchestration engine embedded in Advantys STB
Stopping the engine leads to crash and reset of the STB device. The stop action is
done if a service is un‐deployed or the reset command is sent to the orchestration
service endpoint. The current version requires the user to power‐cycle the STB
device in order to remove all deployed services. Consequently, the deployed
definitions are not stored in the persistency file and are lost after power‐cycle.
The individual Action filtering for event subscriptions to the same service endpoint
is not implemented. The effect is that only one event subscription for each service
endpoint is done and maintained.
Certain deadlock situations cannot be detected by the engine‐kernel, because token
game evolution is done asynchronously by event passing. The engine‐kernel
simply stops and sleeps forever. In order to supervise the operational state of the
running engine instances a watchdog or model analysis at runtime should be
implemented.
API for Exception modes in Petri net kernel available but not used in embedded
engine
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Missing debugging interfaces were a problem during development and testing of
the models with application services. The behaviour of the orchestration engine
had to be simulated by a PC‐version and / or interaction between the engine and
the services had to be monitored in order to track the model evolution. A generic
engine management interface has been developed with command operations, but
debug operations haven’t been implemented yet.
The first version (Aug 2009) of the embedded Orchestration Engine had limited OS
resources in terms of available tasks for the management of multiple simultaneous
service request context. As the generic messaging feature of the DPWS stack was
used the asynchronous mechanism for handling client‐role request‐response
pattern wasn’t available by API, so a dedicated task for each interaction is needed.
Responses that are sent with delay block the task. So for the EAD a reasonable
balance between the complexity of the composed model (number of service
references) and the complexity of the interaction with other services (sequential or
simultaneous) had to be found. In case the engine runs out of tasks and the model
waits for an event notification the token game results in a dead lock.
One of the biggest problems was the underestimation of efforts for porting and
embedding the engine and adapting the engineering tools. Hence, a lot of efforts
and time were spent on integration of the orchestration engine in the STB firmware.
Problems when adding / removing services dynamically, in terms of services that
were referenced by the model disappear or appear at runtime. Engine blocks most
of the time. Plug and play has been attempted by fragmenting the system model
into sub models, where some of the sub models represent those parts that can be
added or removed from the system. However, the problem has to be tackled in
future by allowing inherently services to disappear without disturbing the engine’s
execution.
The embedded DSS makes a simple deep‐search, which might not find sometimes
the most efficient paths. The search algorithm can take a considerable amount of
time on the STB.
ControlBuild for IEC engine embedded in Advantys STB
Some definitions in device and service metadata are directly derived from
ControlBuild application structure and had to be adapted manually after
generation in order to provide better description for the deployed services, e.g.
more appropriate device friendly name, scope and types.
WSDL port type name not consistent with the metadata exposed by the service
after deployment and WSDL files needed to be corrected after generation, because
the orchestration tools extract all information from metadata and WSDL definitions
for configuring the binding at runtime.
ControlBuild is a very powerful commercial tool chain that has been adapted to
support web services. The SOCRADES version is a prototype that has limitations.
For the Trials and EAD requirements only a small portion of the necessary service
development process was needed. Note, the CB tool was used to implement
services on STBs and not a complete distributed application, as this is covered by
service orchestration. However, a lot of steps are needed to put services on a STB.
It was not possible to deploy more than one service when the logical host devices
98/104

D8.2: Evaluation of the Trials Performed at the Selected
SOCRADES Prototype Applications and Assessment of Results
V1.0
had the same type. It seemed that all messages were directed to only one service
instance, regardless which service endpoint on the STB was addressed. This
approach was intended to come around situations when STBs break down. In this
case another STB should take over that service, by adding the IO to that island and
deploy the service there as well.
Advantys STB device
The STB had problems with its Flash file system, so that following incidents were
observed. The persistency file (dpwscore.xml) stored in Flash may get corrupted
and may prevent the STB from starting up the DPWS server correctly or sometimes
even the whole IP stack. In first case a clean persistency file has to be re‐uploaded
by FTP. In second case the STB must be recovered by starting a debug application
via JTAG probe. In some cases the firmware got corrupted so that the whole Flash
file system had to be restored.
The STB runtime should implement a mechanism to detect whether the persistency
file could be loaded successfully or not. In case it is corrupted it should be ignored
or overwritten by a “clean” file. Today, either FTP uploads a blank file or the JTAG
probe is necessary to recover the device.
DPWS implementation and interoperability
In the beginning of the project interoperability issues were detected between the
Schneider Electric Java version (dpws4j) and the C version of the DPWS stack. Most
of the problems were solved with project time frame.
Interoperability issues found with the implementation of the Translator service: the
WSDL contained some message specifications not recommended by DPWS, e.g.
• messages containing multiple wsdl:parts,
• wsdl:part that refer to a type instead to an element and
• soapenc:Array types.
These definitions were not understood by the WSDL parser of the orchestration
tools. An adapted compatibility WSDL version with reduced set of operations and
messages had to be produced to allow the orchestration service to communicate
with the Translator.
Interoperability issues found between the LDU component (Local Discovery Unit
for SAP SIA) and components that were implemented with the Schneider Electric
DPWS C stack. All problems were solved after replacing the DPWS Java stack
version.
Discovery problems were detected in the Trials and EAD network environment.
Sometimes, a discovery “ProbeMatch” response wasn’t received by the “Probe”
sender. This behaviour was observed both with embedded and PC‐hosted service
components, but mainly in networks with a lot of connected nodes and a lot of
network traffic (e.g. test environments connected to the intranet of the company).
Discovery issues were found because in the project different approaches were
found to do discovery of devices. For most applications a discovery must return
exactly one endpoint when it is crucial which physical device service is invoked.
Some implementations expect that the devices are distinguishable by the device
metadata “friendly name”, or by “serial number” or by “device type” plus “device
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scope”. Moreover, it must be noted that the targeted way to do discovery of devices
in the DPWS stack is by “device id”, “device scope” and/or “device type”.
For what concerns the discovery that is implemented in the orchestration engine, if
devices provide the same device type and device scope, but are distinguishable
through their friendly name, the form of discovery doesn’t work and a service
binding is impossible with the available set of information.

100/104

D8.2: Evaluation of the Trials Performed at the Selected
SOCRADES Prototype Applications and Assessment of Results
V1.0

3.3.3

Assessment: Wireless Sensor Networks (Siemens)
3.3.3.1

Lessons learned

The current wireless solution is designed for monitoring applications and coverage of large areas. The
modular software architecture allows to manage and configure services (i.e. sensor sampling and
reporting) based on basic building blocks. The network stack with only few configuration options
builds the base of the sensor application service structure. For efficiency reasons it was required to
form a fixed set of basic common communication primitives to enable the higher layer flexibility.
Owing to the focus of the project, the implementation of security mechanisms and application of
methods for radio interference reduction were of less priority. Nevertheless, the intended mechanisms
were demonstrated successfully.
A drawback of the current technical solution is that the OPC‐UA server can only be polled; it is not
able to notify events to its clients. Therefore, events may be reported to higher layers only with a
certain delay. While this is not relevant for the current application, it should be improved in later
versions.
In the current solution, new sensor nodes are discovered and integrated automatically by the OPC UA
server. However,, new sensors and sensor platforms have to be defined in the OPC‐UA tree first
before they can be used. The logic behind is that in industrial automation devices are not integrated
without any prior planning phase. Although single devices are not self‐describing, the whole network
as represented by the OPC‐UA gateway is. The process of device integration in the OPC‐UA tree is not
too complicated for the current trial with basically identical wireless sensors; however, for more
heterogeneous sensor platforms support for device integration might improve the process.
The current wireless sensor network solution is not designed for hard realtime control applications.
For these applications an almost completely different design must be considered as the requirements
are usually quite different. For the current solution monitoring applications and coverage of large
areas have been in the focus, while many realtime applications are for control applications and small
area work cells.

3.3.3.2

Potential

While the sensors, based on the predefined network mechanisms, integrate themselves into the
wireless network communication, the process of device integration at the gateway can be improved by
self‐describing wireless sensor nodes. A further improvement could be achieved by over‐the air
updates of sensor software, which would allow a more flexible modification of the behavior of sensor
nodes at run‐time.
An even more flexible scheme may be realized by introduction of dynamically composable services
for wireless sensor nodes. Service composition may be performed both on services residing on the
same node as well as on services running on different nodes. Configurable collaboration of services
facilitates a more efficient usage of the senor network for changing demands.
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3.3.4

Assessment: OPC-UA/ DPWS Translator (IFAK)

A mediator for integration of legacy devices of a production cell into an environment that is using a
SOA based communication approach. The mediator offers a DPWS interface to higher level
management applications. The interaction with the whole system was implemented via the OPC DA
interface.

Management Application

DPWS Server
Mediator
OPC DA Client

Fig. 36 OPC‐UA/ DPWS Translator
It was shown that the involvement is possible and for these applications also very useful. The
monitoring of processes out from the management level, bring many benefits, but safety‐related
applications should be considered separately and monitored. It is also necessary to consider which
aspects will be placed on the execution speed of the respective application.
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3.3.5

Assessment: Service-based Enterprise Integration (SAP)

Integration of heterogeneous devices, especially their interaction with enterprise services in a timely
manner, is currently an active research topic. Its impact in the future Internet infrastructure and its
services is expected to be significant and critical to the success of a new generation of applications that
will merge the real and the business world.
SIA allows enterprise applications to connect to devices for monitoring and (soft) control
(management) using open standards. It features several advanced services in order to free business
application developers from the complexity of interacting with a highly heterogeneous and unreliable
infrastructure. SIA also helps discovering and keeping track of devices and can manage the embedded
software if that is supported by the devices. Additionally, legacy devices can be included by providing
proxy services for them. SIA is not build with a specific domain in mind, but has been successfully
used in prototypes in manufacturing, insurance, and energy management scenarios.
The first use case to be served for SIA was integrating and managing automation equipment, several
requirements were posed in D6.1 & D6.2 and a novel system infrastructure for future factories was
envisioned. The components of the SIA were designed to address these requirements. The goal was to
directly access assets on the shop‐floor from the enterprise system and vice versa, allowing
cooperation of enterprise services with the SOA‐enabled devices and other shop‐floor services, such as
manufacturing execution systems.
From the beginning we have invested in an event‐driven approach and event‐based infrastructure.
Event notification is an important component in distributed computing and we apply it to audit,
monitor and to trigger actions. The main components inside the SIA communicate via Web services
and interact with each other by events. As such, even the enterprise hosted part of SIA can be
distributed to several hosts, depending on the needs of specific components e.g. for load balancing
especially for the high‐traffic components device monitor and service monitor. This scalability does
not come for free. When all components are deployed on the same computer, the WS interactions are a
redundant performance overhead that could be avoided using local communication.
The DPWS family of protocols includes WS‐Eventing, however for the SIA we decided to use WS‐
Notification. We consider that the design and the capabilities of WS‐Notification are superior to those
of WS‐Eventing. The most important difference is that WS‐Notification defines an event broker as a
central publish‐subscribe entry point, freeing a software architecture from high‐TCO point‐to‐point
integration. Unfortunately it seems that the effort to converge both standards has ceased and therefore
WS‐Eventing is the de facto industry standard at the moment (supported by several implementations).
Interoperability is a key issue especially when dealing with integration. As such we have tried to use
open and already standardized protocols. However we have realized that although several
implementations for a standard exist, connecting them will almost always reveal bugs that in several
cases create interoperability problems. As an example we have used two implementations of the
Devices Profile for Web Services (DPWS, now an official OASIS standard), i.e. WS4D (www.ws4d.org)
and SOA4D (www.soa4d.org). Interoperability tests with multiple DPWS clients and servers revealed
issues in the subscription part that remain to be fixed. Furthermore, it turned out that although
theoretically implementing the same standards, these stacks were not entirely compatible with one
another. Our advice is to make rigorous test‐cases if this technology is to be used in production
environments or (as we resulted) support multiple stacks of the same standards. Additionally, it
turned out that WS4D uses much more flexible development process: services offered by devices need
not be known at design time, but service clients are created at run‐time.
These limitations and issues also pushed us to look for more interoperable and lightweight
alternatives. One of these is the use of the REST architectural style and HTTP directly on devices or
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through a REST module in the LDMU. We tested this approach with several virtual and real devices
and obtained quite promising results in terms of ease of integration.
Indeed, as http is a well established and relatively simple standard, implementations exist for most
platforms and languages and are also well compatible with one another. Also in terms of
performances, RESTful Web services outperform the equivalent SOAP‐based Web services in power
consumption as well as completion time. Nevertheless, on the downside the number of real‐world
devices fully supporting REST is lower than those implementing DPWS for instance. However, the
growing interest of the industry in this integration scheme might influence this positively.
Thus, according to our experience, we recommend using WS‐* services (including DPWS) for complex
industrial use cases and using lightweight approaches (including RESTful interfaces) for end‐user
oriented applications. The first class of applications includes complex real‐world integration of static
and dynamic systems, involving complex business processes or requiring high reliability or security,
for example composing a manufacturing process on several machines. The second integration
approach offers several advantages such as simplicity of integration and usage, direct Web integration
and looser‐coupling of the functionality. As both are needed for truly flexible enterprise applications,
the LDMU of our solution supports both DPWS and REST‐enabled devices.
In our architecture, the LDMU filters, processes, and propagates only business process relevant events
to the backend system. Although this is a significant improvement, for really large scale systems, the
propagation of events might create bottlenecks. As the performance of the LDMU depends clearly on
the available CPU and memory, as well as the communication channel to the backend system, it has to
be clearly evaluated if the on‐site and end‐to‐end requirements are covered. As mentioned before,
deploying multiple LDMUs has been considered in design phase for scalability, but then for large
numbers of LDMUs the connection point at the back‐end system might pose a bottleneck.
We have not made any efforts so far to optimize the system, as our goal was mostly towards
demonstrating the proof of concept on relative small scale systems composed by a moderate number
of devices. However, some initial evaluation was done with respect to thousands of DPWS enabled
devices, where it was shown that still the discovery and subscriptions were working adequately.
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